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Configuring networking is tedious
- Sometimes the default Kubernetes network is not enough

- SR-IOV and L2 requirements

- Dynamic node network configuration
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nmstate applies your desired state
- Declarative network management

- Configuration tool on top of NetworkManager
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kubernetes-nmstate
- Host-networking driven by kubernetes and executed by nmstate

- NodeNetworkState

- NodeNetworkConfigurationPolicy



7

Node 1

eth0
10.0.0.1

eth1

NetworkManager

kubernetes-nmstate



8

Node 1

eth0
10.0.0.1

eth1

NetworkManager

kubernetes-nmstate DS

nmstate

k8s nmstate

kubernetes-nmstate



9

Node 1

eth0
10.0.0.1

eth1

NetworkManager

kubernetes-nmstate DS

nmstate

k8s nmstate

kind: NodeNetworkState
name: Node 1

kubernetes-nmstate



10

Node 1

eth0
10.0.0.1

eth1

NetworkManager

kubernetes-nmstate DS

nmstate

k8s nmstate

kind: NodeNetworkState
name: Node 1
state:
  eth0: 10.0.0.1
  eth1: None

kubernetes-nmstate



11

Node 1

eth0
10.0.0.1

eth1

NetworkManager

kubernetes-nmstate DS

nmstate

k8s nmstate

kind: NodeNetworkState
name: Node 1
state:
  eth0: 10.0.0.1
  eth1: None
spec:
  eth1: 10.1.0.1

kubernetes-nmstate



12

Node 1

eth0
10.0.0.1

eth1
10.1.0.1

NetworkManager

kubernetes-nmstate DS

nmstate

k8s nmstate

kind: NodeNetworkState
name: Node 1
state:
  eth0: 10.0.0.1
  eth1: None
spec:
  eth1: 10.1.0.1

kubernetes-nmstate



13

Node 1

eth0
10.0.0.1

eth1
10.1.0.1

NetworkManager

kubernetes-nmstate DS

nmstate

k8s nmstate

kind: NodeNetworkState
name: Node 1
state:
  eth0: 10.0.0.1
  eth1: 10.1.0.1
spec:
  eth1: 10.1.0.1

kubernetes-nmstate



14

Node 2

eth0
10.0.0.2

eth1

kubernetes-nmstate
Node 1

eth0
10.0.0.1

eth1

state:
  ...

state:
  ...



15

Node 2

eth0
10.0.0.2

eth1

kubernetes-nmstate
Node 1

eth0
10.0.0.1

eth1

kind: NodeNetConfPolicy
name: eth1-dhcp

state:
  ...

state:
  ...



16

Node 2

eth0
10.0.0.2

eth1

kubernetes-nmstate
Node 1

eth0
10.0.0.1

eth1

kind: NodeNetConfPolicy
name: eth1-dhcp
spec:
  match:
    interfaces:
      name: eth1
      type: ethernet
  desiredState:
    interfaces:
    - ipv4:
        enabled: true
        dhcp: true

state:
  ...

state:
  ...



17

Node 2

eth0
10.0.0.2

eth1

kubernetes-nmstate
Node 1

eth0
10.0.0.1

eth1

kind: NodeNetConfPolicy
name: eth1-dhcp
spec:
  match:
    interfaces:
      name: eth1
      type: ethernet
  desiredState:
    interfaces:
    - ipv4:
        enabled: true
        dhcp: true

state:
  ...
spec:
  ...

state:
  ...
spec:
  ...



18

Node 2

eth0
10.0.0.2

eth1
<dhclient>

kubernetes-nmstate
Node 1

eth0
10.0.0.1

eth1
<dhclient>

kind: NodeNetConfPolicy
name: eth1-dhcp
spec:
  match:
    interfaces:
      name: eth1
      type: ethernet
  desiredState:
    interfaces:
    - ipv4:
        enabled: true
        dhcp: true

state:
  ...
spec:
  ...

state:
  ...
spec:
  ...



19

Node 2

eth0
10.0.0.2

eth1
10.1.0.12

kubernetes-nmstate
Node 1

eth0
10.0.0.1

eth1
10.1.0.8

kind: NodeNetConfPolicy
name: eth1-dhcp
spec:
  match:
    interfaces:
      name: eth1
      type: ethernet
  desiredState:
    interfaces:
    - ipv4:
        enabled: true
        dhcp: true

state:
  ...
spec:
  ...

state:
  ...
spec:
  ...



DEMO

20



21

Demo 
- Report network interfaces using kubernetes-nmstate

- Configure network interfaces using kubernetes-nmstate

- Create a VM requesting secondary network connection using KubeVirt, 
Multus and OVS CNI
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Takeaways
- Some network workloads might require node to be configured before

the Pod is scheduled (bridges, SR-IOV, …)

- Requirements change and all nodes are not the same

- kubernetes-nmstate allows administrator to do day 2 network configuration 
in declarative and centralized manner



So long
and

thanks for listening!



KubeVirt https://kubevirt.io/ 

Multus CNI https://github.com/intel/multus-cni 

Open vSwitch CNI https://github.com/kubevirt/ovs-cni 

nmstate http://nmstate.io

Kubernetes nmstate https://github.com/nmstate/kubernetes-nmstate

Kubernetes Node Network Configuration design document https://tinyurl.com/y7otybg9

Kubernetes Network Custom Resource Definition De-facto Standard design document https://tinyurl.com/y9fxdkfp 
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