We need a Let's
Encrypt movement for
Confidential Computing

The importance of protecting data in use
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States of Data Protection
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Protection at rest Protection in transit

Securing data being stored by Securing data transmitted Protecting data by encrypting it
encrypting it before storing it between networks while it is being used in the RAM or
or encrypting the device itself | using end-to-end encryption or by processor for computation

using encrypted connections




Data/Code Confidentiality/Integrity
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¥ \ Data confidentiality
r_m Unauthorized entities cannot view data while it is in
use within the TEE

Data integrity
Unauthorized entities cannot add, remove, or alter data while it
is in use within the TEE

Code integrity
Unauthorized entities cannot add, remove, or alter
code executing in the TEE




Confidential Computing

Confidential Computing protects data in use by performing computation in a
hardware-based, attested Trusted Execution Environment. These secure and
isolated environments prevent unauthorized access or modification of applications
and data while in use, thereby increasing the security assurances for
organizations that manage sensitive and regulated data.
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Applications of Confidential Computing

Healthcare &
life sciences

Banking, financial
services & insurance

Manufacturing
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Telecom, Edge & loT

Gov. & public sector
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Confidential Computing Consortium

The Confidential Computing Consortium is a community focused on projects
securing data in use and accelerating the adoption of confidential computing
through open collaboration.

It's a Linux Foundation community composed by:

e Hardware vendors C
e Cloud service providers ‘Q CCO';)H&EETB\ L;g qerlGIRﬁ

e Software developers
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Let's Encrypt o Lets Encrypt

The mission for the organization is to create a more secure and

privacy-respecting World-Wide Web by promoting the widespread adoption of
HTTPS.

The Let's Encrypt project started in 2012 by two Mozilla employees, Josh Aas
and Eric Rescorla, together with Peter Eckersley at the Electronic Frontier
Foundation and J. Alex Halderman at the University of Michigan.

World's largest certificate authority, used by more than 300 million websites
Provides X.509 certificates for TLS encryption at no charge.




Sponsors and Partners Il Let’s Encrypt

e Run by Internet Security Research Group (ISRG).

e Major sponsors: Electronic Frontier Foundation (EFF), the Mozilla Foundation,
OVH, Cisco Systems, Facebook, Google Chrome, Internet Society, AWS,
NGINX, and Bill and Melinda Gates Foundation.

e Partners: IdenTrust, University of Michigan (U-M), and Linux Foundation.
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Software & Protocol @ Let's Encrypt

e certbot: Python-based implementation of the client side to manage the
certificate using the ACME protocol

e Boulder: Go-based implementation of the server side of the ACME protocol.

e Automatic Certificate Management Environment (ACME).
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What can CC learn from Let’s Encrypt?

e Campaign to bring awareness around the importance of encrypting data in
use, like Let’'s Encrypt brought for data in transit

Adoption of TEEs by Cloud Service Providers

Develop software that makes it really easy to deploy Confidential Computing
Abstract all the complexities

CSP neutral, Hardware neutral

Promote open source software

Make it affordable, even free eventually

Commoditize Confidential Computing




Thank you!

Get in touch:
pr@confidentialcomputing.io

Join the Confidential Computing Consortium meetings:
https://confidentialcomputing.io/

Outreach: Every other Wednesday, 5pm CET
https://zoom.us/j/427840416

TAC: Every other Thursday, 4pm CET
https://zoom.us/j/184384055 @CONF.ﬁEng\LFgUTnATUJ.Rﬁ
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