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romek

• an applied cryptographer since 1995 

• secures systems from Biometrics to Firewalls 

• specialises in PKI, Smartcards, Biometrics



ellie

• commercial developer since 1995 

• mission-critical & performance sensitive systems 

• specialises in Ruby and Go



design credits



hybrid cryptography?
• a mode of encryption that merges two or more 

encryption systems 

• incorporates a combination of asymmetric and 
symmetric encryption to benefit from the 
strengths of each form of encryption 

• these strengths are respectively defined as 
speed and security



hybrid encryption is 
considered a highly secure 

type of encryption



hybrid encryption is 
considered a highly secure 
type of encryption as long 
as the public and private 

keys are fully secure



• rarely mentioned in the literature 

• Cramer & Shoup (2004) 

• Dent (2005, 2009) 

• Telnic DNS (2006) 

• commonly discussed post-Snowden (2012) 

• used in PGP and PKCS#7

history



encryption



encryption

• User A encrypts the Message with the 
symmetric key 

• User A encrypts the symmetric key with the 
receiver’s public key 

• User A sends the encrypted message and the 
encrypted key to User B



decryption



decryption

• User B knows how the Message is encrypted 

• User B decrypts the  symmetric key with his 
private key 

• User B decrypts the Message using the 
symmetric key



an example workflow
1. create public key pair for user B (RSA-4096) 

2. create symmetric key K (AES-256-CBC) 

3. encrypt K(MB) and PubB(K) for message MB 

4. send PubB(K) and K(MB) to user B 

5. decrypt K with PrivB 

6. decrypt MB with K 

7. send K(MA) to user A 

8. change keys and repeat as required 

9. all keys are stored in Base 64 encoding



key features
• a point-to-point cryptosystem 

• fast, easy-to-use, user-specific system 

• independent of underlying cryptosystems 

• may change algorithms at any point 

• may change keys at any point



weasel words

• danger! experimental code presented here! 

• all such code is provided for entertainment 
purposes only and should be used with extreme 
caution, under adult supervision, et al. 

• any resemblance to actual code and concepts, 
living or dead, is purely coincidental



a simple example

• hybrid encryption with text strings 

• ruby 1.8 and later 

• uses OpenSSL as its crypto library



#!/usr/bin/env ruby -w 
require 'rubygems' 
require 'openssl' 
require 'base64' 

class Hybrid 
 def initialize 
  @privkey=0 
  @pubkey=0 
  @sessionkey=0 
  @iv=0 
  @f=0 
  @g=0 
 end 
end 

h = Hybrid.new



class Hybrid 
 def keygen 
  @privkey=OpenSSL::PKey::RSA.new(4096,65537) 
  @pubkey=@privkey.public_key 
  puts "4096-bit Key generated" 
  @sessionkey=OpenSSL::Random.random_bytes(256/8){ putc "." } 
 end 
end

-----BEGIN RSA PUBLIC KEY-----==
-----END RSA PUBLIC KEY——

-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----



class Hybrid 
 def encrypt 
  puts "256-bit Key generated" 
  string = "The cat sat on the mat" 
  puts "String: #{string}\n" 

  c=OpenSSL::Cipher::Cipher.new("aes-256-cbc") 
  c.encrypt 
  c.key = @sessionkey 
  c.iv=@iv=@iv=c.random_iv 
  e=c.update(string) 
  e << c.final 

  @f = Base64.encode64(e) 
  @g = Base64::encode64(@pubkey.public_encrypt(@sessionkey)) 
 end 
end 

key 
5rNZ8NMIipOzi1dLZ+OHVFKr13B3EizbpvXDsB6q8BE

iv 
7Bzvn1U06uZhMbbQJ8Nwxg== 



class Hybrid  
 def decrypt 
  dec=0 
  @sessionkey=0 # Reset session key 
  @sessionkey=@privkey.private_decrypt(Base64.decode64(@g)) 
  dec=OpenSSL::Cipher::Cipher.new("aes-256-cbc") 
  dec.decrypt 
  dec.key = @sessionkey 
  dec.iv=@iv 
  d=dec.update(Base64.decode64(@f)) 
  d << dec.final 
  puts "Decrypted #{d}\n" 
 end 
end



class Hybrid 
 def display 
  puts 
  puts "Ciphertext: #{@f}\n" 
  puts "Encrypted Symmetric Key:\n#{@g}\n" 
 end 
end 

h.keygen 
h.encrypt 
h.display 
h.decrypt

4096-bit Key generated
256-bit Key generated
String: The cat sat on the mat

Ciphertext: Z8VZggOHDWXswdl+igZDH9CoqMp6ZlCEmW7xc41ZfzE=

Encrypted Symmetric Key:Decrypted The cat sat on the mat



a complex example

• ruby hybrid encryption with web pages 

• acquire a web page 

• roundtrip encrypt the web page



#!/usr/bin/env ruby -w 
require 'rubygems' 
require 'openssl' 
require 'base64' 
require 'nokogiri' 
require ‘open-uri' 

class HybridHTML < Hybrid 
end 

h = HybridHTML.new

Allegra:FOSDEM eleanor$ ruby hybrid-html.rb
4096-bit Key generated
4096-bit Key generated

Enter Web Page

http://minimalsites.com/

Ciphertext: YCqp6e
+Vngs84RtKdVTcsmhX5C9xzb6mDxOwJjSME8rAYTKqIi/pX1u1DH3aEncrypted Symmetric Key:Decrypted 

Minimal Sites

@import url(http://css-reset-sheet.googlecode.com/svn/
reset.css);
@import url(http://fonts.googleapis.com/css?family=Karla);

html, *{
    font-family: 'Karla', sans-serif;
    font-weight: 400;
    background-color: #fff;
color: #999;
       font-size: 1.5em;
       line-height: 1.3em;

       text-rendering: optimizeLegibility;
}
body{
padding: 0 3em 3em;
}
.hello{
margin: 2.4em 0;
}
.hello > h1{
color: #000;
}

.links{
    list-style: none;
    padding-right: 6em;
    padding-top: .4em;
    border-top: 1px solid #000;
display: inline-block;
         font-size: .7em;
}
.links > li{
display: inline-block;
         margin-right: 0.4em;
}
.links > li > a{
    text-decoration: none;
color: #000;
}
@media only screen and (max-width : 568px) {
    body{
padding: 0 1em 1em;
         font-size: .9em;
    }
    .hello{
margin: 1em 0;
    }
    .links{
display: block;
         padding-right: 0;
    }
}

Hello, Minimal Sites is taking a nap.
See you in 2015.



class HybridHTML < Hybrid 
 def encrypt 
  puts "4096-bit Key generated" 
  puts "\nEnter Web Page\n\n" 

  file = /\n/.match(gets()).pre_match() 
  string=Nokogiri::HTML open(file) 

  c=OpenSSL::Cipher::Cipher.new("aes-256-cbc") 
  c.encrypt 
  c.key = @sessionkey 
  c.iv=@iv=@iv=c.random_iv 
  e=c.update(string) 
  e << c.final 
  @f = Base64.encode64(e) 
  @g = Base64::encode64(@pubkey.public_encrypt(@sessionkey)) 
 end 
end



beyond http

• nothing to stop us encrypting HTTPS pages too 

• difficult to show in terminal 

• DNS NAPTRs (RFCs 3401-3405) 

• needs further explanation…



Anchoring Trust: Rewriting DNS for the Semantic Network with Ruby and Rails

http://www.slideshare.net/feyeleanor/anchoring-trust-rewriting-dns-for-the-semantic-network-with-ruby-and-rails


Anchoring Trust: Rewriting DNS for the Semantic Network with Ruby and Rails

http://www.slideshare.net/feyeleanor/anchoring-trust-rewriting-dns-for-the-semantic-network-with-ruby-and-rails


to recap
• this system is highly flexible 

• protocol independent 

• fast and algorithm independent 

• easy to setup and use 

• lightweight 

• great for user -> user communication



a complex example
• a web storage service in go 

• stores and retrieves arbitrary text messages 

• client and server interacting over http 

• RSA encryption for symmetric key transfer 

• stream-based AES encryption for messages



the server



var server = NewFileServer("localhost:1024") 

func main() { 
 server.GET("/", ServerStatus) 

 server.GET("/key", PublicKey) 
 server.POST("/key/:id", StoreKey) 

 server.POST("/user", RegisterUser) 
 server.GET("/user/:id", UserStatus) 

 server.GET("/file/:id", ListFiles) 
 server.GET("/file/:id/:filename", RetrieveFile) 
 server.POST("/file/:id/:filename", StoreFile) 

 server.ListenAndServe() 
} 

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


import "crypto/rsa" 
import “net/http" 
import "github.com/julienschmidt/httprouter" 

type FileServer struct { 
 PEM string 
 *rsa.PrivateKey 
 Started time.Time 
 Address string 
 *httprouter.Router 
 UserDirectory 
 Requests int 
} 

func (s *FileServer) ListenAndServe() { 
 s.Started = time.Now() 
 http.ListenAndServe(s.Address, s.Router) 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


import “encoding/base32“ 
import “crypto/rand" 

type FileStore map[string]string 

type user struct { 
 Key            []byte 
 ID               string 
 Registered time.Time 
 FileStore 
} 

type UserDirectory map[string]*user 

func (u *UserDirectory) NewUserToken() string { 
 b := make([]byte, 30) 
 if _, e := rand.Read(b); e != nil { 
  panic(fmt.Sprintf(“rand.Read failed: %v", e)) 
 } 
 return base32.StdEncoding.EncodeToString(b) 
} 

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


import "html/template" 
import "os" 

var templates = template.Must( 
 template.ParseFiles("server_status.txt", “server_status.html", 
  "user_status.txt", "user_status.html", "list_files.txt", "list_files.html")) 

func renderTemplate(w io.Writer, t string, v interface{}) { 
 if e := templates.ExecuteTemplate(os.Stderr, t+".txt", v); e != nil { 
  fmt.Println(e) 
 } 
 if e := templates.ExecuteTemplate(w, t+".html", v); e != nil { 
  fmt.Println(e) 
 } 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


server_status.html 

<html> 
 <head> 
  <title>Server Status</title> 
 </head> 
 <body> 
  <table> 
   <tr> 
    <td>launched</td> 
    <td>{{.Started}}</td> 
   </tr> 
   <tr> 
    <td>current time</td> 
    <td>{{.Now}}</td> 
   </tr> 
   <tr> 
    <td>users</td> 
    <td>{{.Users}}</td> 
   </tr> 
   <tr> 
    <td>files</td> 
    <td>{{.Files}}</td> 
   </tr> 
   <tr> 
    <td>requests</td> 
    <td>{{.Requests}}</td> 
   </tr> 
  </table> 
 </body> 
</html> 

server_status.txt 

= = = = = = = = =  Server Status  = = = = = = = = = 
launched     {{.Started}} 
current time {{.Now}} 
users        {{.Users}} 
files        {{.Files}} 
requests     {{.Requests}} 
= = = = = = = = = = = = = = = = = = = = = = = = = = 

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


func ServerStatus(w http.ResponseWriter, r *http.Request, _ httprouter.Params) { 
 renderTemplate(w, "server_status", server) 
} 

func PublicKey(w http.ResponseWriter, r *http.Request, _ httprouter.Params) { 
 server.Requests++ 
 w.Header().Set("Content-Type", "text/plain; charset=utf-8") 
 Fprint(w, server.PEM) 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


import "crypto/rand" 
import "crypto/rsa" 
import "crypto/sha1" 

func EncryptRSA(key *rsa.PublicKey, m, l []byte) ([]byte, error) { 
 return rsa.EncryptOAEP(sha1.New(), rand.Reader, key, m, l) 
} 

func DecryptRSA(key *rsa.PrivateKey, m, l []byte) ([]byte, error) { 
 return rsa.DecryptOAEP(sha1.New(), rand.Reader, key, m, l) 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


import "crypto/rsa" 
import "crypto/x509" 
import "encoding/pem" 

func LoadPrivateKey(b []byte) (r *rsa.PrivateKey, e error) { 
 if block, _ := pem.Decode(b); block != nil { 
  if block.Type == "RSA PRIVATE KEY" { 
   r, e = x509.ParsePKCS1PrivateKey(block.Bytes) 
  } 
 } 
 return 
} 

func LoadPublicKey(k string) (r interface{}, e error) { 
 b, _ := pem.Decode([]byte(k)) 
 return x509.ParsePKIXPublicKey(b.Bytes) 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


import "crypto/rsa" 
import "crypto/x509" 
import "encoding/pem" 

func PublicKeyAsPem(k *rsa.PrivateKey) (r string) { 
 if pubkey, e := x509.MarshalPKIXPublicKey(&k.PublicKey); e == nil { 
  r = string(pem.EncodeToMemory(&pem.Block{ 
   Type:  "RSA PUBLIC KEY", 
   Bytes: pubkey, 
  })) 
 } else { 
  panic(e) 
 } 
 return 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


the client



var PublicKey *rsa.PublicKey 

func main() { 
 PublicKey = GetServerKey() 
 u, k := RegisterUser() 
 UserStatus(k, u) 

 f := "this is a test file" 
 StoreFile(k, u, "test", f) 
 UserStatus(k, u) 
 RetrieveFile(k, u, "test") 
 if rf, e := RetrieveFile(k, u, "test"); e == nil { 
  switch b, e := ioutil.ReadAll(rf); { 
  case e != nil: 
   Println(e) 
  case string(b) != f: 
   Println("Test file corrupted:", string(b)) 
  default: 
   Println("file returned correctly") 
  } 
 } 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


func GetServerKey() (v *rsa.PublicKey) { 
 if b, e := Do("GET", KEY); e == nil { 
  if k, e := LoadPublicKey(string(b)); e == nil { 
   v = k.(*rsa.PublicKey) 
  } else { 
   panic(e) 
  } 
 } 
 return 
}

github.com/feyeleanor/webcryptodemo

Allegra:Hybrid eleanor$ ./client 
GET http://localhost:1024/key --> 200 OK
POST http://localhost:1024/user --> 200 OK
66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R
GET http://localhost:1024/user/66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R 
--> 200 OK
<html>

<head>
<title>User Status</title>

</head>
<body>

<table>
<tr>

<td>ID</td>

<td>66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R</td>
</tr>
<tr>

<td>Key</td>

<td>6M5V5LC3BXVCQVRNKVX25I5XJSIG56JS6JK4K2GWDY4M3WS5G77A====</td>
</tr>
<tr>

<td>Files</td>
<td>0</td>

</tr>
</table>

</body>
</html>
POST http://localhost:1024/file/66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R/
test --> 200 OK
<html>

<head>
<title>User Status</title>

</head>
<body>

<table>
<tr>

<td>ID</td>

<td>66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R</td>
</tr>
<tr>

<td>Key</td>

<td>6M5V5LC3BXVCQVRNKVX25I5XJSIG56JS6JK4K2GWDY4M3WS5G77A====</td>
</tr>
<tr>

<td>Files</td>
<td>1</td>

</tr>
</table>

</body>
</html>
GET http://localhost:1024/user/66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R 
--> 200 OK
<html>

<head>
<title>User Status</title>

</head>
<body>

<table>
<tr>

<td>ID</td>

<td>66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R</td>
</tr>
<tr>

<td>Key</td>

<td>6M5V5LC3BXVCQVRNKVX25I5XJSIG56JS6JK4K2GWDY4M3WS5G77A====</td>
</tr>

<tr>
<td>Files</td>
<td>1</td>

</tr>
</table>

</body>
</html>
GET http://localhost:1024/file/66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R/
test --> 200 OK
this is a test file
POST http://localhost:1024/key/66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R 
--> 200 OK
<html>

<head>
<title>User Status</title>

</head>
<body>

<table>
<tr>

<td>ID</td>

<td>66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R</td>
</tr>
<tr>

<td>Key</td>

<td>MD45J5O2JUNTR2OBALT6BWWWBBLU3XS7HSRJWRX5LV5RS2UBQ6FA====</td>
</tr>
<tr>

<td>Files</td>
<td>1</td>

</tr>
</table>

</body>
</html>
GET http://localhost:1024/user/66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R 
--> 200 OK
<html>

<head>
<title>User Status</title>

</head>
<body>

<table>
<tr>

<td>ID</td>

<td>66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R</td>
</tr>
<tr>

<td>Key</td>

<td>MD45J5O2JUNTR2OBALT6BWWWBBLU3XS7HSRJWRX5LV5RS2UBQ6FA====</td>
</tr>
<tr>

<td>Files</td>
<td>1</td>

</tr>
</table>

</body>
</html>
GET http://localhost:1024/file/66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R/
test --> 200 OK
this is a test file
file returned correctly

Allegra:Hybrid eleanor$ ./server
= = = = = = = = = = User Status = = = = = = = = = =
ID  66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R
Key 6M5V5LC3BXVCQVRNKVX25I5XJSIG56JS6JK4K2GWDY4M3WS5G77A====
Files 0
= = = = = = = = = = = = = = = = = = = = = = = = = =
= = = = = = = = = = User Status = = = = = = = = = =
ID  66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R
Key 6M5V5LC3BXVCQVRNKVX25I5XJSIG56JS6JK4K2GWDY4M3WS5G77A====
Files 1
= = = = = = = = = = = = = = = = = = = = = = = = = =
= = = = = = = = = = User Status = = = = = = = = = =
ID  66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R
Key 6M5V5LC3BXVCQVRNKVX25I5XJSIG56JS6JK4K2GWDY4M3WS5G77A====
Files 1
= = = = = = = = = = = = = = = = = = = = = = = = = =
= = = = = = = = = = User Status = = = = = = = = = =
ID  66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R
Key MD45J5O2JUNTR2OBALT6BWWWBBLU3XS7HSRJWRX5LV5RS2UBQ6FA====
Files 1
= = = = = = = = = = = = = = = = = = = = = = = = = =
= = = = = = = = = = User Status = = = = = = = = = =
ID  66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R
Key MD45J5O2JUNTR2OBALT6BWWWBBLU3XS7HSRJWRX5LV5RS2UBQ6FA====
Files 1
= = = = = = = = = = = = = = = = = = = = = = = = = =

http://github.com/feyeleanor/webcryptodemo


func RegisterUser() (u string, k []byte) { 
 k = GenerateAESKey(256) 
 if key, e := EncryptRSA(PublicKey, []byte(k), []byte("REGISTER")); e == nil { 
  if v, e := Do("POST", USER, string(key)); e == nil { 
   u = printResponse(v, e, k) 
  } 
 } 
 return 
} 

func RetrieveFile(key []byte, id, tag string) (f io.Reader, e error) { 
 r, e := Do("GET", FILE, id, tag) 
 f = bytes.NewBufferString(printResponse(r, e, key)) 
 return 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


func Do(m, r string, p ...string) (b []byte, e error) { 
 do(NewRequest(m, r, p...), func(res *http.Response) { 
  b, e = ioutil.ReadAll(res.Body) }) 
 return 
} 

func DoEncrypted(k []byte, m, r string, p ...string) (b []byte, e error) { 
 do(NewEncryptedRequest(k, m, r, p...), func(res *http.Response) { 
  DecryptAES(res.Body, k, func(s *cipher.StreamReader) { 
   b, e = ioutil.ReadAll(s) }) }) 
 return 
} 

func do(req *http.Request, f func(*http.Response)) { 
 if res, e := http.DefaultClient.Do(req); e == nil { 
  Printf("%v %v --> %v\n", req.Method, req.URL, res.Status) 
  f(res) 
 } else { 
  Println(e) 
 } 
 return 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


import "crypto/aes" 
import "crypto/rand" 

func GenerateAESKey(n int) (b []byte) { 
 switch n { 
 case 128: b = make([]byte, 16) 
 case 192: b = make([]byte, 24) 
 case 256: b = make([]byte, 32) 
 } 
 rand.Read(b) 
 return 
} 

func GenerateIV() (b []byte, e error) { 
 b = make([]byte, aes.BlockSize) 
 if _, e = rand.Read(b); e != nil { 
  panic(e) 
 } 
 return 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


import “crypto/cipher" 
import "io" 

func SendIV(w io.Writer, k []byte, f func([]byte)) { 
 if iv, e := GenerateIV(); e == nil { 
  if _, e = w.Write(iv); e == nil { 
   f(iv) 
  } else { 
   fmt.Println(e) 
  } 
 } 
} 

func EncryptAES(w io.Writer, k []byte, f func(*cipher.StreamWriter)) (e error) { 
 var b cipher.Block 
 if b, e = aes.NewCipher(k); e == nil { 
  SendIV(w, k, func(iv []byte) { 
   f(&cipher.StreamWriter{S: cipher.NewCFBEncrypter(b, iv), W: w}) 
  }) 
 } 
 return 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


import "io" 

func ReadIV(r io.Reader, f func([]byte)) { 
 iv := make([]byte, aes.BlockSize) 
 if _, e := r.Read(iv); e == nil { 
  f(iv) 
 } else { 
  fmt.Println(e) 
 } 
} 

func DecryptAES(r io.Reader, k []byte, f func(*cipher.StreamReader)) (e error) { 
 ReadIV(r, func(iv []byte) { 
  var b cipher.Block 
  if b, e = aes.NewCipher([]byte(k)); e == nil { 
   f(&cipher.StreamReader{S: cipher.NewCFBDecrypter(b, iv), R: r}) 
  } else { 
   fmt.Println(e) 
  } 
 }) 
 return 
}

github.com/feyeleanor/webcryptodemo

http://github.com/feyeleanor/webcryptodemo


Romek Szczesniak
romeks@gmail.com

Questions…?

mailto:romeks@gmail.com

