


Smart(Java)Card 
... 

What & Why



What - smart card
• Tiny PC without Human Interface capabilities 

• CPU: 16b/32b RISC @ handful of MhZ 

• Math co-processor: RSA/DES/AES/ECC 

• RAM: X KB 

• HDD: XX..XXX KB (EEPROM) 

• NET: "Ethernet" (contact) or "WiFi" (contactless) 

• "The size of a Raspberry Pi but with specs worse than XT!"



Application Protocol Data Unit



BIBO

Bytes go In & Bytes come Out 
(request - response)





What - JavaCard

• BASIC in BIOS: Java VM 

• DOS: App(let) manager (GlobalPlatform)



Choose your Weapon

• ASM / C (OpenCard* by CryptoExperts) 

• C (MULTOS) 

• BASIC (BasicCard by ZeitControl) 

• Java (JavaCard)



Why - JavaCard
• Meaningful abstraction layer!

• Commodity platform 

• Multiple vendors 

• Multiple applications 

• "Open platform" - Oracle ... 

• "Portable" - Java ...



From Academia and Business 
to  

Open Source Developers



Step 1  
Get the necessary hardware



Open JavaCard
• At least 3 online shops in EU (in English) 

• + Canada, US 

• Must be OPEN Java Card 

• No "rooting" yet ;( 

• Form factor: ID-1 ("credit card") or USB token 

• From 5€ (Feitian) to 50€ (NXP) 

• javacard.pro / Google: 

"JavaCard Buyer's Guide of 2015"







Smart Card Reader
• Any* will work (Contact) 

• Ludovic Rousseau's USB CCID driver (298/323) 

• Google: "Readers sorted by 'section' field" 

• Carefully consider contactless 

• PC/SC is not a hardware standard!



Step 2  
Prepare your tools



1. Normal Java development!

• Favourite editor, IDE, compiler 

• Catch: running requires emulation 

2. Conversion into card-loadable format (CAP file) 

• Against Oracle's JavaCard SDK 

3. Loading onto card 

• Using GlobalPlatform



JavaCard SDK

• From Oracle ... 

• No OpenJavaCardSDK :( 

• Java components are cross-platform 

• Suitable max version depends on card version.



ant-javacard

• ANT task for turning Java source code into a 
loadable CAP file 

• Any platform (Linux, OS X, Windows) 

• Any version of JavaCard SDK 

• Simple. Easy to use. Seriously.











Application IDentifier



GlobalPlatform
• Every package (CAP file) has an AID 

• Each applet (class) has an AID 

• Every on-card entity has an AID 

• Packages and classes and instances 

• 5..16 bytes (5+11)



GlobalPlatformPro
• Easy to use Java tool to: 

• LOAD CAP files to the card 

• INSTALL applets (AID-s) 

• CREATE applet instances (AID-s) 

• DELETE applets and packages (AID-s) 

• Add/change/delete keys 

• And more ...



Lock/Unlock



$ gp -l!
AID: A000000003000000 (|........|) 
     ISD SECURED: Security Domain, Card lock, Card terminate, Default selected, CVM (PIN) management 
!
AID: A0000000035350 (|.....SP|) 
     ExM LOADED: (none) 
     A000000003535041 (|.....SPA|) 
!
$ gp -lock B4F75CE0A95EA3F86BBD051CB77C0FAE 
Card locked with: DES3:B4F75CE0A95EA3F86BBD051CB77C0FAE 
Write this down, DO NOT FORGET/LOSE IT! 
$ gp -l!
openkms.gp.GPException: STRICT WARNING: Card cryptogram invalid! 
Card: CC73F92AD03A131D 
Host: A358609D53744EEB 
!!! DO NOT RE-TRY THE SAME COMMAND/KEYS OR YOU MAY BRICK YOUR CARD !!! 
 at openkms.gp.GlobalPlatform.printStrictWarning(GlobalPlatform.java:156) 
 at openkms.gp.GlobalPlatform.openSecureChannel(GlobalPlatform.java:476) 
 at openkms.gp.GPTool.main(GPTool.java:348) 
$ gp -key B4F75CE0A95EA3F86BBD051CB77C0FAE  -unlock 
Default DES3:404142434445464748494A4B4C4D4E4F set as master key. 
$ gp -l!
AID: A000000003000000 (|........|) 
     ISD SECURED: Security Domain, Card lock, Card terminate, Default selected, CVM (PIN) management 
!
AID: A0000000035350 (|.....SP|) 
     ExM LOADED: (none) 
     A000000003535041 (|.....SPA|) 



Step 4  
Learn, Learn, Learn



Read
• JavaCard API Specification 

• and Runtime Environment 

• Google: "JavaCard Tutorial" 

• ISO 7816-4 (and javacard.framework.APDU) 

• Google: "University Smart Card Paper" 

• CLA/INS/P1/P2/Lc/Le/SW/0x9000 

• ISO 7816/14443, ETSI, BSI, NFC, NIST etc etc 

• Beware of outdated/wrong/irrelevant information on the web!



ISO 7816-7 (1999) 
Structured Card Query Language



AppletPlayground

• "Ready to eat" dog food from the internet 

• Almost all open source applets that may do 
something 

• Import into Eclipse 

• Build with ANT (eclipse/cmdline)





Step 5  
Engage with the Community



• Oracle JavaCard Forum / kenai.com: dead 

• Stack Overflow: "javacard", "globalplatform", 
"smartcard" tags: some life 

• OpenSC / pcsc-lite lists: open source but no Java!

• GitHub: depends!

• IRC: #opensc

http://kenai.com


javacard.pro


