Effective Security Response

Lessons learned from the XenProject
security response process






Our software has security bugs.



When you discover bugs, your security
response process will have a major

impact on how much risk your users
are exposed to.



You can't have no security response process;



You can only have a good one or a bad one.



XenProject's security response process












absence of evidence
and
evidence of absence



Full disclosure









Coordinated / Responsible disclosure



Reporter reports bug to software vendor
Coordinate a date for public disclosure
Release of vulnerability and binary fix



Reporter reports bug to software project
Coordinate a date for public disclosure

Project sends patch to pre-disclosure list
Release of vulnerability, patch, and binary fixes
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Are service providers allowed to
deploy updates during an embargo?






Can software providers provide
binaries to service providers?



Questions?

XenProject Security Response Process
http://www.xenproject.org/security-policy.html

Feedback / questions / comments: george.dunlap @citrix.com



Craarers bty e g R R g ) S E R P
T TR PR R I N T H T LENE T

L e ba g srarier B,

R T R T R Tt O o LT
e o e R T

Effective Security Response —

ArecHE e

ThEDI’}T 071 Clisaliowre

AL e

Lessons learned from the XenProject
secur Ity response process e T o il v "=

B —— | arnh gk b dbe ke hd
e ! ) bl Tz oozl padoced A b= v la s az i brane

':‘:S.I!'l 'I'I' e lm shr=mlil - ne CR= ] ==l =

e aald

Experience

Fagts rmalx asearts e

et reee

LRTLLIRTITS Frearae sl rearewr) dwe
R S L T
M LA T e

e g N "!{Sjﬁ JDH el ovrmiscarsdasaemn

Tn dufbmr el g L=

eelil= nl & x rour b

B4l p LT T T

ketarezrEono

A0 vz maswn biwlnaie
rman

I bga e el p ke
Creindieb e pabb b e
bl fH poairern ke

Arcwam pindane ke

vk o am e Brig pie kot

o eI e ot

I almr-paemres miak

Ivm = Gw s meprem



