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Threats Modeling - STRIDE

Spoofing Identity
Tampering with Data
Repudiation
Information Disclosure
Denial of Service
Elevation of Privilege
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Threats Modeling - DREAD

Damage Potential
Reproducibility
Exploitability
Affected Users
Discoverability
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Use Case - a simple WebApp
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Frameworking your way out of security...
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Safe(r?) Intranet
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Reverse Proxy
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Data
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Data Storage
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Encrypt with care
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Authentication & Authorization
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Strong Authenti�cation
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Password can (and will) be stolen
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Security vs UX? Really?
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Continus Integration - Handling secrets
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Artifacts - Don't trust the Internet
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Safer in the clouds ?
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Transparency is a thing
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Born to be Hacked!
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So remember...
Security is your responsibility, think
about it!
Use Threat modeling!
You’ll never be safe, nor will your data
so Encrypt, everything that needs to!
Manage your secrets and use strong
authentification!
2FA and SSO!
Security is not an excuse for a bad UX
Don’t forget continuous integration and
the cloud
Be ready to firefight!
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