
How to build up an ecosystem for 
open-source firmware testing
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Open-Source Firmware Testing

● Firmware runs directly on the hardware
● Firmware behaves differently on different 

architectures, SoC’s or Boards
● Firmware Testing is hard
● No unified approach
● Quite complex to set up
● No centralized entity for Firmware Testing



Current State

● Diverse open-source firmware ecosystem
● Diverse continuous integration
● Loose Build Testing
● No/Little Testing on real hardware



Current State

● Nearly every project does build-testing
○ Easy to set-up
○ Minimal amount of confidence

→ At least the code builds
○ But there’s more..

■ Unit Testing
■ Functional Testing
■ Performance Testing
■ ...



Current State

● Firmware is the most privileged code running on 
your system

● Security implications

 → More OSF Testing
 → Make OSF Testing more accessible
 → Results more usable across the community



An open ecossytem

● Centralized Reporting Infrastructure
○ Result should be gather centralized
○ Results are shared with everyone
○ Build your own solution on top of this

● Decentralized Testing Infrastructure
○ Run your own Infra
○ Run your own code
○ Share results with others
○ Everyone can submit boards to the QA



An open ecossytem

● Pros
○ Better Test Coverage
○ Measure Impact of Changes
○ Catch regressions
○ Keep unmaintained boards in the tree
○ Combining multiple efforts

● Cons
○ A Common Test Interface / Specification 

(is needed)
○ Integration Work
○ More Fragmentation on the short term



An open ecossytem



Use-Case coreboot



An open ecossytem

● Endpoint: job/start
{

   "workerID":"2",

   "projectID":"1",

   "hash":"aded1d7fd04a60c59dca0ff83dd428387e110ef4",

   "timeout":240,

   "description": "OCP TiogaPass SPX-SP Boot Test (LinuxBoot)"

}



Use-Case coreboot



An open ecossytem

● Endpoint: job/done
{

   "workerID":"2",

   "projectID":"1",

   "hash":"aded1d7fd04a60c59dca0ff83dd428387e110ef4",

   "success":1,

   "reportLink":"https://www.firmwaretesting.io/234"

}



Use-Case coreboot



Use-Case coreboot



coreboot Lava QA

● Current Hardware QA System for coreboot
(Available to the public)

● Tests every submitted commit
● Different Hardware

○ T500
○ HP Z550
○ QEmu Targets
○ ..

● Quite complex set up
● Only reports directly to gerrit (currently)



coreboot Lava QA



coreboot ConTest QA

● Open-source: obviously :-)
● General-purpose: not just for firmware
● Modular: specialized behaviours can be plugged
● Validating: to minimize run-time errors
● Configuration-based: a job is described as text config
● On-device: run tests directly on the DUT
● Orchestrated: not everything can run directly on the 

DUT



coreboot ConTest QA



coreboot ConTest QA



Get involved!

●
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https://github.com/facebookincubator/contest
https://github.com/facebookincubator/contest
https://slack.osfw.dev/
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https://github.com/facebookincubator/contest
https://github.com/facebookincubator/contest
https://github.com/walterchris/FirmwareResultServer
https://github.com/walterchris/FirmwareResultServer
https://lava.9esec.io

