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“Stand at the crossroads and look; ask for the 
ancient paths, ask where the good way is, and 

walk in it, and you will find rest for your souls...” - 
Jeremiah 6:16



Background.
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Collabora Productivity

Rich, interoperable,
collaborative editing,
everywhere.

Built with awesome LibreOffice Technology

https://www.collaboraoffice.com/
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A bundle of

collaborative
applications

you can choose

as you install the
product.

An amazing PHP application

https://www.collaboraoffice.com/


Problem: initi ally no 

Collabora Online goodness 

in Nextcloud Hub !
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Problem: lifecycle mismatch: Nextcloud
Persistent state 
storage:

Database

Object
Store

Browser / Session

NGINX + PHP

Transient per-
connection state

PHP process killed 
after <N> seconds
Limited # of PHP 

workers

1 request per 
connection*

https://www.collaboraoffice.com/
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Problem: lifecycle mismatch: COOL (auto-)save to 
persistent state 

storage:COOL

COOL / LibreOfficeKit 
worker for Browser 
Session duration*

Browser / Session

Nextcloud
Persistent 
WebSocket

https://www.collaboraoffice.com/
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The problem:

PHP

• Obviously no WebSocket support by design

• Nginx (& Apache): Half-duplex, one-shot

• One data slurp browser → web-server → PHP

• One data slurp PHP → web-server → browser

• Re-generates all state to answer request from scratch on each request

Collabora Online

• Requires a persistent connection to the browser

• Can’t re-load the doc: ~250ms + document fetch

and save ~100ms + document store for each key-stroke / event.

https://www.collaboraoffice.com/


Some Attempts to

get the goodness to

more people
ov er  th e  last  yea r
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Quick try-out: built-in demo servers ...

https://www.collaboraoffice.com/
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Built-in demo servers: iff safe & route-able ...

https://www.collaboraoffice.com/


Can we do better ?
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Getting a persistent background application ...

After experimenting it turns out that PHP allows:

    exec("bash -c \"( $appImage || $appImage --appimage-extract-and-run ) 

>/dev/null & disown\")

This allows us to launch a persistent app-image of COOL

• Whoot: only requirements are:

• A pre-configured AppImage of COOL → for your architecture

• The ability to download that (largeish) in a given time …

Need to be careful, manage pids, re-start etc.

cf. https://github.com/CollaboraOnline/richdocumentscode

https://github.com/CollaboraOnline/richdocumentscode
https://www.collaboraoffice.com/
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Problem: Talking to that background app

In theory – could open & expose a public websocket

• Browser could quickly connect directly to it !

Serious unpredictable topology problems make this ~impossible

Connect to 
WebSocket

Remote 
Firewall: 
blocks 
all ports 
but 443: 
https://

Certificates: 
Extra config 
for trusted 
certificates 
for a service: 
find on 
system or ? …

Hostname ?

Server 
Firewall: 
blocks 
ports 
but 443: 
https://
Already 
in use by 
Nginx

SSL un-
wrap / 
off-load  
 https 
external 
↔http 
internal

etc. etc.

https://www.collaboraoffice.com/
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Solution:
Re-use existing PHP configuration that ‘just works’

• drop a proxy.php into the live/working Nextcloud

• connect to local port 9982 to talk to coolwsd

Avoids ~all complexities of topology !

• “Just pass the data to/fro ...”

Problems:

• PHP proxy prototype ~3ms per request proxied.

• Add in Nextcloud PHP / plugin infrastructure: ~110ms per request

• Possible to configure caching / optimizing servers etc. but … [!]

• Nextcloud kindly added a cool shaped plugin for their security model.

https://www.collaboraoffice.com/
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PHP Problems: “just pass the data to/fro”

PHP: Designed to make things easy for normal cases.

• We want the ‘raw’ un-processed data streams

• php://input → sounds promising – but is not.

No headers, unwanted escaping

rfc1867 → content (insert image eg.)

split into separate $_FILES

• So: re-build the headers & rfc1867 content that back into a raw data-

stream in PHP [!]

• php://output → can’t output headers only content.

Minor Advantage: can inject our own ProxyPrefix header easily enough …

https://www.collaboraoffice.com/
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PHP Problems #2: “just pass the data to/fro”

PHP: half-duplex, can’t stream in and out easily.

• So no real async I/O support

• why bother with that ?

• Blocking reads, then blocking writes

PHP: sockets – love to use Unix Domain Sockets

• Faster

• no public TCP socket & need to check origin is local

• Requires non-widely installed PHP module people don’t have.

https://www.collaboraoffice.com/


An AppImage ...
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Appimage issues ...

Security: home use-ifying ...

• Running un-privileged,
without chroot isolation

• No known exploits, but ...

Bundling

• System vs. bundled libraries & data

• fonts / dictionaries etc.

Architecture checks → 64bit platforms only ...

Lifecycle

• Version information for upgrade & clean restart

Shared Nextcloud’s VM / Docker Container

No chroots

seccomp-bpf ~no bad syscalls ...

extremely sparse filesystem

chroot per document / user ...

systematic load crash testing

Industry beating coverity score.

LibreOfficeKit rendering 
instance 

https://www.collaboraoffice.com/
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https://www.collaboraoffice.com/


coolwsd side
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Online socket code lifecycle re-work:

WebSocketHandler

• base-class for sessions / in Kit & WSD processes

MessageHandlerInterface

• New base-class for Kit, DocumentBroker etc.

• handleMessage / hasQueuedMessage / writeQueuedMessages

ProtocolHandlerInterface ↔ Socket abstraction

• setMessageHandler / sendText/BinaryMessage / shutdown

• Parent of: WebSocketHandler, ProxyProtocolHandler

Major lifecycle re-work

https://www.collaboraoffice.com/
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WSD socket re-work...

wsd/ProxyProtocol.cpp

 * The ProxyProtocol creates a web-socket like connection over HTTP

 * requests. URLs are formed like this:

 *      0              1           2      3          4         5

 *   /lool/<encoded-document-url>/ws/<session-id>/<command>/<serial>

 * <session-id> can be 'unknown'

 * <command> can be 'open', 'write', 'wait', or 'close'

https://www.collaboraoffice.com/


Javascript ...
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Javascript … frontend

New Proxy socket alternative.

• Parse the new protocol, queue and emit events.

• Throttle input / output

• Several generations of proxy implementation.

Innumerable URI related problems

• Lots of URLs changed, created helpers for JS

• CSS → a major problem, walk all of it & re-write URLs in JS

• Urk …

https://www.collaboraoffice.com/
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Javascript - XMLHttpRequest API

The API that launched ‘Web 2.0’

var req = new XMLHttpRequest();

req.open('POST', ‘https://foo.com’...

req.send(log);

• How can it be fast enough

to approach websockets ?

• A single TLS handshake

has two round-trips …

before you send any data!

https://www.collaboraoffice.com/


Performance
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How can this possibly scale ?

Rescued by Persistent Connections

• Connection: keep-alive → The magic header. Not tying up a PHP worker

• see below, 4 cnxs going down to 1 when idler

https://en.wikipedia.org/wiki/HTTP_persistent_connection
https://www.collaboraoffice.com/
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How can this possibly scale ? #2

Exponential back-off

• If we are not typing, and we don’t get any interesting events when we poll

• Poll less frequently – back-off to 500ms waits: 2x per second.

Slow closure & rotation of kept-alive connection every 5-15 seconds

https://www.collaboraoffice.com/
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Performance: surprisingly good in-continent.

Time / milliseconds 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90

Poor cross EU ping Out Back

Large document render area
Render + EU Out Render Back SW

Notify
EU RW Back SW

Proxy / PHP
EU poll 25ms Out A RW Back

Render
Out B RW Back SW

… Latency … 85ms (from 50ms ping)

Proxy – Render + EU

https://www.collaboraoffice.com/
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What about long polling ?

Proxy / PHP
EU poll 25ms Out A RW Back

Render
Long polling socket: Long poll / Out B RW Back SW

… Latency … 75ms (only +5ms)

Proxy / PHP
EU poll 25ms Out A RW Back

Render
Out B RW Back SW

… Latency … 85ms (from 50ms ping)

Proxy – Render + EU

Proxy – Render + EU – hypothetical long-poll (as implemented)

Sadly not – your webserver has only ~10 PHP worker threads at any one time
In & out fast – is mandatory … to scale to many users.

https://www.collaboraoffice.com/
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Single click
install apps

from the

built-in app-store

https://www.collaboraoffice.com/
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A simple one-click install:

Please upgrade to a faster, better, native server soon.

https://www.collaboraoffice.com/
https://nextcloud.com/blog/how-to-install-collabora-online-in-nextcloud-hub/
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Make
Open
Source
ROCK Many thanks to:

Julius Härtl
Jan Holesovsky
Mert Tumer
Szymon Kłos
Andras Timar
Tamas Zolnai
Ashod Nakashian

Making things easy for 
the user: many, many 

months of hard work & 
investment.

Not easy.

https://people.gnome.org/~michael/blog/2020-06-03-php-online-proxy.html
https://www.collaboraoffice.com/
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Thank you! & Questions

By Michael Meeks
@mmeeks @CollaboraOffice 

CollaboraOffice.com

CollaboraOffice.com/CODE

michael.meeks@collabora.com Oh, that my words were recorded, that they were written 
on a scroll, that they were inscribed with an iron tool on 
lead, or engraved in rock for ever! I know that my Redeemer 
lives, and that in the end he will stand upon the earth. And 
though this body has been destroyed yet in my flesh I will 
see God, I myself will see him, with my own eyes - I and not 
another. How my heart yearns within me. - Job 19: 23-27
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