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https://docs.google.com/file/d/1LXR2ld06Zc-HE-_y4d9nPOw1k-npHoj2/preview
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https://docs.google.com/file/d/1m_38sRGI4eRxCeRqXbdNd6giH2sQWZc1/preview
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https://katacontainers.io/
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https://katacontainers.io/learn
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https://github.com/kata-containers/documentation/blob/master/design/VSocks.md
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https://docs.google.com/file/d/1U4ggKz6UXgO2vTXDGOsX9xHhZ4ITauph/preview
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libkrun (VMM)

TCP

UNIX

TCP UNIX

https://github.com/containers/libkrun
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libkrun (VMM)

TCP

UNIX

TCP UNIX

https://github.com/containers/libkrunfw
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https://twitter.com/slpnix/status/1348406770990002178?s=20
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https://docs.google.com/file/d/1SJ3Dqp--oHLsfGslq6UCmqFW7igHBzyV/preview
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# Client running in the guest
import socket

s = socket.socket(socket.AF_VSOCK, socket.SOCK_STREAM)
s.connect((socket.VMADDR_CID_HOST, 1234))

s.send(b'Hello, world')

# Server running in the host
import socket

s = socket.socket(socket.AF_VSOCK, socket.SOCK_STREAM)
s.bind((socket.VMADDR_CID_ANY, 1234))
s.listen()
client, addr = s.accept()

data = client.recv(1024)
print("CID: {} port:{} data: {}".format(addr[0], addr[1], data))

VSOCK

https://docs.google.com/file/d/111PV4CU5Zmnkxq5QjJ4CHd87CtPoM_AZ/preview
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■ modprobe vsock-loopback
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VMADDR_CID_LOCAL

vsock-loopback
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https://github.com/stefano-garzarella/iperf-vsock
https://github.com/stefano-garzarella/iperf-vsock


●
○

■
○

■ ncat --vsock -l 4321
■ ncat --vsock 1 4321

●
○

■
■

○
■ socat - VSOCK-LISTEN:4321
■ socat - VSOCK-CONNECT:1:4321
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https://nmap.org/ncat/
http://www.dest-unreach.org/socat/
https://docs.google.com/file/d/1_fl_RqNK5ioYBpqNIl_VJQtYDhPtbV1o/preview


●
○ vsockmon
○

■ ip link add type vsockmon
■ ip link set vsockmon0 up

●
○ tcpdump -i vsockmon0

●
○ wireshark -k -i vsockmon0
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https://docs.google.com/file/d/1ieZfj0IWMnfsB2pI8IyXRwFsvIPKFddn/preview
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■ host$   iperf3 --vsock -s
■ guest$  iperf3 --vsock -c 2

○
■

●
■

●
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https://github.com/stefano-garzarella/iperf-vsock
https://docs.google.com/file/d/1k23ijVUg-OW9HJLjNJuKqqIls3cmb1KQ/preview
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https://lore.kernel.org/netdev/20210103195454.1954169-1-arseny.krasnov@kaspersky.com
https://lore.kernel.org/lkml/20200116172428.311437-1-sgarzare@redhat.com/
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mailto:andraprs@amazon.com
mailto:sgarzare@redhat.com
https://stefano-garzarella.github.io/
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https://man7.org/linux/man-pages/man7/vsock.7.html
https://aws.amazon.com/ec2/nitro/nitro-enclaves/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://www.kernel.org/doc/html/latest/virt/ne_overview.html
https://github.com/aws/aws-nitro-enclaves-cli
https://github.com/aws/aws-nitro-enclaves-samples
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https://katacontainers.io/
https://github.com/kata-containers/documentation/blob/master/design/VSocks.md
https://katacontainers.io/learn
https://github.com/kata-containers/documentation/blob/master/design/architecture.md
https://github.com/containers/libkrun
https://github.com/containers/libkrunfw

