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Project Overview

● Started as a Jenkins issue: 28335 

● Jenkins in Google Summer of Code (GSoC)

https://issues.jenkins.io/browse/JENKINS-28335
https://summerofcode.withgoogle.com/


Before the project

Workarounds to run git authenticated commands using

● Credentials Binding plugin



● SSH Agent plugin



Implementation

● Using Credentials Binding plugin APIs



● Git environment variables
○ GIT_ASKPASS
○ GIT_SSH
○ GIT_SSH_COMMAND

● Support command-line git



1. Git authentication support for HTTPS protocol

2. gitUsernamePassword binding was released in git-plugin v4.8.0

Git Username and Password Binding



1. Git authentication support for SSH protocol

2. Supported private key formats:
a. OpenSSH
b. PEM
c. PKCS#8

3. Supported encryption algorithms:
a. RSA
b. DSA
c. ECDSA
d. ED25519

Git SSH Private Key Binding



Outcomes

1. Two Git Credential bindings implemented in Git plugin as a feature.
1.1. gitUsernamePassword 
1.2. gitSshPrivateKey

2. Available for command-line git version 1.8.3 and later

3. Available for various OS environments  

4. Available for both freestyle project and pipeline job users
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