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What is libp2p?



● All you need to build peer-to-peer applications

● Composable building blocks based on a shared core to 
assemble future-proof p2p networking layers

● Implemented in 7+ languages

● Runs on many runtimes: browser, mobile, embedded

● Powers the IPFS, Ethereum 2, Filecoin and Polkadot network

● ~100_000 libp2p based nodes online at any given time

A modular peer-to-peer networking stack



Where does libp2p live?
Where?

L2 Data-link Layer

L1 Physical Layer

L3 / L4 Transport

L7 Peer to Peer Application
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Transports

● Transports are core abstractions of libp2p
○ Enable connection establishment
○ Dialing and listening

● Current transports:
○ TCP
○ QUIC
○ WebSockets

● Experimental:
○ WebRTC
○ Bluetooth
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Secure Channels

● Peer authentication and transport encryption.
● Several security protocols supported:

○ Noise
○ TLS 1.3
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Multiplexing
● Establishing a P2P connection may not be cheap or easy (e.g. hole punching, 

negotiation, handshake, etc.)

● Re-use established connections for several protocols.
○ Applications can leverage already established connections.

● Several implementations of multiplexers available:
○ Language specific libraries for stream multiplex (Yamux, Mplex)
○ Transport protocol native multiplexing capabilities (QUIC)
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NAT Traversal

Motivation: IPFS DHT crawl measurements (Nov 22nd 2019) showed that out
of 4344 peers, 2754 were undialable (~63%).

Goal:
● Achieve global direct connectivity in heterogeneous networks.
● No dependency on central infrastructure.



NAT Traversal

Added in 2021 - Project Flare
● Transport Protocols: TCP, QUIC
● Relay Protocol (TURN-like): Circuit Relay v2
● Signaling Protocol: Direct Connection Upgrade 

through Relay (DCUtR)
● STUN-like Protocol: AutoNAT

Next up: use this in WebRTC
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Peer Discovery
● Discover random peers (supporting certain services)
● Implementations

○ mDNS (Multicast DNS)
○ Rendezvous
○ GossipSub peer exchange
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Routing - Kademlia DHT
● Distributed hash table
● Based on the Kademlia paper
● Operations:

○ FIND_NODE
○ GET_VALUE and PUT_VALUE
○ GET_PROVIDER and PUT_PROVIDER

https://pdos.csail.mit.edu/~petar/papers/maymounkov-kademlia-lncs.pdf
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Messaging - GossipSub
● Brokerless, self-regulating, no global 

knowledge
● Publish and subscribe
● Eager push and lazy pull
● Use cases: IPNS, content-addressing, 

blockchain consensus, message 
dissemination, etc.

https://arxiv.org/pdf/2007.02754.pdf
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● Message-oriented protocol
● Exchange blocks of data

○ Requests
■ WANT-HAVE
■ WANT-BLOCK
■ CANCEL

○ Responses
■ HAVE
■ BLOCK
■ DONT_HAVE

Data Exchange - Bitswap

https://arxiv.org/pdf/2007.02754.pdf
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libp2p 
Implementations







Projects using 
libp2p



IPFS

Explore the data via 
https://kademlia-exporter.max-inden.de/



Ethereum 2

See https://www.nodewatch.io/



Filecoin

●

Explore the data via 
https://kademlia-exporter.max-inden.de/



Polkadot

●

Explore the data via 
https://kademlia-exporter.max-inden.de/



Berty

● Offline-first
● Peer-to-peer
● Messaging app



Where is libp2p 
heading?



Roadmap
● 🕸 Unprecedented global connectivity
● 🤝 Low latency, efficient connection handshake via Protocol 

Select
● 🌐 Browser connectivity via WebRTC

More details: 
https://github.com/libp2p/specs/blob/master/ROADMAP.md
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● Documentation - docs.libp2p.io/

● Forum - discuss.libp2p.io/

● Specification & Roadmap - github.com/libp2p/specs/

Thank you for joining

mail@max-inden.de
@mxinden on GitHub / Twitter / …

https://max-inden.de


