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Common Understanding of “SBOM” 

“An SBOM is a formal record containing the 
details and supply chain relationships of 
various components used in building 
software. 

These components, including libraries and 
modules, can be open source or 
proprietary, free or paid, and the data can 
be widely available or access-restricted.”

Source:  NTIA’s SBOM FAQ

https://www.ntia.gov/files/ntia/publications/sbom_faq_20200821.pdf


NTIA SBOM Guidance

Source:https://www.ntia.gov/files/ntia/publications/sbom_minimum_elements_report.pdf.

http://www.ntia.gov/files/ntia/publications/sbom_minimum_elements_report.pdf


NTIA SBOM Guidance - Minimum Elements 

Source:https://www.ntia.gov/files/ntia/publications/sbom_minimum_elements_report.pdf.
See also US Executive Order on Cybersecurity section 4(f)

http://www.ntia.gov/files/ntia/publications/sbom_minimum_elements_report.pdf


ISO/IEC 5962:2021 extends Minimum SBOM  
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Source: https://www.iso.org/standard/81870.html 
accessed on 2021/11/19

● SPDX is an open ISO/IEC standard! 
Available for free.

● Able to represent SBOMs at the package 
level and track back to the source files and 
snippets.

● Specification is freely available from ITTF 
site

● Future updates are live tracked at: 
https://spdx.github.io/spdx-spec and work 
on satisfying safety requirements is being 
included.   Use cases and help is welcome.

● More information at spdx.dev

https://www.iso.org/standard/81870.html
https://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
https://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
https://spdx.github.io/spdx-spec
http://spdx.dev


Derived from : NTIA’s  Survey of Existing SBOM Formats and StandardsDerived from : NTIA’s  Survey of Existing SBOM Formats and Standards

https://www.ntia.gov/files/ntia/publications/ntia_sbom_formats_and_standards_whitepaper_-_version_20191025.pdf
https://www.ntia.gov/files/ntia/publications/ntia_sbom_formats_and_standards_whitepaper_-_version_20191025.pdf


SBOM Type Definition
Design SBOM of intended design of included components (some of which may not exist) for a new 

software artifact.

Source SBOM created directly from the development environment, source files, and included 
dependencies used to build an product artifact. 

Build SBOM generated as part of the process of building the software to create a releasable artifact 
(e.g., executable or package) from data such as source files, dependencies, built components, 
build process ephemeral data, and other SBOMs.

Analyzed SBOM generated through analysis of artifacts (e.g.,  executables, packages, containers, and 
virtual machine images) after its build. Such analysis generally requires a variety of heuristics. In 
some contexts, this may also be referred to as a “3rd party” SBOM.

Deployed SBOM provides an inventory of software that is present on a system. This may be an assembly of 
other SBOMs that combines analysis of configuration options, and examination of execution 
behavior in a (potentially simulated) deployment environment.

Runtime SBOM generated through instrumenting the system running the software, to capture only 
components present in the system what is loaded and executing in memory, as well as external 
call-outs or dynamically loaded components. In some contexts, this may also be referred to as an 
“Instrumented” or “Dynamic” SBOM.
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Other Questions?

Please feel free to reach out to the devroom coordinators:

Alexios Zavras

Adolfo Garcia Vetyia

Kate Stewart

(we’re the ones in the Blue Shirts.  :-) )


