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Confidential computing disclaimer

Many definitions of confidential computing may exist.

Today, we take the one from the Linux Foundation’s Confidential Computing

Consortium.
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Confidential Computing is the protection of data in use by

performing computation in a hardware-based, attested Trusted

Execution Environment (TEE).

Definition from: A Technical Analysis of Confidential Computing, v1.3 (November 2022), https://confidentialcomputing.io/
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Key properties

Common properties:

• Data confidentiality

• Data integrity

• Code integrity

Contextual properties:

• Code confidentiality

• Authenticated launch

• Programmability

• Attestability

• Recoverability

Definition from: A Technical Analysis of Confidential Computing, v1.3 (November 2022), https://confidentialcomputing.io/
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Honorable mentions

• Project VERAISON (https://github.com/veraison)

Also check out Thomas Fossati’s talk from FOSDEM’23 in the archives!

• Confidential Containers (https://github.com/confidential-containers)

• Confidential Clusters (https://github.com/openshift/)

• CC on OpenStack (https://www.openstack.org/)

• RA in Telecom (https://github.com/nokia/AttestationEngine)

• Formalizing RA (https://github.com/CCC-Attestation/formal-spec-TEE/)

• Pandora (https://github.com/pandora-tee)

• Bare-SGX (https://github.com/jovanbulck/bare-sgx)

• . . .
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Schedule

https://fosdem.org/2024/schedule/track/confidential-computing/
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