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▸ Based in Switzerland

▸ Background in academia, banking and telco

▸ Buzzwords

･ Cloud

･ Metal

･ Network security

･ Artificial intelligence

$whoami

mailto:mko@redhat.com
https://github.com/mkowalski
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● HPC workloads
● AI / ML
● Telco customers in the Edge
● Critical network equipment
● Specialized hardware (GPUs, NICs)
● Benchmarking

Containers on Bare Metal
Why?

mailto:mko@redhat.com
https://github.com/mkowalski
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Installing a cluster
This is complicated
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Installing a cluster
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What you need to care about
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▸ Accessing the cluster (API, workload, etc.)

･ Load balancer?

▸ DNS infrastructure

▸ Network configuration

▸ Other dirty tricks…

mailto:mko@redhat.com
https://github.com/mkowalski


6
Bare-Metal Networking For Everyone
FOSDEM 2024
mko@redhat.com | github.com/mkowalski

Cluster Load Balancer
Installation & Bootstrap

mailto:mko@redhat.com
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Node Node Node

API VIP

Node Node Node

Ingress VIP

Cluster Load Balancer
Keepalived, HAProxy

mailto:mko@redhat.com
https://github.com/mkowalski
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▸ Problem - Failure of a single kubeapi-server can’t cause VIP to float

･ Less floating == less connections broken

･ HAProxy also loadbalances traffic

▸ Keepalived keeps the VIP unless HAProxy dies

･ Kubeapi death != HAProxy death

▸ Healthchecks timed in a smart way

Cluster Load Balancer
Let’s make it stable

mailto:mko@redhat.com
https://github.com/mkowalski


Cluster Load Balancer
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Limitations
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▸ Scaling

･ VIP on a single node

▸ “Everything” in a single L2

･ Keepalived can’t work across subnets

･ With DMZ/isolated nodes, Ingress VIP needs to be tuned 

(placement in a single subnet)

mailto:mko@redhat.com
https://github.com/mkowalski
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▸ We need api.example.com, *.apps.example.com, 
api-int.example.com
･ We could rely on user’s DNS

▸ CoreDNS running everywhere (static Pod)
▸ /etc/resolv.conf configured to use it

･ Containers blindly use it too

▸ NetworkManager requires tuning
･ Fight over /etc/resolv.conf

･ Hooks (“dispatcher scripts”) for the help

Cluster DNS
Never trust the user

mailto:mko@redhat.com
https://github.com/mkowalski
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▸ NetworkManager uses using static 
nmconnection files

▸ Changes not applied automatically
･ You may break your config…

･ … and not notice for ages

▸ Does not scale

Network Configuration
At installation-time

mailto:mko@redhat.com
https://github.com/mkowalski
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Network Configuration
Find the bug

mailto:mko@redhat.com
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▸ A way to configure NICs via Kubernetes CRD
▸ Declarative, per-node

Network Configuration
Declarative, k8s-managed

mailto:mko@redhat.com
https://github.com/mkowalski
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Demo
…

mailto:mko@redhat.com
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▸ Kubelet needs to bind somewhere
･ Easy for single NIC setups (e.g. clouds)

▸ Upstream logic of selecting IP makes mistakes
▸ Custom component to override kubelet’s logic

Node IP
What is that?

mailto:mko@redhat.com
https://github.com/mkowalski
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Node IP
Configuration is complicated

mailto:mko@redhat.com
https://github.com/mkowalski
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▸ Kubelet needs to listen on IP from the same subnet as VIP

▸ IP from VIP subnet doesn’t always exist…

･ E.g. “remote worker nodes” (some remote distant L2)

･ E.g. deployments without VIP

▸ … but a default route should always exist
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Node IP
Basic principles

mailto:mko@redhat.com
https://github.com/mkowalski
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▸ What if…

･ your server has lots of IPs in a single subnet ?

･ your environment doesn’t have any default gateway ?

･ you want kubelet to bind to >1 IP address ?

･ your IPv6 address is not really IPv6 ?
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Node IP
The hard part

mailto:mko@redhat.com
https://github.com/mkowalski
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Node IP
Configuration is (still) complicated

mailto:mko@redhat.com
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▸ ::<ipv4-address>/96
▸ ::FFFF:<ipv4-address>/96
▸ IPv6 according to most programming languages

･ they check for colon

Dual-stack addressing
IPv6, but is it really?

mailto:mko@redhat.com
https://github.com/mkowalski
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Dual-stack addressing
IPv6, let me break netcat

mailto:mko@redhat.com
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Cloud or on-prem?
Pick your platform, choose wisely

mailto:mko@redhat.com
https://github.com/mkowalski
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@mko - kubernetes.slack.com

github.com/mkowalski 
linkedin.com/in/mateuszkowalski

The End


