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Developments in Apptainer over the past few years

● Leveraging the User Namespace

● New recommendations for containerized MPI

● Increased adoption of ORAS (for Software Supply Chain)
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Leveraging the User Namespace (for installation)

● Default Apptainer installation is now unprivileged 

● Squashfuse is used to mount the squashfs file system

● Apptainer enters a new User Namespace and then creates a new 
Mount Namespace to present the new root filesystem to processes



Leveraging the User Namespace (for installation)



Leveraging the User Namespace (for installation)

Important Note:

Because users can install in their own space they can manage their 
own configuration.  This means that things like ECL may be 
rendered invalid!

Must disable User Namespace in OS if this is a problem. 



New recommendations for MPI jobs

● Containerized MPI jobs can present difficulties
○ wire-up 
○ fabric adapter

● Historical approaches are difficult and lack portability

● PMI and libfabric are recommended to increase container 
portability

● Container-friendly package managers (like Spack) can reduce 
difficulty 
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New recommendations for MPI jobs

Solving the wire-up problem with PMI
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New recommendations for MPI jobs 
Links to detailed resources

● Blog post with detailed (copy/paste-able) scripts

● Jonathon Anderson presenting this work at the 2023 HPC-AI 
Advisory council meeting at Stanford

● Dave Godlove and Jonathon Anderson discussing this work in a CIQ 
Webinar

https://www.google.com/url?q=https://ciq.com/blog/a-new-approach-to-mpi-in-apptainer/&sa=D&source=editors&ust=1706924012227381&usg=AOvVaw0E-g8hpSs4J48pbrRjb9i4
https://www.google.com/url?q=https://www.youtube.com/watch?v%3DVkNRQ8YsdE8%26t%3D3554s&sa=D&source=editors&ust=1706924012227567&usg=AOvVaw1ACD8YibH3hJuQ0vx7VckK
https://www.google.com/url?q=https://www.youtube.com/watch?v%3DVkNRQ8YsdE8%26t%3D3554s&sa=D&source=editors&ust=1706924012227651&usg=AOvVaw1mOdklMRuZdEQmVtgLBRas
https://www.google.com/url?q=https://www.youtube.com/watch?v%3D7cw_uVr5Ibk&sa=D&source=editors&ust=1706924012227766&usg=AOvVaw3zUJM0pjjO8PhHcVbaQOFM
https://www.google.com/url?q=https://www.youtube.com/watch?v%3D7cw_uVr5Ibk&sa=D&source=editors&ust=1706924012227874&usg=AOvVaw3JrmCAd8Gaah8aHKuqVM7T


New recommendations for MPI jobs

Review of the fabric adapter problem
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New recommendations for MPI jobs

Solving the fabric adapter problem with libfabric
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ORAS for Software Supply Chain

● The OCI Registry As Storage (ORAS) protocol allows native SIF files 
to be stored on OCI registries (like Docker Hub) 

● You can use advanced features like signing, verifying, and 
encryption without giving up the convenience of OCI registries!
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Get involved!

● Website: https://apptainer.org/

● Get Started: https://apptainer.org/get-started/

● GitHub: https://github.com/apptainer/apptainer

● Community Slack, mailing list, etc links: 
https://apptainer.org/support/

● User docs: https://apptainer.org/docs/user/main/

● Admin docs: https://apptainer.org/docs/admin/main/

https://www.google.com/url?q=https://apptainer.org/&sa=D&source=editors&ust=1706924014350403&usg=AOvVaw3zZFHNcaUKTwNjP-K0KviQ
https://www.google.com/url?q=https://apptainer.org/get-started/&sa=D&source=editors&ust=1706924014350566&usg=AOvVaw17nXILrz-x00Eql6uLOSv_
https://www.google.com/url?q=https://github.com/apptainer/apptainer&sa=D&source=editors&ust=1706924014350645&usg=AOvVaw3oPmJErGzNXy2_VvIPtSxr
https://www.google.com/url?q=https://apptainer.org/support/&sa=D&source=editors&ust=1706924014350719&usg=AOvVaw3lsGchh5I0wDcSH22JepBX
https://www.google.com/url?q=https://apptainer.org/docs/user/main/&sa=D&source=editors&ust=1706924014350792&usg=AOvVaw2qQPWbAwDfHFrJ0sOtdHrc
https://www.google.com/url?q=https://apptainer.org/docs/admin/main/&sa=D&source=editors&ust=1706924014350882&usg=AOvVaw0GzD_qQBwT5dwZOhRiwqyk


THANK YOU


