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MAPI
Messaging Application Programming Interface

…it's a slightly ambiguous term.
Used for:

• Concepts and the data model
• Programming interfaces

• Network protocols on the wire



Leading MAPI Products

Microsoft Exchange
Exchange Online



Microsoft Exchange Protocols & 
Specifications

The specifications are quite vast.
 

https://learn.microsoft.com/en-us/openspecs/protocols/ms-protoc
olslp/

132+ documents, 8400+ pages.

And that is on top of the Internet Mail protocols
(i.e. RFC 5322, 5545, etc.) that need to be supported anyway.

https://learn.microsoft.com/en-us/openspecs/protocols/ms-protocolslp/
https://learn.microsoft.com/en-us/openspecs/protocols/ms-protocolslp/




Leading Open Source Project

gromox by grommunio



EX/MAPI related:
• OXCDATA
• OXDSCLI
• OXCFOLD
• OXCFXICS
• OXCICAL
• OXCMAIL
• OXCMAPIHTTP
• OXCMSG
• OXCNOTIF
• OXNSPI
• OXCPERM
• OXCPRPT
• OXCROPS
• OXCRPC
• OXCSTOR
• OXCTABL
• OXMSG
• OXOABK
• OXOABKT
• OXOCAL
• OXOCNTC

• OXODLGT
• OXOMSG
• OXORULE
• OXOSFLD
• OXOSMIME
• OXPROPS
• OXTNEF
• OXVCARD
• OXABREF
• OXOCFG
• OXRTFCP
• OXWAVLS
• OXWOOF
• OXWSCDATA
• OXWSCONT
• OXWSCORE
• OXWSFOLD
• OXWSMSG
• OXODLGT
• OXWSMTGS
• OXWSPOST

• OXWSRSLNM
• OXWSSYNC
• OXWSTASK
• PST
• CFB
• RCPE
• RPCH
• DCERPC/C706

Protocols and formats in 
gromox



Tools for protocol analysis: MAPI/ROP
Decoding

● SSL intercept, decrypt, parse with Fiddler / Wireshark
● confer/compare with specs to validate
● write marshalling code

Clients

• MFCMAPI
• Outlook





Pinpointing issues
●  User actions often entil multiple remote procedure calls.
●  Request logging at e.g. the HTTP, DCERPC or ROP layers can help narrow down logic issues -
 (e.g. when packet framing is right but the content is not as expected)



Tools for protocol analysis: EWS
● observe Outlook etc. sending EWS requests
  (let gromox dump the XML)

● replay requests to an Exchange Server
● confer/compare with the specifications
● make Gromox respond to the EWS request

Clients

• Outlook for Mac
• MacMail
• Evolution (partially)
• Postman / curl









Fixing specification errors
https://github.com/grommunio/gromox/wiki/Contributions-to-specs

https://github.com/grommunio/gromox/wiki/Contributions-to-specs


MAPI/HTTP
Message Information

Store (w/SQLite)

EWS

Autodiscover Autoconfig

DCE/RPC

NSP

EMSMDB

IMAP

POP3Zcore (PHP-MAPI Bridge)

C++17 PHP8

EAS

Web

CalDAV

CardDAV



Future of gromox

• Better parallelization of accessing one and the same message store

• improved support for Internet Mail specs

• Graph API (See https://github.com/grommunio/grommunio-next)

• Continuing reporting spec errors/omissions
(8400+ pages are not always right or complete)

https://github.com/grommunio/grommunio-next


Thanks!

Questions?
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