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age-plugin-se: 
Building a lean cross-platform  
cryptography tool



Age
Simple, modern and secure file encryption tool

• Small explicit keys

• No config options

• UNIX-style composability



age-plugin-se
Use Secure Enclave to protect Age decryption keys



Usage
Step 1 · Create public & private key

@remko@mas.to@mko.re

  age-plugin-se

Public key: age1se1qgg72x2qfk9wg3wh0qg9u0v7l5dkq4jx69fv80p6wdus3ftg6flwg5dz2dp

keygen --access-control=any-biometry -o private_key.txt

$

$



age-plugin-se usage
Step 2 · Encrypt files

@remko@mas.to@mko.re

  tar cvz ~/data | 
    age -r age1se1qgg72x2qfk9wg3wh0qg9u0v7l5dkq4jx69fv80p6wdus3ftg6flwg5dz2dp 
        -o data.tar.gz.age

  $

$



age-plugin-se usage
Step 3 · Decrypt files

@remko@mas.to@mko.re

  age --decrypt -i private_key.txt -o data.tar.gz data.tar.gz.age

$

$



age ecosystem
Example: Password manager
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Apple CryptoKit
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SecureEnclave.P256.KeyAgreement.PrivateKey


P256.KeyAgreement.PublicKey


ChaChaPoly.SealedBox


HMAC<SHA256>.MAC


SharedSecret




SecureEnclave.P256.KeyAgreement.PrivateKey


P256.KeyAgreement.PublicKey


ChaChaPoly.SealedBox


HMAC<SHA256>.MAC


SharedSecret


Swift Crypto
Open-source replacement for CryptoKit on Linux/Windows

SecureEnclave.P256.KeyAgreement.PrivateKey


P256.KeyAgreement.PublicKey


ChaChaPoly.SealedBox


HMAC<SHA256>.MAC


SharedSecret




Build
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Building for Alpine Linux

@remko@mas.to@mko.re

https://mko.re/blog/swift-alpine-packaging/

$ swift build --swift-sdk x86_64-swift-linux-musl

Cross-compiling on macOS

Glibc 🤜 🤛 Musl



Packaging for Alpine Linux

@remko@mas.to@mko.re

$ apk add ./age-plugin-se-0.1.3-r0.aarch64.apk 
(1/1) Installing age-plugin-se (0.1.3-r0)
OK: 237 MiB in 72 packages
$

Cross-platform packaging script



Cross-compiled binary size

Dynamic 252 KiB

Dynamic 1.2 MiB

Dynamic + static Swift stdlib 43.4 MiB

Dynamic + static Swift stdlib + dylibs 48.1 MiB

Static 100.4 MiB
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Testing
Unit tests

  swift test$
Building for debugging...
[1/1] Write swift-version--58304C5D6DBC2206.txt
Build complete! (0.13s)
[87/87] Testing Tests.StanzaTests/testWriteTo
◇ Test run started.
↳ Testing Library Version: 102 (arm64e-apple-macos13.0)
✔ Test run with 84 tests passed after 0.001 seconds.
$
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Testing
Coverage

@remko@mas.to@mko.re

Code coverage (lines):
  Sources/Base64.swift          30/30 (100.0%)
  Sources/Bech32.swift        159/175  (90.9%)
  Sources/CLI.swift            63/146  (43.2%)
  Sources/Crypto.swift           4/15  (26.7%)
  Sources/Plugin.swift        405/408  (99.3%)
  Sources/Stream.swift            0/8   (0.0%)
  ---
  TOTAL                       661/782  (84.5%)

$ swift ./Scripts/ProcessCoverage.swift $(swift test --show-codecov-path)
swift test --enable-code-coverage$



Testing
swift test + nvim-coverage + vim-test



Links
• age-plugin-se: https://github.com/remko/age-plugin-se 
• age: http://age-encryption.org

• Swift Crypto: https://github.com/apple/swift-crypto

• nvim-coverage: https://github.com/andythigpen/nvim-coverage

• vim-test: https://github.com/vim-test/vim-test

@remko@mas.to@mko.re

• https://mko.re/blog/age-plugin-se/

• https://mko.re/blog/swift-alpine-packaging/

• https://mko.re/blog/swiftpm-coverage/
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