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CMRX
Designing a real-time 
microkernel for microcontrollers

https://github.com/ventZl/cmrx.git

Eduard Drusa
www.linkedin.com/in/eduard-drusa
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Who would win?
DEC PDP-7

1964

$72,000

Raspberry Pi RP2040

2021

1.16 €
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Who am I?
● Read „Principles of Operating Systems“ instead of „The 

Little Prince“
● In 1999, randomly spotted article: „QNX: Operating 

system on a single floppy“
● Nomading across industries, ending up in automotive, 

then switching to freelance.
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The Problem
● Bulk of IoT systems runs unprotected kernels
● Microcontrollers lack memory management units
● Existing solutions are too complicated to be used
● Developers generally avoid the topic of memory isolation
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Memory Protection Unit

Isolation Using Processes

Base Address Size R/W

Base Address Size R/X

Base Address Size R/W

Process

.bss

.data Base Address Size R/W

.stack

.text, .rodata
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GAME OVER:
You designed the thing 

to be useless
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Client Process

Remote Procedure Calling

Client Thread

Server Process
RPC Call

Implementation

RPC
Service

Method Ref

Object Ref

Interface

:
:

Method

Method

Method
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Memory Protection Unit

Client Process

Server Process

RPC Enables Shared Memory

Base Address Size R/W

Base Address Size R/W.bss

.data Base Address Size R/W

.shared

Base Address Size R/W.stack
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CMRX microkernel
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Thread Management

RPC Dispatcher

Notifications

Timers

Low-level HW Mgmt

Thread

Thread

RPC Service

RPC Service

RPC Service

RPC Service Thread

Thread
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Memory Protection Unit

Device Driver Process
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Drivers in Userspace

.bss

.data Base Address Size R/W

.mmio

Base Address Size R/W

Base Address Size R/W

Interrupt Service Handlers

Driver’s RPC Interface
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● Paravirtualized Hypervisor
● Full Hypervisor

Use cases for CMRX
● Mixed-Criticality Systems
● Component-Based Systems

CMRX as Hypervisor

VM VM

VM ISRs VM ISRs

CMRX as Kernel

Server

Process

Process

Driver
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Future Work
● Implementation of capabilities and ACLs
● Clean-up of API (yes, there are useless syscalls)
● Registration of servers as syscalls
● Add support for TrustZone
● Port to RISC-V
● Finish the support for SMP
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Q&A
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