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TEE-enabled Web services

LLM Inference (Continuum) LLM chat service that protects user prompts

= Confidential chat with secure connection. ;
Icy

Attestation-Service Certificates
You can select a pre-made prompt
Worker Policy

See all pre-made prompts
"'vmpl": ©,
'bootloadexSPL": 3,
Or start typing below! "teeSPL": 0O,
'snpSPL": 8,
"'microcodeSPL": 115,

‘permitProvisionalFirmware”: t:
"trustedIDKeyHashes": [],
'product”: "Milan",
"amdRootKey": "----- BEGIN CERT:
"amdSigningKey": "----- BEGIN Ct
i,
"azureSEVSNP": {
‘measurements”: {
"4": {
"expected": "5894e0f25b658«
'warnOnly": false
5,
"8 3
"expected": "000EOOCOO00OO(
'warnOnly": false

o

LLM Inference

"9": {
‘expected": "d0@d4c75242bde«
"warnOnly": false

},

21" 3
"expected”: "54a34a7aa98ee
"warnOnly":

hello

The Continuum preview is serving open-source models and brought to you

by Edgeless Systems.

Other use-cases: Non-repudiable Logger, Secure Questionnaire, Privacy-preserving Deep-learning, etc...



Problem with TEE-
enabled Web services

e RA Compatibility

e Users need to install

software to run RA

o User friction
o Information leakage

e \Wait for standardization?

o May not result in standard
o Cannot force to follow standard
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RA: Remote
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within TEE"

verify RA proof



Related Work

Continuum Verifier
e Pro: Compatible with browsers I T e M Q‘f

e Con: Confidentiality issues

Continuum proxy verifier architecture
(Taken from [1])

Remote ATtestation procedureS (RATS)
e Pro: Standardized RA model
e Con: Issues not clear when adapting RA to Web context

Integrating Attestation into TLS & DTLS

e Pro: Fully transparent to user
e Con: Standardization & Development process expected to take a long time

[1] https://docs.edgeless.systems/continuum/under-the-hood/overview



Introducing RA-WEBs (Remote Attestation for WEB services)

RA-WEBS is:

Highly compatibile with the current web ecosystem
e Built using known, well-established web

mechanisms I
e Users can verify RA proofs using existing browsers

o

Web server

without installing any additional software

\ 4

Immediately deployable




System & Threat Model

e Introduce untrusted third party: Verifier
o Verify TA on User's behalf
o Publishes verification results via website
e Note: Service and Verifier are assumed to not collude

Threat. Either Service or Verifier
“ = impersonating TA to steal or falsify

the communication.

Verifier
1 (1) Attest
g (3) Show (2) Access

e Result Verifie.r’s Secure runtime

A Website + by TEE (Attester)
zm || 1
o o ————— <

e I. (3) Commun
CT CT User -ication

Monitor  Logs (Relying Party)

Existing Trusted 3rd Service
Party in Web



Challenges & Solutions 1/2

Background:
Users must check the TA information

Challenge:
How to obtain & verify TA information?

\ ¢

Solution:

Verifier verifies the proof of TA on User's
behalf and shows TA information to Users

Case 1: Malicious Verifier
- User detects wrong domain

1. Attest
Verifier
a4
3. Show 2. Access
TA Info Verifier (in
another tab)
v

2. Access TA e

1 ‘ Iz
< > =l
User 4. Communicate TA

(Relying Party)

Case 2: Malicious Service

- Verifier displays warning




Challenges & Solutions 2/2

Background:
. (- . domain=
Specific address must be assigned to TA Check all public key A
are same public_key=xxxx
Challenge: '
Service reassigns TA address to 1
another machine domain= =
ta..example.com domain=
AslE_le=eet: ta.example.com
‘ If different one is public_key=yyyy
found, service is :
Soluti impersonating as TA :R
olution: —
Verifier monitors all public keys assigned to Iz
U -
TA address — Monitor using CT Verifier CT Logs



Monitoring
M3. Notify violation if an
unknown public key is found

C2. Access
Verifier (in
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How RA-WEBs Works in Real-World Scenarios

e Security- & Privacy-conscious Users
e TEE-enabled Web services

Employs services that do not align
with user interests

Value security, privacy, & usability

ol

Web server

BEC

User Web Service
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How RA-WEBs Works in Real-World Scenarios

e Example use-case: Training ML models with Web data

Employs services that do not align

Value security, privacy, & usability

with user interests

e Want to train ML model
using User data

e Want to respect User
privacy and comply to data

Web server protection laws

BEC

e Do not want their data to
be exposed during training

e \WWant to benefit from
trained ML model

User Web Service
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Email: yoshimichi.nakatsuka@inf.ethz.ch
Website: yoshinakatsuka.com




Appendix



System & Threat Model

e Introduce untrusted third party: Verifier
e Service and Verifier are assumed to not collude (similar to ODoH, OHTTP).

=

CA

ZEK3
==

ZEK3
==

CT *1 CT *1
Monitor  Logs

Existing Trusted 3rd

Party in Web

Assumption of General Web:
e.qg., Users checks the domain, Users
trust CA, CT Logs, CT Monitor

el

Verifier
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(2) Show
Result

(1) Attest

(3) Commun
User -ication

(Relying Party)

Threat. Either Service or Verifier Goals
impersonating TA to steal or falsify Security
the communication. . o
e Confidentiality
e Integrity
Secure runtime Non-Security
by TEE (Attester) P Compat|b|||ty
*1 Authorities for auditing CA.
' They all have certificates in Web PKL[5]
CT : Certificate Transparency

Service

Assumption of General RA:

e.g., Users can read TA source code (or depends on OSS
ecosystem) and Service publishes TA source code.
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Implementation

Code
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How RA-WEBs Works in Real-World Scenarios

e Example use-case 2: Online questionnaires

Employs services that do not align

Value security, privacy, & usability
with user interests

e Do not want to expose their e Want to improve their
response services via questionnaire
e Want to keep themselves e Want to only allow one
anonymous response per User
Web server
User == Web Service
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Security Analysis
By analyzing the security of RA-WEBs, we show that RA-WEBs are secure.

e Manual Analysis: Showing threats and how RA-WEBs prevent them.
e Formal Verification: Automatic security analysis (Verifpal)
o We have made two Verifpal models (with either malicious Verifier
or Service respectively).
o While running Verifapl, we found and reported the critical bugs in
the Verifpal to a developer and they said “we will fix it soon” but...
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Discussion 1/2

Colluding Verifier and Service (Security)
e Verifier and Service may collude to violate user privacy (This is our out-of-scope)
e Countermeasures:
o Multiple Verifier
o Verifier running in TEE *

Delay of CT system (Security)
e Service may impersonate TA during a CT delay (3 days ~ 7 days)[8].
e We consider that delays are enough to short
given that the discovering backdoor takes several days to months [9].
e Also, we can pursue the responsibility of services’ malicious activities.

*pbut require a distributed Verifier to monitor the Verifier



Discussion 2/2

Pursuing responsibility (Security)
e Service may violate user privacy using malicious TA, or
impersonation during CT delay.
e Verifier can pursue the responsibility of the violations to service.

The burden of checking source code (Usability)
e Checking the source code is a tough task for non-developer users.
e We can utilize the Open Source Software(OSS) ecosystem.
e.g. Many people do not read Linux Kernel but trust it because others check.
e We can also integrate with OSS auditing service.



