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Free & open-source VPN

Focused on research & education

Easy to self-host: https://docs.eduvpn.org/server/v3/
Supports OpenVPN & WireGuard (since version 3)
OpenVPN has UDP + TCP out of the box

WireGuard only UDP

eduVPN
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_ The Netherlands
(via GEANT Staff Identity Provider)

Support:

Connected

Valid for: 89 days and 22 hours

Select Profile:

Amsterdam

» Show connection info



https://docs.eduvpn.org/server/v3/

. UDP can be blocked &

« MTU Issues
» 443/53 not the holy grail
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FAST, MODERN, SECURE VFPN TUNNEI

« Lessis more: 4,000 LOC 1, compared to OpenVPN's 70,000 2

» Missing features: TCP

» Quote: Transforming WireGuard's UDP packets into TCP is the job of an
upper layer of obfuscation https://wireguard.com/known-limitations/

1: https://www.wireguard.com/papers/wireguard.pdf
2: https://blog.openvpn.net/what-is-cloudflare-vpn/



https://wireguard.com/known-limitations/
https://www.wireguard.com/papers/wireguard.pdf
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Finding a tool

« Must: Client & Server implementation
» Nice to have:
. Go implementation !
. Run behind reverse proxy (port sharing) «,

« TLS



ProxyGuard

https://codeberg.org/eduvpn/proxyguard
First version in Go
Simple UDP wrapper over TCP

How to deal with cut-off packets?


https://codeberg.org/eduvpn/proxyguard

WireGuard Client ProxyGuard Client ProxyGuard Server WireGuard Server

The WireGuard socket connects to
localhost ProxyGuard instead of the VPN server

The server is configured to send
incoming TCP packets to WireGuard localhost

UDP packets

>
Converts to TCP packets

TCP sequence of: Length + Packet

>

Converts to UDP packets

UDP packets

Reply UDP packets

=4
Converts to TCP packets

TCP sequence of: Length + Packet
<

Converts to UDP packets

Reply UDP packets

WireGuard Client ProxyGuard Client ProxyGuard Server WireGuard Server



Checking the requirements

. 4 Client & Server implementation

« Nice to have:

. Go implementation
. X Run behind reverse proxy (port sharing)
. X TLS



Reverse proxy?

« Need to somehow proxy the connection?
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https://datatracker.ietf.org/doc/html/rfc6455



https://datatracker.ietf.org/doc/html/rfc6455

Fine, our own protocol?!

 |dea:
« Re-use the handshake of web-sockets

« Keep the packet format length + value

HOW STANDARDS PROLFERATE:

(2 A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC.)

SITUANON:

THERE ARE
|4 COMPETING
STANDARDS.

1¥?! RIDICULOVS] SOON:
WE NEED To DEVELOR
ONE UNNERSAL STANDARD ,
THAT COVERS EVERYONES SITUATION:
VSE CASES. YERH! THERE ARE
\ O ' |5 COMPETING
STANDPRDS.
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Fine, our own protocol?!

 |dea:
« Re-use the handshake of web-sockets

« Keep the packet format length + value
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ProxyGuard Client HTTP Reverse Proxy ProxyGuard Server

GET /proxyguard-path

Connection: Upgrade
Upgrade: UoTLV/1

>

Reverse proxy config has a rule to forward

this Upgrade traffic to ProxyGuard
Other requests go to the VPN portal

GET /proxyguard-path

Connection: Upgrade
Upgrade: UoTLV/1

HTTP/1.1 Switching Protocols
<

HTTP/1.1 Switching Protocols
<

TCP Connection is now kept open
ProxyGuard is ready for WireGuard packets

ProxyGuard Client HTTP Reverse Proxy ProxyGuard Server



[+1 dev@dev-QEMU-Virtual-Machine: ~ Q = _ O b

dev@dev-QEMU-Virtual-Machine: ~ dev@dev-QEMU-Virtual-Machine: ... dev@dev-QEMU-Virtual-Machine: ... deblan@debian: ~ o

| Interface]

PrivateKey = ...

Address = ...

DNS = ...

_1stenPort = 51820

iwmark = 51820

| Peer ]

PublicKey = ...

AllowedIPs = 0.0.0.0/0,::/0
PersistentKeepalive = ...

## ProxyGuard client Llistener
Endpoilnt = 127.0.0.1:51821

7,0-1 AlL

ROITIE

https://www.youtube.com/watch?v=nsl1EcNeab-c


https://www.youtube.com/watch?v=ns1EcNeab-c

ProxyGuard: Client implementations

eduVPN _ o x (.) WireGuard (unsigned build, no updates) — O
Tunnels Log
eduVPN o N6
tunnel Interface: tunnel
Status: Inactive
Public key:
MTU:
Addresses:
Activate
Peer
Connected Public key:
() Allowed IPs:
One Profile Available:
Defaulk ~ )
Endpoint:
~Show connection info P _—
roxy endpoint:
Downloaded Uploaded
208.61 kB 66.29 kB
IPv4 Address IPv6 Address
Valid fFor Protocol
90d 0Oh 58m 36s WireGuard (ProxyGuard)
w= Add Tunnel ~ | )4 ‘ i Edit

L —

https://codeberg.org/amebis/wireguard-windows



https://codeberg.org/amebis/wireguard-windows

Challenges & Future plans

Initial impl. easy
Performance testing and improvements

Roaming and routing issues &

Investigate macOS/iOS/Android
Linux daemon
- Automatically restart on sleep, roaming

» Get WireGuard properties dynamically



Questions?

https://codeberg.org/eduvpn/proxygquard
Come visit us and our friends
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.« % Building K, Level 1, stand 6 @
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