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About Me

● Isovalent @ Cisco
● cilium/cilium contributor and cilium/ebpf reviewer
● Doing eBPF “stuff” since about early 2021



eBPF is great

● Do cool things with the kernel
● Safe(er)
● Fast



eBPF is great, but…

● ...it is complex
● ...it is quickly evolving
● ...not well documented



eBPF adoption



Resources for learning

● Blogs / articles
○ Lacking detail or age quickly

● Videos
○ Not searchable

● Kernel sources
○ Not beginner friendly

● Docs… 🤔



Shoutouts and kudos

● https://docs.kernel.org/bpf/
● https://man7.org/linux/man-pages/man7/bpf-helpers.7.html 
● https://github.com/iovisor/bcc/tree/master/docs 
● https://docs.cilium.io/en/latest/reference-guides/bpf/index.html

https://docs.kernel.org/bpf/
https://man7.org/linux/man-pages/man7/bpf-helpers.7.html
https://github.com/iovisor/bcc/tree/master/docs
https://docs.cilium.io/en/latest/reference-guides/bpf/index.html


Motivation

● Helping people on slack and stackoverflow
● The same questions kept coming up
● Multiple links required or no links available
● Missing docs for certain questions

○ Can I use X in kernel Y (I need to support kernels going back to vX.YY)?
○ Can I use X in program type Y?
○ What does field X on context Y do?
○ Can I use loops in eBPF?
○ …



Goals

● One stop shop
● For eBPF devs, not kernel devs
● Internal linking (wikipedia style)
● Linkable content, separate pages, and bookmarks
● Searchable content, internally and via search engines
● Answers to practical questions



Presenting docs.ebpf.io



















































Behind the curtain

● Mkdocs + Material for MkDocs + Plugins
● Docker
● GHA + Github pages
● Tools + data files

https://github.com/mkdocs/mkdocs
https://squidfunk.github.io/mkdocs-material/


Tools: version-finder + feature-gen

● YAML config
● git grep
● git bisect
● <!-- [FEATURE_TAG](...) --><!-- [/FEATURE_TAG] -->











Tools: helper-ref-gen

● Read kernel sources, manually maintain data file
● Recreate hierarchy of “groups”
● Flatten and apply “since” metadata
● Render on helper pages and program pages











Tools: helper-def-scraper

● Grab `bpf_helper_defs.h` from libbpf
● Parse out the comments
● Convert to markdown
● Insert between <!-- [HELPER_FUNC_DEF]  and 

<!-- [/HELPER_FUNC_DEF] -->





Tools: kfunc-gen

● Manually curate all kfunc sets (program types + KF_* 
flags)

● Compile a vmlinux with all kfuncs
● Use `bpf_kfunc` decl tag to validate data file
● Generate program <-> kfunc ref from data file
● Generate flag related warnings from data file
● Generate function signature from vmlinux BTF











Future work

● Keep up with changes
● Libbpf userspace
● More concept pages
● Tutorial style pages
● Fill the gaps
● Verifier logs

○ How to read them
○ Common errors and solutions
○ Collecting logs at https://github.com/parttimenerd/ebpf-verifier-errors 

https://github.com/parttimenerd/ebpf-verifier-errors



