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Al/HPC Infrastructure overview

Login, Management, Storage Nodes Compute Nodes Compute Nodes

NVLink Memory Fabric

Infiniband Fabric Storage (Lustre)
Infiniband Fabric Compute

Ethernet Management

Ethernet Compute & Storage (NFS)
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Authenticating users end-to-end

The case for Kerberos and FreelPA

Challenge: Our security posture requires strong e2e authentication federated by corporate infrastructure

What we needed:
- Authn/Authz with Posix accounts tied to Corporate identities (i.e. Microsoft AD)
- Unified solution across our services:
» SSH, Slurm, Gitlab CI/CD, NFS, Lustre, UFM (SHARP), IMEX (Multinode NVLink)
» On-prem and/or Cloud authentication
- Short-lived credentials with rotation
- Doesn’t require client-side modification or custom tooling
- Multi-factor & SSO capable
- Easily auditable
- User friendly

- Centralized solution with minimal DC footprint };;‘ : F re e I PA
- Scalable to various clusters \
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Authentication Architecture

High level overview of user job submission

5. Start job with user creds

Entra Connect

A

2. Authenticate

4. Register user crgds and queue job

Compute

Login
Client 1. Authenticate

Y
3. Run job f

4’, Create SHARP reservation 5 R vz 6". Allocate multi-node shmem
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1. Ay

thenticate

Client

Entra Connect

2. Run pipeline

3. ‘Impersonate’

Authentication Architecture

High level overview of Cl workflow

6. Start job with user creds

4. Run job

5. Register user créds and queue job

Login

A

Compute

5’. Create SHARP reservation

7. Run workload
6. Allocate multi-node shmem
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Supported
Authentication Flows



Password Authentication with 2FA

Corporate password + SSH key

3. Fetch account

A\

FreelPA -~

2. Authenticate & Authorize 3
Grants TGT '
(krbtgt/AD@AD)

Login

Client

@ 1. Password authentication + SSH key

4. Fetch & Verify authorized key
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AD Single Sign On

Domain-joined with AD ticket

3. Fetch account

FreelPA

1. Authenticate
Grants TGT and SSH CST
(krbtgt/AD@AD)
(host/login.ad@AD)

f Client

@ 2. Authenticate & Authorize
GSSAPI / SSPI

(+ delegate TGT)

Login
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Entra Cloud Kerberos Trust (WHfB)

Hybrid-joined with Entra token + AD ticket

4. Fetch account

A\

FreelPA

A

2. Authenticate [partial]
Grants TGT and SSH CST
(krbtgt/AD@AD) 4.
1. Authenticate (host/login.ad@AD)
Grants PRT

Login

Client ’

 EE——
3. Authenticate & Authorize
GSSAPI / SSPI

(+ delegate TGT)
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Entra Connect

Entra MFA

Cloud-joined with OIDC Web auth (external IdP)

9. Fetch account

2. OIDC device flow
Grants URL + device code

FreelPA

,
|

4. Authenticate

Client Client

5. Retrieve identity claim

3. OIDC challenge

e

1. Authenticate

6. Get TGT
(krbtgt/IPA@IPA)

8. Switch user

7. Fetch account

Login
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User experience °

(jcalmels@cluster.domain.lan) Password: #*#****&*%

Authentication can be done on-prem or in the Cloud,
with or without SSO. s
On login, Kerberos tickets are granted transparently and

A ; ) Authenticate with PIN XXXXXXXX at https://microsoft.com/devicelogin and
prove one’s identity across services

press ENTER.

Cloud authentication can be done on any device,
through any mean supported by Entra
(e.g. WHfB, FIDO2)

$

Ticket cache: KEYRING:persistent:2000437969 :krb_ccache_vr@czrg
Default principal: jcalmels@CLUSTER.DOMAIN.LAN

Valid starting Expires Service principal
11/02/23 04:17:55 11/62/23 14:17:30

nfs/nfs.cluster.domain.lan@CLUSTER.DOMAIN.LAN
renew until 11/09/23 63:17:30

Face, fingerprint, PIN or security
key

Your device will open a security window. Follow the
instructions there to sign in.

" 11/02/23 04:17:30 11/02/23 14:17:30
*------ sybil/ipa.cluster.domain.lan@CLUSTER.DOMAIN.LAN
renew until 11/09/23 03:17:30

ek 11/02/23 04:17:30 11/02/23 14:17:30
krbtgt/CLUSTER.DOMAIN.LAN@CLUSTER.DOMAIN.LAN
renew until 11/09/23 63:17:30



Sybil for
Batch/Cl Workflows



Sybil

Tools for Kerberos ticket delegation and impersonation

* Small project developed in C/Rust: https://github.com/NVIDIA/sybil consisting of
- Server to be hosted alongside FreelPA
- CLI to delegate/impersonate user credentials
« Slurm plugin to manage credentials lifecycle with batch workflows

« Improve on https://github.com/cea-hpc/auks

- Adds support for impersonation through protocol transition (54U) and TGT forgery

» Full documentation is still WIP
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https://github.com/NVIDIA/sybil
https://github.com/cea-hpc/auks

Slurm infrastructure

7. Get cross-realm TGT 9. Get forwarded TGT
(krbtgt/IPA@AD) (krbtgt/AD@AD)

Store & Renew all
TGTs as needed

16. Get machine TGT

3. Fetch account (krbtgt/IPA@IPA)

\ 4

FreelPA

17.Get SYBIL CST
(sybil/sybil.server.lan@IPA)

8. Get SYBIL CST
(sybil/sybil.server.lan@IPA)

2. Authenticate & Authorize
Grants TGT
(krbtgt/AD@AD)

18. Retrieve, cache and renew user TGTs

49 Compute

N L

-

Login

14. Open session (UsePAM)

f v "’ 1 15. Remote init

10. Send user TGTs MUNGED

4’, Send user TGT
(7,8, 9, 10 omitted)

MUNGED

1. Password
authentication
- 19. Exec app
5. Allocate creds 6. Local init T 12. Check creds I
SLURMCTLD*
T ’ 13. Start job step
4. Submit job 11. Launch job with creds
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Cl/CD authentication

6. Get S4U2Self CST
(host/runner.server.lan for user@AD)

4. Get TGT and cross-realm TGT
(krbtgt/AD@IPA)

5. Get S4U2Self TGT referral
(krbtgt/IPA@AD for user@AD)

FreelPA
. 10. 8. Forge user TGT
Entra Connect : (krbtgt/IPA@IPA) 10. Fetch account
L'LL Y Runner
7. Get S4U2Proxy SYBIL CST ’
(sybil/sybil.server.lan 3. Retrieve and cache
for user@AD) user TGT

1.SAML / OIDC
authentication

GITLAB
RUNNER 1o
(custom executor)

2. Submit pipeline

9. Drop privileges

<

\/

SRUN

11. run step
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Conclusions & Future Work

FreelPA bridges the gap between Corporate identities, Cloud authentication and traditional Posix accounts

We could implement complete end-to-end authentication across all cluster resources
We developed Sybil to help address some scenarios that couldn’t be easily supported with standard Kerberos, such as

Batch and Cl workflows

Next steps:

Look into Keberizing Slurm authentication
Look into Kerberizing MPI authentication (Pmix)
Look into replacing local SSH for MFA with systemd runO
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SSH Authentication

5. Get cross-realm TGT
(krbtgt/IPA@AD)

3. Fetch account

\ 4

FreelPA

2. Authenticate & Authorize 6. Get SSH CST

9. Fetch account

(kr(g;;?;: DT g); D) (host/server.lan@IPA)
Client
""""""""" 11. Get forwarded TGT SSSD
(krbtgt/AD@AD) (PAM)
(+ slurm_adopt)
7. GSS authentication 10. Authorize

1. Password
authentication

v’ A f (principal)

12. GSS delegate TGT

I 15. GSS rekey TGT

4. SSH to remote host

14. Renew TGT

13. Exec shell

KRB5
localauth

8. Authorize
(GSS localauth)

Compute
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NFS Authentication

6. Get cross-realm TGT
(krbtgt/IPA@AD)

3. Fetch account

3
\4

FreelPA

) 10. Resolve UID/GIDs for principal
16. Resolve NFS mapping (strip idmap local realms)

H - 7. SetNFS £ST (user@nfsdomain -> UID) [GSSPROXY] (GSS localauth)

Grants TGT 14. Resolve NFS mapping
(krbtgt/AD@AD) (UID -> user@nfsdomain) (nfs/nfs.server.lan@IPA)

] L ety

12. Send GSS ACK

1. Password — .
authentication

4. l 14. 5. GSS upcall (UID) 13. Cache GSS context 9. GSS upcall (principal) 11. Cache GSS context

8. Send GSS creds

4. User opens file

15. Open file request
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Lustre Authentication

6. Get cross-realm TGT
(krbtgt/IPA@AD)

15. Retrieve supplementary

3. Fetch account groups for UID

- o FreelPA
10. Resolve UID for principal
2. Authenticate & Authorize 7 Get Lustre CST (check remote realm, idmap config, GSS localauth)
Grants TGT (lustre_mds/mds.server.lan@IPA)
(krbtgt/AD@AD)

f ! \/

1.Password ——
authentication

4, l 5. GSS upcall (UID) 13. Cache GSS context
12. Send GSS ACK

8. Send GSS creds

| !

4. User opens file

14. Open file request

v v
17. Open file request to OSS 16. Open file request to 0OSS/MDS
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SHARP infrastructure

3. Fetch account

\ 4

AD FreelPA

12. Create SHARP tree

—>

2. Authenticate & Authorize 6. Get machine TGT
Grants TGT (krbtgt/IPA@IPA)
(krbtgt/AD@AD)
7.Get UFM CST
(HTTR/ufm.server.lan@IPA)

J _ Compute
Login
SSSD (NSS)

\/

SHARP PLUGIN
P SRR

8. Issue nodes
reservation
5. Allocate SHARP resources 11. Exec app

1. Password
authentication

T ’ 10. Start job step

4. Submit job 9. Launch job
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Multi-Node NVLink Infrastructure

1. Allocate IMEX channel
(/dev/nvidia-caps-imex-channels/channelO)

2. Launch job
w/ IMEX channel

g \/
—
4. Exec app l
5. Export memory w/ IMEX channel 12. Lookup memory mapping I

NVIDIA RM (KERNEL)

8. Get machine TGT
(krbtgt/IPA@IPA)

9.Get IMEX CST
(nvidia-imex/server.lan@IPA)

3. Start job step

FreelPA

10. GSS authentication

11. Request memory
mapping

>

13. Send memory map

14. Register memory l T 7. Request import

NVIDIA RM (KERNEL)

6. Import memory w/ IMEX channel
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