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Intel TDX
Confidential Computing on the virtual machine level
Isolates a VM from software outside the trust
domain, e.g. the host OS
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Intel TDX Remote Attestation
Verify Intel TDX is enabled

Evidence can be verified by the relying party

On Azure CVMs: Azure Attestation Service
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SSH
Server/Client

Remote shell, file transfer, port forwarding, …

Comes with encryption and authentication

e.g. git, rsync



29.01.25, 12:07Integrating Intel TDX remote attestation into SSH

Page 6 of 18https://tufteddeer.github.io/remote-attestation-ssh-slides/?print-pdf#/title-slide

Project goal
Modify OpenSSH, so that our client only connects to

servers on a TDX enabled VM.
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Project goal
Modify OpenSSH, so that our client only connects to

servers on a TDX enabled VM.

client → challenger / relying party
server → attester
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Protocol
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Implementation
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Based on OpenSSH
New ra-ssh Service for attestation
trustauthority-cli for TDX quote generation

Needs privileged process
monitor messages between sshd and the session
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Server

Quote generation
trustauthority-cli quote -u <nonce>

Quote: 

runtime_data: 

user_data: ZmFiaWFu # base64(userdata)
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Server

Azure JWT creation
POST https://sharedeus2e.eus2e.attest.azure.net/attest/TdxVm?
api-version=2023-04-01-preview

{
  "quote": "BAACAIEAAAAAAAAAk5pyM...AAAAAA=",
  "runtimeData": {
    "data": "eyJrZXlzIjp...IyMCJ9",
    "dataType": "JSON"
  }
}
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Azure JWT
{
  "alg": "RS256",
  "jku": "https://sharedeus2e.eus2e.attest.azure.net/certs",
  "kid": "6qubGPaYpJMjCD9chNyuh/ztq87166pwivQJz1quFRQ=",
  "typ": "JWT"
}

{
"attester_tcb_status": "UpToDate",
"x-ms-attestation-type": "tdxvm",
"x-ms-compliance-status": "azure-compliant-cvm",
"x-ms-runtime": {
    "user-data": "2F1B...5B20",// base64(sha512(nonce))
    "vm-configuration": {
      "console-enabled": true,
      "secure-boot": true,
    ...
}
...
}

Full version on jwt.io

https://jwt.io/#debugger-io?token=eyJhbGciOiJSUzI1NiIsImprdSI6Imh0dHBzOi8vc2hhcmVkZXVzMmUuZXVzMmUuYXR0ZXN0LmF6dXJlLm5ldC9jZXJ0cyIsImtpZCI6IjZxdWJHUGFZcEpNakNEOWNoTnl1aC96dHE4NzE2NnB3aXZRSnoxcXVGUlE9IiwidHlwIjoiSldUIn0..uftpnYlBzHNXnRCk2BZtwYtD8Wd1ZwxzGWX5VUUVqBHvA90SeKmvvZfg8-Jt8PzVJyIERZ6U4_XzncN0FD71YOT9tJna6ojjYMRAnE4jh4yRuptl-s1ZLf95OeFOyZ1_Ty0iF20HRoo7_V9ljn3H0seM9WJ67Sm2-sXH3_K0b8-Am_o4B1J7kRpr9rVlErQ268vyj7HkNB5nC_hoDEgQ_LStzYjvOLuLCHfhhii0nPjz8KagQ-3Fro-GWHIO7N3PrdmMBSfNCdkTpd5Yk2s6Tui3Zko3t-81yzVkuSb-fzf8IvGcHU7CsqVY8YGlQ0tcqBbaYGq5WfRj0XwjmoAF1w&publicKey=%7B%0A%20%20%22e%22%3A%20%22AQAB%22%2C%0A%20%20%22kty%22%3A%20%22RSA%22%2C%0A%20%20%22n%22%3A%20%225OWmMD5FJL7KO0l93cFybd0n_-9MrPNZIo6H3Cvrh36c_RgKFc6nXNNrbZsq2OW4HdS82JX7Q9rvwgX1jMWmPFM_j1Un2rfTIY-Ebk4wshELZjJ9e0EGFzRY53UtfHh71mpsRELdjplH6WJ6WjoifyRxEnJPj8R4n1dAyfG5_kQNUGcDjMJwHpxYQrbyH07tRRikYrU0iDtodx1Kmp7O77DAbQ5Ll80gEcrGWkc9TELxbb635RxB4gzdn_JLd6169udurHy2ha9SyoXTa2c5MWRxpE56SIASZMFKCWLKa25750vFoC2zcHn2rjKAexQU2ta1dHnVtVlO4wH6RBq-8Q%22%0A%7D
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Mail: fabian.wesemann at stud.hs-flensburg.de

Implementation and Demo:

Slides: 

Paper: 

github.com/tufteddeer/openssh-tdx-remote-
attestation

tufteddeer.github.io/remote-attestation-ssh-
slides/

tufteddeer.github.io/remote-attestation-ssh-
slides/TDX-remote-attestation-in-SSH.pdf

https://github.com/tufteddeer/openssh-tdx-remote-attestation
https://tufteddeer.github.io/remote-attestation-ssh-slides/
https://tufteddeer.github.io/remote-attestation-ssh-slides/TDX-remote-attestation-in-SSH.pdf
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Interesting stu!
OpenSSH: 
Intel Trustauthority CLI:

Azure JWTs:

EAT profile: 

openssh.com

github.com/intel/trustauthority-client-for-go

thomasvanlaere.com/posts/2023/03/azure-
confidential-computing-verifying-microsoft-azure-
attestation-jwt-tokens/

learn.microsoft.com/en-
us/azure/attestation/trust-domain-extensions-eat-
profile

https://www.openssh.com/
https://github.com/intel/trustauthority-client-for-go
https://thomasvanlaere.com/posts/2023/03/azure-confidential-computing-verifying-microsoft-azure-attestation-jwt-tokens/
https://learn.microsoft.com/en-us/azure/attestation/trust-domain-extensions-eat-profile

