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Cybersecurity in embedded context

* Surface of attack
- Bypassing security rules (gain elevation access for critical features)

- Entry point for hackers: debug ports, unsafe authentication...
- Software vulnerabillities: user librairies, main OS packages (CVES)

* Already effective rules, a lot more are coming!

- | cYBER RESILIENCEJXl: penalities for manufacturers who have not
notify the relevant authorities about exploitable and vulnerabllities

- Specific automotive standards: ISO/SAE 21434 (Road Vehicles), ETSI
EN 303 645 (loT Devices), ISA/IEC 62443 (Industrial Automation)...

— All these rules are (or will be) mandatory for embedded market
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Addressing Risks

* Assert run the right code with the right permission
- Secure boot + TPM + Fuse master key
- Check signature on all installed software component
- Encrypt everything that should be (access code, data partition...)
- Systemic activation of MAC+DAC+Namespace+Cgroups...

* Full supply chain control from source code to executable
— Build under CI/CD factory
- Automatise SBOM, CVEs, test report, ...
- Secure the OTA
— Organize the system to be auditable (log generation, binary reproducibility, ...)
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What means boot integrity for us?
General statement for our Linux-based images

* Available on Intel x86 (64 bits) & ARM aarch (32/64 bits) but others arch too
* Different implementations depending on the embedded board vendor

Goal: each bootflow step is guaranteed and must verify the next
In integrity or by a signature process
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Securizing Linux bootflow
NXP board (ARM SoC) simplified example
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Securizing Linux bootflow
Hands on real production case
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Hands on real production case
One of our restricted embedded platform

* On top of Secure Boot we address challenges:

~ Full Disk Encryption (FDE)
~ Integrity Check (IC)
~— Heavy hardware constraints (cost)

e d 11 v, CPU: 32 bits 1-cores
—4TAB- Freq: @1Ghz

SA==P\ RAM: 1GB

T TT  NAND:512MB
Platform 1

* Already complex without security

* Very interesting challenge with security
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CPU: 64 bits 2-cores
Freq: @1.6Ghz
RAM: 256 MB
NAND: 512MB

Legal constraints: boot critical services in less than 30 seconds!
Legacy constraints: Linux Kernel 3.18 or 4.14 (imposed by SoC vendor)
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Hands on real production case
Lessons learned for Full Disk Encryption (FDE)

S

* Encryption for each board (secrets are stored in HSM/TPM)

* Runtime encryption is required (not possible at build)

* Encryption overhead:

— At first boot (initial encrypting operation)
— At runtime (between 20-40% IO throughput)
— At update (partitions to encrypt again)

* All hardware acceleration must be activated (kernelspace)
 Memory overhead: dm-crypt does the job with 1I5MB
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Hands on real production case

Lessons learned for Integrity Check (I1C)

* In our case, dm-verity costs too much (not respecting our constraints)
* How to do IC without dm-verity?

* At boot, when verifying read-only partitions (checksum)...
- ... boot time Is not respecting our constraints :’(
e At runtime, the IC must be done on decrypted data
* The systematic data partition decryption adds an additionnal cost
* Optimizations are highly required (10 to optimize, things to do
checksums on data partitions because the time is important)
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Lessons learned about boot security features
A conclusion for our Linux-based embedded platforms

* Need (a huge need!!) to enforce embedded systems

* Laws, rules and standards are evolving in this way

* Different implementations (SoC vendor)

* Security costs time and performances /\/
* ... SO optimization is required!

* Our work is still in progress l I

Adding secure boot features on restricted
platform is CHALLENGING!
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For more detalls,

* redpesk®
- Website: https://redpesk.bzh/
— Documentation: https://docs.redpesk.bzh/
- Sources: https://github.com/redpesk/readme
— Secure Boot: experiments on boards

 loT.bzh

- Website: https://iot.bzh/
— Publications: https://iot.bzh/en/publications

« Community Support

- Matrix.org: +redpesk:matrix.org
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https://redpesk.bzh/
https://docs.redpesk.bzh/
https://github.com/redpesk/readme
https://docs.redpesk.bzh/docs/en/master/redpesk-os/trusted-boot/trusted-boot-experiments.html
https://iot.bzh/
https://iot.bzh/en/publications
https://app.element.io/#/group/+redpesk:matrix.org
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Lorient Harbour, South Brittany, France
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https://www.gnu.org/licenses/fdl-1.3.fr.html
https://creativecommons.org/licenses/by-sa/3.0/deed.fr

redpesk® embedded software for loT

3 redpesk
e redpesk OS ﬁ_ redpesk Factory |
e LTS version based on RHEL devel version « Ease development and integration
based on CentOS Stream workflows in cross environment
e Support cross-build or emulated-build « Design for developers, integrator, QA
* BSP (Board Support Package) allowing to support engineers, delivery managers
various embedded boards .

CI/CD: automatic rebuild, testing

* Based on RPM packages « Based on Koji (Fedora build system) with

» Enriched by pservices & security frameworks extensions to support cross-building
Sources available at Commu_nity edition
https://github.com/redpesk https://community-app.redpesk.bzh
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https://github.com/redpesk
https://community-app.redpesk.bzh/

redpesk® factory based on proven tools
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Hands on real production case
Lessons learned for Full Disk Encryption (FDE)

Apps

READ RATE?

Apps

WRITE RATE?

Final mount - RO/RW
NO QUOTA (Exp.) - NOSEC LABELS (K4.12+)

UBIFS/SQFS partition (ubiN_M)

UBI volume (/dev/ubiN)

MTD (/devimtdblockX)

NO ENCRYPTION

Final mount - RO
NO QUOTA (Exp.) - NOSEC LABELS (K4.12+)

UBIFS/SQFS partition (ubiN_M)

DM-Crypt (uses block devices)

LIMITED TO READ-ONLY BLOCKDEV

UBI volume (/deviubiN)

MTD (/devimtdblockX)

NAND (Physical device)

ENCRYPTED, READ-ONLY MODE

Final mount - RO/RW i

QUOTAS - SEC LABELS]

EXT4 FS v

DM-Crypt Overhead?

7]
i

Raw image as a file + Loopback device ‘/
Intermediate mount in RW
UBIFS partition (ubiN_M)

UBI volume

MTD (/dev/mtdblockX)

ENCRYPTED, READ/WRITE MODE
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Hands on real production case
Lessons learned for Integrity Check (I1C)

SBL MBIB EFS2 SYS_rev |[BOOTCONF| SBLBAK TZ TZ1
RPM RPMA1 aboot aboot1 boot1 devcfg sec SCRUB
rootfs usrfs
ubifs readonly ubifs readonly
modem app
squashfs ubifs readwrite
rootfs1 usrfs1
ubifs readonly ubifs readonly
modem1 appdata
squashfs ubifs readwrite
persist OTAdata
ubifs readwrite ubifs readwrite
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