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What is a confidential container?

 runC containers

 Shared kernel

 Kata Containers

 Virtualization

 Confidential Containers (CoCo)

 Builds on top of Kata Containers

 Trusted Execution Environment (TEE)

 Remote Attestation

 Security Policy

 Kubernetes

 Container Orchestrator

 Storage
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Untrusted



Ephemeral storage

 Data is short-lived, but does not fit in memory

 Sharing between containers inside VM

 Goals

 Confidentiality

 Kubernetes integration

 Design

 Create block device on host and pass to VM

 Encrypt & format device inside VM

 Challenge

 Secure VM boundary: security policy
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virto-blk
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CDH uses

dm-crypt & dm-integrity



8



9



10



11



12



13



14



15



16



17



18



19



20



21



22



23



24



25



26



27



28



29



30



31



32



Persistent storage

 Final design TBD

 Builds on ephemeral storage

 Key differences

 CSI driver

 Key Broker Service
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Questions?
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Links

 PR (& proposal) to implement confidential ephemeral storage

 github.com/kata-containers/kata-containers/pull/10559

 Confidential Containers website

 confidentialcontainers.org

 Confidential Containers code

 github.com/kata-containers/kata-containers

 github.com/confidential-containers/guest-components
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https://github.com/kata-containers/kata-containers/pull/10559
https://confidentialcontainers.org/
https://github.com/kata-containers/kata-containers
https://github.com/confidential-containers/guest-components/


Policy validation 
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[RFC] Proposal for Container Metadata Validation · Issue #126 · confidential-containers/confidential-containers

https://github.com/confidential-containers/confidential-containers/issues/126
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CDH uses

dm-crypt & dm-integrity
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Ephemeral models
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Persistent models
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Verifying encryption settings
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Generating security policy
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