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● Staff Engineer @ GitHub
● Supply Chain Security
● Active OSS maintainer 

○ Sigstore
○ The Update Framework TUF



Early adopters include  
Homebrew 

All bottles built with 
attested build provenance 

Feature is still in beta

GA since June 2024

Available for OSS npm 
since October 2023

Free for open source

Guarantees integrity for 
artifacts built on GitHub 
Actions

Offering a simple path to 
Sigstore based signing for 
all OSS 

GitHub Artifact Attestations



“Classical signingˮ

● Raw signature over artifact
● Integrity is verifiable
● Signature is lacking context 

○ No verifiable metadata
● PKI can be complex

SCM CI/CD Registry User



GitHub Artifact Attestation

● Capture non-forgeable metadata about the build (provenance)
● Prove integrity from source to build step to consumer

○ Verifiable metadata allows for rich policies 
● Use workload identities instead of human identities
● GitHub provides PKI

○ Developer doesnʼt need to manage keys

SCM CI/CD Registry User



GitHub Action OSS

CA  PKI OSS

Attestation Store

gh cli OSS

K8s admission controller OSS, Sigstore policy controller)

Components



Sigstore

OpenSSF project

Signing and verification of 
binary artifacts

Public Good Instance

The Update Framework

CNCF project

Secure updates over 
untrusted channels

Secure trust root 
management and delivery

SLSA Supply-chain 
Levels for Software 
Artifacts)

OpenSSF Project

Open specification for 
build provenance as 
in-toto predicates

Built on open source



Simplified Overview 
Signed timestamps are not shown



Sigstore ephemeral signing overview

1. Generate in-memory private 
key-pair 

2. Send public key and ID token 
to Fulcio

3. Receive a signing certificate 
10 minutes expiration)

4. Sign build provenance
5. Acquire a signed timestamp
6. Persist signature on a 

transparency log (optional)

ID Token +



Key management

HSM or file on disk?

Is the key lost or compromised?

Key distribution and selection

Which key to verify with

Identity management

Is this person allowed to sign

Signing and verification

Sigstore Fulcio as CA

Identity federation

No key management

Ephemeral (one-time use) keys

Use workload identities instead of human 
identities

Artifact was signed by org/repo/workflow



GitHub Artifact 
Attestations  
The details



Public Good Instance PGI

For public repositories

Free for all

Operated by the sigstore community

Signing and identity information persisted 
on public append only ledgers

Sigstore operations

GitHub private instance

For private repositories

Privacy guarantee

All happens within GitHub

Fully compatible with PGI, tooling can be 
reused



Automatically generated 
during build

Captures metadata of the 
build which includes

Owner/repository

Git commit/ref

Workflow used

Build provenance







Offer a “battery includedˮ experience of using 
Sigstore

Sigstore only signs and verifies – integration to build 
systems has to be provided

Build provenance generation

Attestation discovery and storage

Sigstore does offer a solution

Access controls

Content addressable storage

Why not just use PGI Sigstore



GitHub Artifact 
Attestations  
How to use it



Enablement

Ready to use action

A few lines of yaml

Arbitrary artifacts can be attested

Yes, SBOMs



Compatible with cosign (primary 
sigstore cli)

The GitHub cli

Sigstore policy controller (k8s 
admission controller)

Verification



Signed != secure

Security best practices for builds have to be followed

CODEOWNERS 

Reusable workflows SLSA provides one)

Separation of build instructions and code

Build isolation

Security considerations



● @solana/web3.js December 2024
○ It appears malicious actors got push access to npm
○ No build provenance generated

● Ultralytics December 2024
○ GitHub Action template injection attack
○ Exfiltrated push token to PyPI
○ Transparency log entry/attestation proved very useful 

during forensic analysis
○ Second release did not contain build provenance

● Kong ingress controller January 2025
○ DockerHub push credentials stolen via Pwn Request
○ No build provenance generated

Relation to real world attacks



Demo - OCI

The cli fetches the referenced manifest
Retrieves attestations via the message digest of the downloaded manifest
Verify cryptographic signatures up to GitHubʼs root CA
Ensure the index manifest originated from kommendorkapten/ghademo repository
Flag ‘--format jsonʼ can be added for machine readable output



Demo workflow
Three artifacts built
local.txt is built and signed by this workflow
debug.txt is “builtˮ and signed by a reusable workflow
release.txt is “builtˮ and signed by a reusable workflow

This provides us with capabilities to understand two 
important properties:

1. Where did the source materials originate from
2. Who built and signed the artifact



Demo - 1

The cli computes the message digest of local.txt
Retrieves attestations via the message digest
Verify cryptographic signatures up to GitHubʼs root CA
Ensure artifact (local.txt) originated from kommendorkapten/ghademo repository
Flag ‘--format jsonʼ can be added for machine readable output



Demo - 2

The cli computes the message digest of local.txt
Retrieves attestations via the message digest
Verify cryptographic signatures up to GitHubʼs root CA
As the artifact is signed by a different repository (the reusable workflow), the signerʼs 
identity does not match the provided one



Demo - 3

The cli computes the message digest of local.txt
Retrieves attestations via the message digest
Verify cryptographic signatures up to GitHubʼs root CA
Originating and signing repository matches – verification succeeds



Demo - 4

The cli computes the message digest of local.txt
Retrieves attestations via the message digest
Verify cryptographic signatures up to GitHubʼs root CA
Artifact was not built and signed by the release workflow



Demo - 5

The cli computes the message digest of local.txt
Retrieves attestations via the message digest
Verify cryptographic signatures up to GitHubʼs root CA
Originating repository and signing workflow matches – verification succeeds



Thank you!

Questions?


