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Providers

e Require a combination of hardware and software

(intel®> AMDZU AI'm

e Delivered with cloud providers or server manufacturers

£ aws

c®We SUSE 7

.||||

<3

NVIDIA.

Y Google Cloud



AMD SEV-SNP
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Key Features

e Memory Encryption
e Nested Paging
e Integrity Protection

e Key Management and Attestation
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SEV Architecture
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OVMF
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What is OVMF?

e Open-source UEFI firmware for virtual machines.
e Part of Tianocore's EDK II project.

Key Features:

e UEFI-compliant boot environment.
e Works with QEMU/KVM.
e Simplifies UEFI app development.
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AMD SEV-SNP in Open Source

Technology | Features EDK2 QEMU Linux
SEV Memory encryption >= edk2- >=212 >=4.15
stable201808

SEV-ES Memory encryption >= edk2- >=6.0 >=5.10
+ CPU state encryption stable202008

SEV-SNP Memory encryption >= edk2- >=9.10 >=6.11
+ CPU state encryption stable202405
+ Memory integrity protection
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Commits

Commits
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Integration
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SEV Driver

struct kvm_sev_cmd {
_u32id;
__u32 pado;
___ub4 data;
__u32 error;
__u32sev_fd;

/* Secure Encrypted Virtualization command */ [**

enum sev_cmd_id { * SEV platform commands

/* Guest initialization commands */ */
KVM_SEV_INIT =0, enum {
KVM_SEV_ES_INIT, SEV_FACTORY_RESET =0,
[* Guest launch commands */ SEV_PLATFORM_STATUS,
KVM_SEV_LAUNCH_START, SEV_PEK_GEN,
KVM_SEV_LAUNCH_UPDATE_DATA, SEV_PEK_CSR,
KVM_SEV_LAUNCH_UPDATE_VMSA, SEV_PDH_GEN,

.. SEV_PDH_CERT_EXPORT,
KVM_SEV_NR_MAX, SEV_PEK_CERT_IMPORT,

j SEV_GET_ID, /* This command is
deprecated, use SEV_GET _ID2 */
SEV_GET_ID2,

SNP_PLATFORM_STATUS,

struct sev_issue_cmd {
} * | SNP_SET_CONFIG,
b4 data; [’ SNP_VLEK_LOAD
T /_) ___u32 error; /* Out */ - — ’
} __ packed;
SEV PLATFORM — SEV_MAX,
vm_fd loCTL . -
kvm_fd sev_fd
[dev/kvm /dev/sev
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PI Architecture Firmware Phases

©

Reset Event Permanent DXE Shutdown
; Memory Foundation
emporary . .
Memory HOB-Memory DXE Boot Device OS Loader Runtime SIeep
DI teh Selection Restart
Root of Trust HOB-Firmware g pe el e
Handoff Handoff DXE
information information Drivers OS Loader
. Pre-EFI Driver Boot Transient . .
Security Initialization Execution Device System Load Runtime AURATIC
Selection
SEC PEI DXE BDS TSL RT AL
Power on Platform Initialization > OS Boot > Shutdown
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PI Architecture Firmware Phases

©

Verify Initialize Confidential
Hardware SEV-SNP Computing Shutdown
Support Support Blob
; : Boot Device OS Loader Runtime SIS
Verify Hypervisor Protocols for A
Hypervisor Features Memory Selection Restart
Support Acceptance
Memory
Validate Allocation SEV-SNP OS Loader
System RAM Hob Configuration
Table
. Pre-EFI Driver Boot Transient . .
Security Initialization Execution Device System Load Runtime AURATIC
Selection
SEC PEI DXE BDS TSL RT AL
Power on Platform Initialization > OS Boot > Shutdown
2 I I
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