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● Require a combination of hardware and software

Providers
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● Delivered with cloud providers or server manufacturers



AMD SEV-SNP
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Key Features

● Memory Encryption

● Nested Paging

● Integrity Protection

● Key Management and Attestation
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What is OVMF?

● Open-source UEFI firmware for virtual machines.
● Part of Tianocore's EDK II project.

Key Features:

● UEFI-compliant boot environment.
● Works with QEMU/KVM.
● Simplifies UEFI app development.
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Upstream Status
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AMD SEV-SNP in Open Source

Technology Features EDK2 QEMU Linux

SEV Memory encryption >= edk2-
stable201808

>= 2.12 >= 4.15

SEV-ES Memory encryption 
+ CPU state encryption

>= edk2-
stable202008

>= 6.0 >= 5.10

SEV-SNP Memory encryption 
+ CPU state encryption 
+ Memory integrity protection

>= edk2-
stable202405

>= 9.10 >= 6.11
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Integration in Virtualization
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SEV Driver

/dev/kvm /dev/sev

kvm_fd

vm_fd

sev_fd

SEV IOCTL

SEV PLATFORM
IOCTL

struct kvm_sev_cmd {
        __u32 id;
        __u32 pad0;
        __u64 data;
        __u32 error;
        __u32 sev_fd;
};

/* Secure Encrypted Virtualization command */
enum sev_cmd_id {
        /* Guest initialization commands */
        KVM_SEV_INIT = 0,
        KVM_SEV_ES_INIT,
        /* Guest launch commands */
        KVM_SEV_LAUNCH_START,
        KVM_SEV_LAUNCH_UPDATE_DATA,
        KVM_SEV_LAUNCH_UPDATE_VMSA,
     …
        KVM_SEV_NR_MAX,
};

struct sev_issue_cmd {
        __u32 cmd;                              /* In */
        __u64 data;                             /* In */
        __u32 error;                            /* Out */
} __packed;

/**
 * SEV platform commands
 */
enum {
        SEV_FACTORY_RESET = 0,
        SEV_PLATFORM_STATUS,
        SEV_PEK_GEN,
        SEV_PEK_CSR,
        SEV_PDH_GEN,
        SEV_PDH_CERT_EXPORT,
        SEV_PEK_CERT_IMPORT,
        SEV_GET_ID,     /* This command is 
deprecated, use SEV_GET_ID2 */
        SEV_GET_ID2,
        SNP_PLATFORM_STATUS,
        SNP_COMMIT,
        SNP_SET_CONFIG,
        SNP_VLEK_LOAD,

        SEV_MAX,
};
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Thank You!

Q&A
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AMD SEV-SNP



Integrity Threats
[11]
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Reverse Map Table (RMP)

[11]
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Page Validation 

[11]
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SEV-SNP Page States
[11]
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[1]



Virtual Machine Privilege Levels (VMPL)
● VMPL0 being the highest privilege level and VMPL3 the least privileged.
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Interrupt/Exception Protection

Two optional modes:

● Restricted Injection
● Alternate Injection
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VM Launch & Attestation
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Key Attestation
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AMD Secure Processor

Key Management

MMIO Registers (Platform Management API, Guest Management API)

Hypervisor -> SEV Driver -> MMIO Registers

34



35

AMD-SEV



VM Launch & Attestation
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Architecture



Key Management [6]
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Platform Authenticity
(AMD, Cloud Provider)

Confidential 
Communication
(Guest Owner  <-> PSP )

AMD Product

AMD SEV CPU

Chip OTP fuses

Cloud Provider

PSP

PSP



Sevctl
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Certificate chain for device identity
● ARK -> ASK -> CEK -> PEK -> report (AMD)

 
Certificate chain for platform owner identity: 
● OCA -> PEK -> report (Platform Owner)



Launch a Guest
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Launch a Guest
● PSP sends PDH and PEK to hypervisor, which sends chain to guest owner
● Guest owner validates PDH with chain of PEK, CEK, ASK and ARK, as well as OCA
● Guest owner generates ephermeral ECDH key (GDH)
● Guest owner derives shared Key Encryption Key (KEK) from private key of GDH and public key 

of PDH
● Guest owner generate ephemeral Transport Integrity Key (TIK) and Transport Encryption Key 

(TEK), encrypts both with KEK
● Guest owner sends public key of GDH, encrypted TIK/TEK, and launch policy to hypervisor
● Hypervisor calls PSP LAUNCH_START with these parameters (but can't decrypt the TIK/TEK)
● PSP derives KEK from its private key of PDH and the public key of GDH, uses KEK to decrypt 

TIK
● Hypervisor allocates ASID and calls PSP ACTIVATE to enable guest
● PSP generates memory encryption key (VEK) for this ASID (if the ASID is already in use, the 

PSP returns ASID_OWNED and won't activate the guest)
● Guest owner sends clear text kernel and initrd to hypervisor

41



Launch a Guest
● Hypervisor calls PSP LAUNCH_UPDATE_DATA  to add the kernel and initrd to the guest
● PSP hashes clear text of data and encrypts physical pages with VEK (*** IS THERE A TOCTOU? ***)
● Hypervisor calls PSP LAUNCH_UPDATE_VMSA  to configure virtualization structures
● PSP hashes clear text VMSA structures and encrypts them with VEK
● Hypervisor calls PSP LAUNCH_MEASURE
● PSP generates liveliness nonce and computes HMAC of the nonce data, vmsa and policy using the TIK 

that only it and the guest owner know
● Hypervisor sends this measurement HMAC to the guest owner (it can't fake it since it doesn't know TIK)
● Guest owner validates HMAC, trusts that VM has been setup correctly
● (Hypervisor can't add new pages at this point since the LAUNCH_MEASURE  moves the guest into LSECRET 

mode and disables the LAUNCH_DATA  command)
● Guest owner sends up to 16 KB encrypted with TEK and HMAC'ed with TIK to the hypervisor. This can 

contain secrets like disk encryption keys so that the cloud provider can't see them (although the cloud 
provider was able to see the entire kernel and initrd, so they should not contain secrets).

● Hypervisor calls PSP LAUNCH_SECRET  to add this data to the guest
● PSP validates HMAC with TIK, decrypts with TEK and re-encrypts with VEK into the guest's memory
● Hypervisor calls PSP LAUNCH_FINISH , which causes the PSP to forget all of the guest keys except for 

VEK
● Hypervisor invokes VMRUN to start the encrypted guest enclave
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VM boot process with kernel
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SEV Key Management

Communicates with x86 software 
‒ Mailbox registers 
‒ Shared memory buffer

44



● Supported Operating Modes 
● Long mode  
● Legacy PAE mode
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SMD-SEV Support [1]
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AMD-SEV ES



VMM Communication Exception (#VC)
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VMCB

[12]
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VMCB
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Implementation



AMD SEV

QEMUUser Space

Kernel Space

OVMF

KVM

SEV Driver 

[9]QEMU AMD-SEV

[6]AMD-SEV API

fw_cfg

sev_ioctl

SEV Firmware Guest 
Management API



AMD SEV

/dev/kvm /dev/sev

kvm_fd

vm_fd

sev_fd

SEV IOCTL

SEV 
PLATFORM

IOCTL

struct kvm_sev_cmd {
        __u32 id;
        __u32 pad0;
        __u64 data;
        __u32 error;
        __u32 sev_fd;
};

/* Secure Encrypted Virtualization command */
enum sev_cmd_id {
        /* Guest initialization commands */
        KVM_SEV_INIT = 0,
        KVM_SEV_ES_INIT,
        /* Guest launch commands */
        KVM_SEV_LAUNCH_START,
        KVM_SEV_LAUNCH_UPDATE_DATA,
        KVM_SEV_LAUNCH_UPDATE_VMSA,
     …
        KVM_SEV_NR_MAX,
};

struct sev_issue_cmd {
        __u32 cmd;                              /* In */
        __u64 data;                             /* In */
        __u32 error;                            /* Out */
} __packed;

/**
 * SEV platform commands
 */
enum {
        SEV_FACTORY_RESET = 0,
        SEV_PLATFORM_STATUS,
        SEV_PEK_GEN,
        SEV_PEK_CSR,
        SEV_PDH_GEN,
        SEV_PDH_CERT_EXPORT,
        SEV_PEK_CERT_IMPORT,
        SEV_GET_ID,     /* This command is 
deprecated, use SEV_GET_ID2 */
        SEV_GET_ID2,
        SNP_PLATFORM_STATUS,
        SNP_COMMIT,
        SNP_SET_CONFIG,
        SNP_VLEK_LOAD,

        SEV_MAX,
};

character device driver



VM Launch & Attestation
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/edk2/OvmfPkg/ResetVector/Main.asm 

- Main routine of the pre-SEC code up through the jump into SEC

54

BITS    16
Main16:
    OneTimeCall EarlyInit16

    OneTimeCall TransitionFromReal16To32BitFlat
BITS    32
    mov     byte[WORK_AREA_GUEST_TYPE], 0

Main32:
OneTimeCall InitTdx
OneTimeCall Flat32SearchForBfvBase
OneTimeCall Flat32SearchForSecEntryPoint

%ifdef ARCH_IA32
    OneTimeCall CheckSevFeatures
    …
    jmp     rsi

%else
    OneTimeCall Transition32FlatTo64Flat

BITS    64
   …
jmp     rsi

Ovmf ResetVector



/edk2/OvmfPkg/ResetVector/Ia32/AmdSev.asm

- Provide the functions to check whether SEV and SEV-ES is enabled.

/edk2/OvmfPkg/Sec/AmdSev.c

- File defines the Sec routines for the AMD SEV

55

Ovmf ResetVector
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Ovmf - SEC 
/edk2/OvmfPkg/Library/QemuFwCfgLib/QemuFwCfgSec.c

- BOOLEAN EFIAPI QemuFwCfgIsAvailable (VOID) 
- QemuFwCfgSelectItem (QemuFwCfgItemSignature); - 

Signature = QemuFwCfgRead32 (); 
- QemuFwCfgSelectItem (QemuFwCfgItemInterfaceVersion) - 

Revision = QemuFwCfgRead32 (); 

- BOOLEAN InternalQemuFwCfgIsAvailable (VOID) 
- BOOLEAN sInternalQemuFwCfgDmaIsAvailable (VOID) 
- BOOLEAN InternalQemuFwCfgDmaIsAvailable (VOID) 
- VOID InternalQemuFwCfgDmaBytes
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Ovmf - PEI
EDK2/OvmfPkg/Library/QemuFwCfgLib/QemuFwCfgPei.c

- STATIC BOOLEAN QemuFwCfgIsCcGuest (VOID) 
- BOOLEAN EFIAPI QemuFwCfgIsAvailable

- InternalQemuFwCfgIsAvailable ()
- STATIC VOID QemuFwCfgProbe 

- UINT32   Signature; 
- UINT32   Revision; 

- STATIC EFI_HOB_PLATFORM_INFO
*QemuFwCfgGetPlatformInfo 
- EFI_HOB_PLATFORM_INFO  *PlatformInfoHob; 
- EFI_HOB_GUID_TYPE      *GuidHob;

- RETURN_STATUS EFIAPI QemuFwCfgInitialize 
- BOOLEAN InternalQemuFwCfgIsAvailable 
- BOOLEAN InternalQemuFwCfgDmaIsAvailable 
- VOID InternalQemuFwCfgDmaBytes
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Ovmf - DXE
EDK2/OvmfPkg/Library/QemuFwCfgLib/QemuFwCfgDxe.c

- UINTN EFIAPI QemuGetFwCfgSelectorAddress 
- UINTN EFIAPI QemuGetFwCfgDataAddress 
- UINTN EFIAPI QemuGetFwCfgDmaAddress 
- RETURN_STATUS EFIAPI QemuFwCfgInitialize 



QEMU SEV, SEV-ES, SEV-SNP Enabled
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/qemu/target/i386/sev.c



/qemu/target/i386/sev.c
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/qemu/linux-headers/asm-x86/kvm.h

/qemu/accel/kvm/kvm-all.c

QEMU SEV I/O Control
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QEMU SEV Platform I/O Control
/qemu/linux-headers/linux/psp-sev.h

/qemu/target/i386/sev.c

/usr/include/sys/ioctl.h



SEV-SNP Implementation in OVMF
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KVM
- 3d4aeaad8bb8 KVM: SVM: Report Nested Paging support to userspace
- 5bd2edc341d1 KVM: SVM: Implement MMU helper functions for Nested Nested Paging
- 709ddebf81cb KVM: SVM: add support for Nested Paging
- 6c7dac72d5c7 KVM: SVM: add module parameter to disable Nested Paging
- e3da3acdb32c KVM: SVM: add detection of Nested Paging feature
- c63cf135cc99 KVM: SEV: Add support to handle RMP nested page faults
- e3cdaab5ff02 KVM: x86: SVM: fix nested PAUSE filtering when L0 intercepts PAUSE
- 28f091bc2f8c KVM: MMU: shadow nested paging does not have PKU
- 6fec21449a62 KVM: x86: use correct page table format to check nested page table reserved bits
- 54987b7afa90 KVM: x86: propagate exception from permission checks on the nested page fault
- e2358851efbc KVM: SVM: comment nested paging and virtualization module parameters
- 3d4aeaad8bb8 KVM: SVM: Report Nested Paging support to userspace
- 5bd2edc341d1 KVM: SVM: Implement MMU helper functions for Nested Nested Paging
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KVM
d8aa7eea78a1 x86/mm: Add Secure Encrypted Virtualization (SEV) support
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KVM
916391a2d1dc KVM: SVM: Add support for SEV-ES capability in KVM
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KVM
cbd3d4f7c4e5 x86/sev: Check SEV-SNP features support
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KVM

200664d5237f crypto: ccp: Add Secure Encrypted Virtualization (SEV) command support

- Support for SEV API Spec [link]
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https://www.amd.com/content/dam/amd/en/documents/epyc-technical-docs/programmer-references/55766_SEV-KM_API_Specification.pdf


KVM

Implementation SEV API 
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KVM Nested Paging
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KVM 6.11 Support sev-snp
ab978c62e72d Merge branch 'kvm-6.11-sev-snp' into HEAD
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Linux Kernel SEV, SEV-ES, SEV-SNP Enabled

71

/linux/arch/x86/kvm/svm/sev.c
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Thank You



76

AMD SEV-SNP



Integrity Threats
[11]

77



Reverse Map Table (RMP)

[11]
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Page Validation 

[11]
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SEV-SNP Page States
[11]
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Virtual Machine Privilege Levels (VMPL)
● VMPL0 being the highest privilege level and VMPL3 the least privileged.
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Interrupt/Exception Protection

Two optional modes:

● Restricted Injection
● Alternate Injection
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VM Launch & Attestation
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Key Attestation
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AMD Secure Processor

Key Management

MMIO Registers (Platform Management API, Guest Management API)

Hypervisor -> SEV Driver -> MMIO Registers
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Appendix
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SEV API



Usage Flows
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Usage Flows
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Nested Paging 



91

VM 
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host
qemu

(hypervisor/VMM)

KVM

User space
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VMCB

guest mode

host mode

VMEXIT VMRUNVMRUN
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Page Walk
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Traditional Paging

VA

PA



94

Nested Page Walk

1 D 2 D



(a) Hardware page table virtualization
● Intel - Extended Page Tables (EPT)
● AMD - Nested Page Tables (NPT) 

(b) Software page table virtualization
● VMM - Shadow Page(gVA→hPA)
● Managed by VMM (Hypervisor)
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Page Table Virtualization
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Nested Page vs. Shadow Page

Compare Nested Page Shadow Page

Page Table Updates Fast: Direct (hardware-managed) Slow: VMM (software-managed)

Performance Overhead Less Higher

Page Table Walk
(gVA -> hPA) 

24 4

Hardware Support Native Walk + Nested Page Native Page
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Nested Paging 

gVA

gPA

hPA

hVA
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CR3 register lifecycle
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● AMD-V
○ AMD-V 提供了  host mode 和 guest mode ，分别用来运行  host 和 guest ，并且在  guest 运行了特权指令时 VMEXIT 到 host ，由 

host 进行处理， host 处理完后  VMRUN 进入到 guest 继续运行。
●  KVM

○ KVM 使用 AMD-V ，封装了  ioctl 供用户程序 (QEMU) 使用 .
○ ioctl (…) 设置 guest(VM) 的内存，运行起始位置等
○ ioctl(KVM_RUN)， QEMU 调用 ioctl(KVM_RUN)，使得从  host mode VMRUN 进入到 guest mode ，开始运行  guest 。 在 guest 运

行了 特权指令时 VMEXIT 到 host ，即 ioctl (VM_RUN) 函数返回到  QEMU ， QEMU 进行处理，处理完成后，  调用 ioctl 
(KVM_RUN) 进入 guest mode ，继续运行 guest ，循环这个过程。

○ VMRUN/VMEXIT 时，相关 host/guest 状态保存在  VMCB 中，每个  vCPU 对应一个 VMCB( 一个 guest 可能使用多个  vCPU) 。
● QEMU

○ 使用一个进程代表一个  VM(guest)
○ 使用一个线程代表一个  vCPU 。
○ 使用 KVM 提供的  i octl 管理 / 运行 VM 。
○ 实例代码 （参考下面的代码）

● GUEST
○ guest 可以是不做任何修改的  kernel( 全虚拟化 ?), 也可以是针对虚拟化修改过的 kernel(para- virtulization ?)

● VMCB
○ VMCB 保存了  相关 host/guest 状态 保存，在进行 host/guest mode 切换时会用到。

●
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● Key
○ Same encryption key: All memory encrypted with SME uses the same AES encryption key.
○ Random key generation: The AES encryption key is randomly generated each time the system boots.

● Software cannot read or modify the key: The encryption key cannot be read or modified by software.
● Determining Support

○ CPUID Fn8000_001F[EAX]. Bit 0 indicates support for Secure Memory Encryption.
● Enabling Memory Encryption Extensions

○ enabled by setting SYSCFG MSR bit 23 (MemEncryptionModEn) to 1
○ software must ensure it is executing from addresses where these upper physical address bits are 0 prior to setting 

SYSCFG[MemEncryptionModEn]
● Supported Operating Modes

○ Long Mode 
○ Legacy PAE-Protected Mode

● I/O Accesses
○ Physical Address Reduction:
○ C-bit
○ MMIO Pages
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Encrypted Memory Access
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SEV Use Cases

Cloud
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Sandboxing



SEV Architecture
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SEV Software Implications

● Hypervisor
● Guest
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SEV

/qemu/target/i386/sev.c
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C-bit (Crypted bit)
● Functional

○ Encryption Control
● Usage

○ Software uses the C-bit to control memory encryption.
● Location

○ CPUID Fn8000_001F[EBX] [5:0]
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CR3 Register
● Hardware Register 

○ Point to the base address of the currently active page table

● In VM, CR3 (gCR3) 
○ point to guest page table 

● In host, CR3(nCR3)  
○ points to the nested page table or the host's page table 
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CPUID Fn8000001F[EAX]
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CPUID Fn8000001f[EBX]
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CPUID Fn8000001f[EBX]



119

CPUID Fn8000001f[ECX]
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CPUID Fn8000001f[EDX]



QEMU SEV Enabled 

121

/qemu/hw/core/qdev.c

/qemu/target/i386/sev.c /qemu/qom/container.c

/qemu/qom/object.c

/qemu/tests/qtest/arm-cpu-features.c

/qemu/qom/object.c

/qemu/qom/object.c



Xen vs KVM vs QEMU
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RMP Initialization
● Initialization: 

○ Correctly set RMP_BASE and RMP_END, align them properly, and zero out the memory in 
the range before enabling SEV-SNP.

● RMP Size and Coverage 
○ Understand the RMP structure, calculate its size, and how it maps to physical memory.

● Role of AMD-SP 
○ The AMD-SP is crucial in finalizing RMP initialization and ensuring secure management 

of the RMP memory.
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RMP Initialization
● MSRs for RMP Initialization

○ MSR C001_0132 (RMP_BASE): Defines the starting physical address of the RMP.
○ MSR C001_0133 (RMP_END): Defines the ending physical address of the RMP.
○ Consistency: Both RMP_BASE and RMP_END must be set identically across all cores in the system before globally enabling SEV-SNP.

● Alignment Requirements
○ Alignment: RMP_BASE and (RMP_END + 1) must be aligned to 8KB boundaries. Additional alignment requirements may be specified by the AMD Secure Processor (AMD-SP), so it’s 

important to check the latest AMD-SP specifications for any further alignment details.
● RMP Structure and Size

○ Memory Layout: The memory region between RMP_BASE and RMP_END is organized as follows:
■ 16KB for Processor Bookkeeping: This space is reserved for internal processor data.
■ RMP Entries: Following the bookkeeping area, the RMP entries are each 16 bytes in size.

○ Coverage Calculation: The size of the RMP determines the range of physical memory that the hypervisor can assign to SNP-active VMs. The RMP covers the physical address space from 0x0 
to an address calculated by the formula:

((RMP_END + 1 – RMP_BASE – 16KB) / 16B) x 4KB

Example: If RMP_BASE is set to 0x100000, to cover the first 4GB of physical memory, RMP_END should be set to 0x1103FFF, resulting in an RMP size just over 16MB.

● Initialization 
a. ProcessPre-Initialization: Before enabling SEV-SNP globally, the memory range from RMP_BASE to RMP_END should be zeroed out to ensure it starts in a known state.
b. SecureNestedPagingEn Bit: Set this bit in the SYSCFG MSR to enable SEV-SNP.
c. AMD-SP Role: The hypervisor requests the AMD-SP to finalize the initialization of the RMP. The AMD-SP initializes the RMP and prevents direct software modifications to this memory range.
d. Subsequent Modifications: All further changes to RMP entries must be done using x86 RMP manipulation instructions or through interactions with the AMD-SP, ensuring controlled and secure 

management of the RMP.
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