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Nubus: An Enterprise Open Source IAM Stack in Kubernetes
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Univention

● Univention GmbH
Founded 2002 in Bremen (Germany), about 100 employees 
in Germany, Spain, and USA.

● Our products
Nubus, Univention Corporate Server (UCS), and UCS@school 
are used by 14,000 organisations and millions of users world 
wide.

● Our customers
From SMB to telecommunications companies, focus on 
public and educational sector.

Produces 100% Open Source Software 
for centralized Identity and Access Management, 
integration of applications and accessibility through 
portals.
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Digital sovereignty through an open, secure and 
federable IT platform.

 Independence
We give our customers the choice of technology. Because we don't 
like dependencies on individual manufacturers.

 Innovation
Our tools and resources are always up to date. This increases the 
value creation potential of our customers.

 Control
Our customers retain control over user identities, data and IT 
processes at all times.

 Self-determination
We are committed to ensuring that the freedom of choice and 
customisability of IT are permanently guaranteed for our 
customers.

Our vision & mission
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or 

Focus: easy installation in virtual machines

● Easy installation of default configurations

● Quick implementation of base scenarios in 
customer projects

● Extensive functionality: Samba AD DC, IP 
Management etc.

● Works on hypervisor and bare metal

Focus: automation and scalability

● Flexible scaling of functional modules

● Automation of deployment and scaling is 
part of the product (Helm charts)

● BSI compliant in higher security levels

● Lower resource usage in bigger 
environments

● Assumes existing Kubernetes
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 Components

Identity Store and Directory Service

Identity Provider 

Authorization 
Service

Management 
Web UI

Directory Manager 

Provisioning Service

Interconnect 
Service

Self ServicePortal
End-user

perspective

Backend

Administration
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 Identity Management

Identity Store 
and Directory 

Service

Directory 
Manager 

Provisioning 
Service

Admin
Web UI

Manage identities, roles & access, store, and connect applications.

Identity 
Provider

Authorization 
ServiceIdentities Applications
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 Extensibility
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 Extensibility
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 Extensibility & Interfaces

Identity Store 
and Directory 

Service

Directory 
Manager 

Provisioning 
Service

Identity 
Provider

Attributes

SAML

OpenID Connect

REST APILDAP

Portal
Content

CSS

Authorization 
Service

REST API

REST API
Hooks

Roles
& Rights
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 Integration package

Attributes

SAML

OpenID 
ConnectLDAP

Content
CSS REST API

REST API

Hooks

Roles 
& Rights

All extensions in one package:
configuration & code

● Easy to deploy
● Kubernetes: options for Helm
● UCS: App Center

● Created by
● Univention
● Software vendors
● Operators



13

 Standardized Structure:
  /bin/loader : The plugin loader API.
  /plugins/{plugin-type}/ : Location of plugin 

sources.
  /target/{plugin-type}/ : Target paths for loaded 

plugins, will be a PVC at runtime.
 Loader script copies extensions from source to 

target paths.
 Simple copy operation in the file system.
 Each Nubus component only mounts the extension 

files that it needs.

 Integration package
 under the hood
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 LDAP: Extend LDAP Access Control Lists and modify LDAP Schema.
  ldap-acls 
  ldap-schema 

 Customize Univention Directory Manager behavior.
  udm-handlers 
  udm-hooks.d 
  udm-syntax.d 

 Enhance Univention Management Console.
  umc-icons 
  umc-modules 

 Bootstrap initial directory content.
  udm-data-loader 

 Integration package
 under the hood
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 Integration package
 under the hood
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 Integration package
 under the hood



17

 Final words

 Nubus is an Open Source IAM (https://github.com/univention)
 Nubus integrates into existing environments
 Nubus integrates with applications
 Nubus can be extended

 Contact: troeder@univention.de
 Docs for architects, operators, developers: https://docs.software-univention.de/
 Forum: https://help.univention.com/
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