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Dependency management in Go

- go.mod declares minimal required versions of module dependencies
- Released, versioned, and distributed together

- go.sum contains cryptographic hashes of modules
- Not a lockfile, can contain multiple versions
- Hashes incompatible with nix

- Minimal Version Selection
- Deterministic algorithm to select versions
- Only one version of a dependency is selected

- List dependencies after MVS (build list): go list -m all
- go.dev/ref/mod

https://go.dev/ref/mod
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buildGoModule

- Bandwidth
- Storage
- No Caching
- No introspection into dependencies in Nix
- No way to easily update dependencies
- No way to patch vulnerabilities



govulncheck-nixpkgs

- govulncheck is the official vulnerability scanning tool for Go
- Uses Go’s vulndb
- Checks if vulnerable code is reachable
- Run govulncheck on src of packages build with buildGoModule

https://pkg.go.dev/golang.org/x/vuln/cmd/govulncheck
https://go.dev/doc/security/vuln/


govulncheck-nixpkgs



GOCACHEPROG (go 1.24)



gobuild.nix

- Next-gen builder for Go
- Use GOCACHEPROG
- Provide a package set of Go dependencies
- Each Go module as one derivation



gobuild.nix: GOCACHEPROG

Props to @adisbladis for initial implementation



gobuild.nix at derivation level



gobuild.nix: the package set

Big thanks to @malt3 for continued help implementing this!



gobuild.nix

- Incremental src fetching
- Incremental builds/ caching
- Composability via setup hooks
- Possibility to patch vulnerabilities
- (Maybe) provide a GOPROXY

- Target: nixpkgs
- Status: highly experimental, not usable yet



Looking for people to collaborate on this!

For both

github.com/katexochen/gobuild.nix
and

github.com/katexochen/govulncheck-nixpkgs

Talk to me here or write to @katexochen:matrix.org

https://github.com/katexochen/gobuild.nix
https://github.com/katexochen/govulncheck-nixpkgs
https://matrix.to/#/@katexochen:matrix.org


Go go Go!

github.com/nix-community/gomod2nix

-  fetching dependencies individually, code generation

github.com/numtide/build-go-cache

- build cache for all dependencies in a single derivation, code gen

github.com/dnr/nix-gocacheprog

- GOCACHEPROG, cache outside of nix, impurity

https://github.com/nix-community/gomod2nix
https://github.com/numtide/build-go-cache
https://github.com/dnr/nix-gocacheprog

