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TunnelVision - What's required?

DHCP
Routing-based VPN



en.wikipedia.org/wiki/Virtual_private_network - CC BY-SA 4.0



# ip route show
# default means 0.0.0.0/0
default via 192.168.98.23 dev wlp9s0 proto dhcp src 192.168.98.245 metric 600 
192.168.98.0/24 dev wlp9s0 proto kernel scope link src 192.168.98.245 metric 600 



# old
# default means 0.0.0.0/0
default via 192.168.98.23 dev wlp9s0 proto dhcp src 192.168.98.245 metric 600 
192.168.98.0/24 dev wlp9s0 proto kernel scope link src 192.168.98.245 metric 600 

# new, destinations to use the VPN for
10.0.0.0/8 via 10.42.23.1 dev tun0 proto static metric 50 
10.42.23.0/24 dev tun0 proto kernel scope link src 10.39.192.10 metric 50 

# new, routes to access the VPN server (192.168.55.1)
192.168.98.23 dev wlp9s0 proto static scope link metric 50 
192.168.55.1 via 192.168.98.23 dev wlp9s0 proto static metric 50 



DHCP Option 121 - Classless Static Route Option for DHCP



# destinations to use the VPN for
10.0.0.0/8 via 10.42.23.1 dev tun0[...]
10.42.23.0/24 dev tun0[...]

# The attack
10.0.1.0/24 dev wlp9s0 proto dhcp[...]
10.0.2.0/24 dev wlp9s0 proto dhcp[...]
10.0.3.0/24 dev wlp9s0 proto dhcp[...]
[...]







# ip rule show
# format: priority: policy
0: from all lookup local
32766: from all lookup main
32767: from all lookup default



0: from all lookup local
16383: from all lookup vpn proto static
32766: from all lookup main
32767: from all lookup default

# ip route show table vpn
# destinations to use the VPN for
10.0.0.0/8 via 10.42.23.1 dev tun0[...]
10.42.23.0/24 dev tun0[...]



Zerodays



TunnelCrack - https://tunnelcrack.mathyvanhoef.com/details.html



DHCP Option 33 - Static Route Option
DHCP Option 249 - Microsoft Classless Static Route Option



More Zerodays



IPv6



nmcli connection modify MY_VPN_CONNECTION_NAME 
    ipv4.route-table 75 
    ipv4.routing-rules "priority 32000 from all table 75" 
    ipv6.route-table 75 
    ipv6.routing-rules "priority 32000 from all table 75"



routed VPNs make your routing table part of the VPN configuration
Secure users don't let DHCP (and SLAAC and DNS) change their VPN configuration
CVEs might be too specific
CVEs might be too broad



Still some attack vectors open in NetworkManager
Make policy routing the default
Documentation



What are your questions?



Please provide feedback via pretalx
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