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Disclaimer

Many ambiguous and even
contradicting definitions exist!
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(Architecturally-defined) Attestation1

Attestation

Platform
(HW, FW, SW)

Genuine Up to date

1Sardar, Fossati, Frost, and Xiong, “Formal Specification and Verification of Architecturally-defined Attestation Mechanisms
in Arm CCA and Intel TDX”, 2024.
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(Architecturally-defined) Attestation1

Attestation

Platform
(HW, FW, SW)

Genuine Up to date

Workload

Expected state

Measurement

1Sardar, Fossati, Frost, and Xiong, “Formal Specification and Verification of Architecturally-defined Attestation Mechanisms
in Arm CCA and Intel TDX”, 2024.
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Attestation vs. Authentication

Attestation vs.
Authentication

Attestation Authentication
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Attestation vs. Authentication

Attestation vs.
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State Identity
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Protocol Perspective (Simplified)

Attestation

Generation
of Evidence

Attesting
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Conveyance
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nonce
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Computing Paradigms using Attestation

Computing
paradigms

Trusted
Computing (TPM)

x = G(raphics),D(ata),...
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Attestation in Fully-CPU based CC

Attestation
in TEEs

Process-based

Intel SGX

Anonymous
(EPID)

Non-anonymous
(DCAP)

Planned EPID End Of
Life (EOL): 2 April, 2025 (source)
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Use Cases of Attestation
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Example: Attested TLS
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Figure: Remote Attestation Figure: TLS 1.3
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Pre-/Intra-/Post-HS Attestation

TLS Handshake

Signing of claims

Signing of claims

Signing of claims

Pre-handshake Attestation

Post-handshake Attestation

Intra-handshake Attestation

Key Exchange Authentication

Time
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Talks Today: Attested Secure Channels

Pre-/Intra-/Post-HS TEE

Attested CSR Pre-HS Intel SGX

Attested SSH Post-HS Intel TDX

Attested Noise Pre-HS? Any
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Core Idea

Open source and
precise specifications!
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Formal Analysis vs. Verification

Formal Analysis
vs. Verification

Formal Analysis

Specifications
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Levels of Assurance for Attested TLS Protocols

RA-TLS2

(Pre-HS)
TLS attest3

(Intra-HS)
SCONE4

(Post-HS)

(a) Open-source implementation ✓5 ✓6 ×
(b) Informal specifications available × ✓7 ×
(c) Formal specifications ✓8 × ×
(d) Formal analysis of specifications ✓9 × ×
(e) Formal verification of implementation × × ×

2Knauth, Steiner, Chakrabarti, Lei, Xing, and Vij, Integrating Remote Attestation with Transport Layer Security, 2018.
3Tschofenig, Sheffer, Howard, Mihalcea, Deshpande, Niemi, and Fossati, Using Attestation in Transport Layer Security (TLS)

and Datagram Transport Layer Security (DTLS), 2024.
4Arnautov et al., “SCONE: Secure Linux Containers with Intel SGX”, 2016.
5Gramine, 2024.
6Hardware-Backed Attestation in TLS, 2024.
7Tschofenig, Sheffer, Howard, Mihalcea, Deshpande, Niemi, and Fossati, Using Attestation in Transport Layer Security (TLS)

and Datagram Transport Layer Security (DTLS), 2024.
8Sardar, Niemi, Tschofenig, and Fossati, “Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol”, 2024.
9Sardar, Niemi, Tschofenig, and Fossati, “Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol”, 2024.
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Verifiers and friends

• Verification is a central concept in Attestation

• The act of appraising (making sense of) Evidence.

• Driven by a Policy provided by the “Verifier Owner”

• Informed by supply chain inputs: Reference Values (Attester’s desired
state) and Endorsements (Attester’s actual state)

• Produces a (signed) appraisal statement called Attestation Result

• The AR is used by a Relying Party in a trust decision regarding the
Attester

• The RATS architecture provides a dedicated role: Verifier

• Verifier can be a separate TTP, or co-located with RP
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Verifiers and friends (cont.)

There are talks that directly or indirectly involve the most relevant OSS
verifier [and Verifying RPs] projects:

• CoCo/Trustee AS (Magnus)

• Veraison (Jag and Suzaki-san)

• Oak (Katsiarina and Ivan)

• Keylime (Jean, but also Thore and Anderson at Friday’s attestation
workshop!)
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Verifiers and friends (cont.)

• Lots of good stuff!

• Different use cases, different goals

• Cross-pollination is happening

• FOSDEM, CCC, IETF, Linaro Connect, is bringing us together
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(More) Talks

Reference value providers
Jean-Philippe’s “Virtual Machine attestation on Arm CCA”
(Highly dynamic) Attesters
Magnus’s “Measurement and Attestation Schemes for Container
Sandboxes”
Conveyance protocols
Jean’s Secure Push Attestation with Extensible REST APIs
RATS end-to-end integrations
Jag’s “Remote Attestation in the cloud”
Suzaki-san’s “Remote Attestation on Arm TrustZone OP-TEE with
Veraison Verifier”
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Honorable Mentions (some presented in Friday workshop10)

• Content Authenticity & its Provenance (Yogesh Deshpande)

• APIs for Endorsement Flows (Paul Howard)

• Expanding Keylime: Attestation for TEEs (Anderson Toshiyuki Sasaki)

• Remote Attestation for Confidential MPC and Collaborative AI (Drasko
Draskovic, Danko Miladinovic)

• Attestation in Production (Jonathan McDowell)

• Trustless Attestation Verification with Zero-Knowledge Proofs (Dayeol Lee)

• TPM based Remote Attestation: Pitfalls and Lessons Learned (Thore
Sommer)

• Secure Cloud-Native IoT (Anastassios Nanos)

• Lightweight Intra-handshake Attestation over EDHOC (Yuxuan)

• Attestation Servers and Protocols (Klaus Heinrich Kiwi, Yash Mankad)

• Privacy-Preserving Attestation (Oana Barbu)

• Attested TLS for Confidential Computing (Muhammad Usama Sardar)
10https://github.com/muhammad-usama-sardar/attestation-workshop-fosdem25
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Special thanks for help in devroom organization!

• Ionut Mihalcea (Arm)

• Jo Van Bulck (KU Leuven)

• Fritz Alder (NVIDIA)
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Exciting Talks!
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