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HOW MISTSERVER HANDLES SRT CONNECTIONS
IN INDEPENDENT CHILD PROCESSES




CONTEXT 2

WHAT IS MISTSERVER?

» Media server software package
» In development since ~2009
» Free and Open Source (Unlicense)

» Focus on transmuxing and easy integration

» Developer-centric
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CONTEXT 3

MISTSERVER CONNECTIONS

» Separate process per connection
X Less efficient

v/ Isolation between clients

Ingest Delivery
RTMP input process 1 II output process 1 —» HLS
RTMP input process .. II output process .. =» WebRTC

output process n—» HLS

input process n I Stream Buffer I
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CONTEXT 4

SRT: SECURE RELIABLE TRANSPORT

» Reference implementation: libsrt

» Haivision, circa 2012

» Open-sourced in 2017

» Sends MPEG-TS streams, preserving timing
» Fairly low latency

» Usage by the media industry increasing in recent years.
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PROBLEMS?

NO PROBLEM, RIGHT?

» libsrt -> reference implementation in c++
» upump-srt -> tied closely to upipe, partial

» gosrt -> written in go, partial

» MistServer -> Open Source!

» libsrt -> Open Source!
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PROBLEMS.

A MINOR INCONVENIENCE

» libsrt takes ownership of the underlying UDP
sockets

» Manages them as an internal resource

Ingest Delivery

» SRT

F Seend . = G
® No separate process per connection!
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>» SRT

ut process1 —» HLS

ut process n = WebRTC




FIX, MAYBE?

POSSIBLE SOLUTIONS

» Add support for forking binaries to libsrt

» Write our own SRT implementation
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MORE PROBLEMS 8

S0 WE'RE STUCK. OR ARE WE?

» Unattractive options:
» Moditying or forking libsrt
» Custom implementation

» SRT's future was uncertain

» Initial solution: ugly but functional

» Current situation: SRT ended up sticking around
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SOLUTION

THE SECRET THIRD OPTION

» SRT specification available now

» Handshake packets quite easy to recognize
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SRT Control packet structure

FOSDEM2025

0 1 2 3
01234567890123456789012345678901
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—F+—+—+—+—+—+—+—+
| Version |
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—F+—F+—+—+—+—+—+—+
| Encryption Field | Extension Field |
+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—t—F—t—t—t—t—F—t—F—t—F—+—+—+—+
| Initial Packet Sequence Number |
+—t—t—t—t—t—t—t—+—t—t—t—t—t—t—+—t—F—t—F—t——t——F——F—t—F—+—+—+—+
| Maximum Transmission Unit Size |
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—F+—+—+—+—+—+—+
| Maximum Flow Window Size |
+=+=t=t=t=t =t =t =t =t =t =t =t =t =t =t =t =ttt =t

| Handshake Type |

+-+-+—-+-+-+-+—-+=-+=-+=-+=-+=4=-+=4=-+=F4=+t=F4=+t ==+ =+4=+=+4
| SRT Socket ID |
t—t—F—F—F—F—F—+—F—F—F—F—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+—+
| SYN Cookie |
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—F+—+—+—+—+—+—+—+

| |
+ +
| |
T Peer IP Address T
| |
+ +
| |

+=+=+=4=+=+=+=+=t+=+=+=+=+=+=+=+=+=+=+=t+=+=+=+=+=+=+=+=+=+=+=+=+=+
| Extension Type Extension Length |
+-+-+-+-+-++++++++++++++++++++—+—+—+—+—+—+—+—+

+ Extension Contents +

t=t=t+=+=t+=+=t+=t=+=t=+=t+=t=t=t=+=t=+=t=t=t =ttt =t to === =4+

SRT Handshake packet structure




SOLUTION 10

THE SECRET THIRD OPTION
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CONTEXT 11 ‘

UDP SOCKETS
» UDP is a connection-less protocol ‘

161.136.49.119:14969

» UDP sockets can still be connected:

» Connected UDP sockets receive all traffic 92.106.53.87:58747

0.0.0.0:1345

from the connected peer

174.36.51.99:37424

165.175.192.205:43517
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CONTEXT

UDP SOCKETS

» UDP is a connection-less protocol

-
» UDP sockets can still be connected:
» Connected UDP sockets receive all traffic 0.0.0.0:1345

from the connected peer
174.36.51.99:37424
_ 192.168.0.2:1345
165.175.192.205:43517 +165.175.192.205:43517
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APPLICATION 13

INTERCEPT THE HANDSHAKE OURSELVES

» Listen on the main port ourselves

» Spawn a new process, init libsrt, use a
connected UDP socket to listen

» libsrt docs forbids this - but it works!
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v/ STANDARD, UNMODIFIED LIBSRT
v/ MULTI-PROCESS ISOLATION!

BEST OF BOTH WORLDS!






http://www.mistserver.org

