


Who am |?

Embedded Open Source:

Zephyr Project: 2016 —

Real Time Linux: 2016 — 2024
ELISA Project: 2018 —

Space Grade Linux: 2024 —

Volunteer:
« SPDX: 2009 —
« SBOM: 2018 —

Hobbies:
*  Photography
« Travel to places with penguins

Contact:
kstewart@linuxfoundation.org
https://www.linkedin.com/in/katestewartaustin/

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0
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Zephyr Project

- Open source real time operating system

- Developer friendly with vibrant
community participation

Built with safety and security in mind - Zephyr OS

- Broad SoC, board and sensor support. .

- Vendor Neutral governance < ‘ 4
- Permissively licensed - Apache 2.0 s | ‘ :

- Complete, fully integrated, highly e ’ :

configurable, modular for flexibility

« Product development ready using LTS
includes security updates

- Certification ready with Zephyr Auditable /

Cl1 THELINUX FOUNDATIONPROJECTS
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Zephyr Unique Contributors

2024 YEAR IN REVIEW

First-Time
50%+

Contributors



https://zephyrproject.org/zephyr-rtos-2024-wrap-up-a-year-of-growth-innovation-and-community-impact/
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2024 YEAR IN REVIEW New Boards Added



https://zephyrproject.org/zephyr-rtos-2024-wrap-up-a-year-of-growth-innovation-and-community-impact/

17 MEETUPS, 15 CITIES, 8 COUNTRIES
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Cologne, Germany ® srael

Bangalore, India ® Kanpur, India
Berlin, Germany ® Munich, Germany
Erlangen, Germany ' Aarhus, Denmark
Karlsruhe, Germany ® Zurich, Switzerland
Maribor, Slovenia ® Jena, Germany
Paris, France ® Hamburg, Germany

Austin, Texas

b 4

Zephyr

2024 YEAR IN REVIEW

Source: https://zephyrproject.org/zephyr-rtos-2024-wrap-up-a-year-of-growth-innovation-and-communit
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Linux Foundation Projects Velocity ety

Linux Foundation Projects 1/1/2024 - 1/1/2025

@ Linux (kernel.org) 4727 authors
L'inuxd @ Kubernetes (kubernetes.io) 3590 authors
100000 @ pytorch (pytorch.org) 2389 authors
@ OpenTelemetry (opentelemetry.io) 1756 authors
OW‘"T‘*'emeW‘Kubernetes‘ @ Zephyr (www.zephyrproject.org) 1118 authors
50000 ' v @ Argo (argoproj.github.io) 867 authors
@ Hyperledger (hyperledger.org) 708 authors
@ Node.js (nodejs.org) 673 authors
@ Backstage (backstage.io) 650 authors
@ Cloud Foundry (cloudfoundry.org) 520 authors
Aﬁs @ Prometheus (prometheus.io) 508 authors
g 10000 - A @ Cilium (cilium.io) 465 authors
Ki
3 . co@he{r‘é"ss[’% 0 @ Jenkins (jenkins.io) 465 authors
* mm :
14 5000 K3s OperaionErame @ ORPC (grpc.io) 457 authors
Z ﬁ“b ,@%R%%’% " PX4 Dr@mpilot @ Envoy (www.envoyproxy.io) 437 authors
£ .ar °'55|d3,fp'5,5|§ doeionstacpaponflve. ) )
= (KED, A@,ﬁFNeural:NéEb_ :yé%ﬁ%}‘, @ PX4 Drone Autopilot (px4.io) 417 authors
s - UnikrMicTockst ee<cErem @ Meshery (layer5.io/meshery) 390 authors
b4 Open ARIN, ~rn kb estelisrampe S N
< snasmeg st parypial NG L InspektorGadget @ FINOS (finos.org) 374 authors
-totoA§(§6§§.§ ertnete g packe Network Service Mesh
= Kirresah @ Keycloak (keycloak.org) 345 authors
1000 Athenz_ | oxilB. CREO @ Crossplane (crossplane.io) 308 authors
#=:00giNg OpEM!TO
i ¥ ..,,l,A o @ Istio (istio.io) 301 authors
. 1O\ ph - Telenresente Giiister
- Distribution,, AcWE OF ardy | Fledge .Ki'_“@a"ilv @ Kubeflow (kubeflow.org) 299 authors
500  ASWF OpenColor|O g, =g o sioci Ml KBGB :
- KiihaVelatine Wt ;'ngas\ore' bl @ NATS (nats.io) 284 authors
Prﬂ%“"“é}% Hesheasegress koerverless Devs Cloud D entiKit for Kub
RV unaosngr._‘a e FARSEC(kep) s @ containerd (containerd.io) 268 authors
= Corelinfrastructuréilusigraphy
Space p, ASWE Open Shadiiig Laliguagerain rese Jerkins X = @ Fluentd (fluentd.org) 268 authors
e o A _~ <& = & Ortelius o ) )
SWF o}!é;%ﬂﬂg grnetes Toolser Tremor @ Fluid (github.com/fluid-cloudnative) 248 autho...
StackenKubelet )
K8up tofBity @ RISC-V (riscv.org) 232 authors
100 OpenEﬂOps @ KubeVirt (kubevirt.io) 229 authors
50 100 500 1000 5000 10000 50000 100000 217 more

Logarithmic Commits

Source: https://github.com/cncf/velocity
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Linux Foundation Projects Velocity ety

Linux Foundation Projects 1/1/2024 - 1/1/2025

@ Linux (kernel.org) 4727 authors
Linux{ @ Kubernetes (kubernetes.io) 3590 authors
100000 @ pytorch (pytorch.org) 2389 authors
@ OpenTelemetry (opentelemetry.io) 1756 authors

M ‘
Ope"TEIemeWKubernetes Zephyr (www.zephyrproject.org) 1118 authors
50000 - @ Argo (argoproj.github.io) 867 authors

@ Hyperledger (hyperledger.org) 708 authors
@ Node.js (nodejs.org) 673 authors
@ Backstage (backstage.io) 650 authors
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Logarithmic Commits
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Top Open

Top 30 projects 1/1/2024 - 1/1/2025
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) Zephyr’

Linux (kernel.org) 4727 authors

NixOS (nixos.org) 4294 authors

Kubernetes (kubernetes.io) 3590 authors

React (facebook.com) 3542 authors

LLVM (llvm.org) 2672 authors

Hugging Face (huggingface.co) 2663 authors
pytorch (pytorch.org) 2389 authors

Datadog (datadog.com) 2255 authors

dotnet (microsoft.com/net) 2255 authors

Rust (rust-lang.org) 2032 authors

LangChain (langchain.com) 2031 authors
Grafana Labs (grafana.com) 1988 authors
Homebrew (brew.sh) 1861 authors

DefiLlama (defillama.com) 1827 authors

Home Assistant (home-assistant.io) 1799 authors
OpenTelemetry (opentelemetry.io) 1756 authors
VS Code (code.visualstudio.com) 1359 authors
Ethereum (ethereum.org) 1250 authors
Caseflow (va.gov) 1221 authors

Ansible (ansible.com) 1180 authors

Vercel (vercel.com) 1177 authors

ﬁ‘zl:.:ﬁ:EST AP|
authors

pi-specs) 1150

OpensShift (openshift.com) 1145 authors

python (www.python.org) 1138 authors

Zephyr (www.zephyrproject.org) 1118 authors
Jellyfin (jellyfin.org) 1084 authors

DefinitelyTyped (definitelytyped.org) 1050 authors
Sentry (sentry.io) 1042 authors

Llamalndex (llamaindex.ai) 1024 authors

Zed (zed.dev) 1020 authors

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.

Source: https://github.com/cncf/velocity
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Top Open

Topﬂgog projects 1/1/2024 - 1/1/2025

100000
80000
60000
M Label: Zephyr
Commits: 9,964
40000 PRs + Issues: 29,565
Project: Zephyr (www.zephyrproject.org) 1118 auth
o Size (square root of authors): 33.4 .
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) Zephyr’

@ Linux (kernel.org) 4727 authors

@ NixOS (nixos.org) 4294 authors

@ Kubemetes (kubernetes.io) 3590 authors

@ React (facebook.com) 3542 authors

@ LLVM (livm.org) 2672 authors

@ Hugging Face (huggingface.co) 2663 authors
@ npytorch (pytorch.org) 2389 authors

@ Datadog (datadog.com) 2255 authors

@ dotnet (microsoft.com/net) 2255 authors

@ Rust (rust-lang.org) 2032 authors

@ LangChain (langchain.com) 2031 authors

@ Grafana Labs (grafana.com) 1988 authors

@ Homebrew (brew.sh) 1861 authors

@ DefiLlama (defillama.com) 1827 authors

@ Home Assistant (home-assistant.io) 1799 authors
@ OpenTelemetry (opentelemetry.io) 1756 authors
@ Vs Code (code.visualstudio.com) 1359 authors
@ Ethereum (ethereum.org) 1250 authors

@ Caseflow (va.gov) 1221 authors

@ Ansible (ansible.com) 1180 authors

@ Vercel (vercel.com) 1177 authors

Azure REST API
® (github.

t-api- ) 1150
authors T

@ Openshift (openshift.com) 1145 authors

@ npython (www.python.org) 1138 authors

@ Jellyfin (jellyfin.org) 1084 authors

@ DefinitelyTyped (definitelytyped.org) 1050 authors
@ Sentry (sentry.io) 1042 authors

@ Llamaindex (llamaindex.ai) 1024 authors

@ Zed (zed.dev) 1020 authors

200000

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Open Source RTOS Ecosystem

Operating First Controls Declared Total Contributors in  Total Commits in

System Commit Commits License Contributors last month Commits l|ast month

Zephyr 2014/11 community Apache-2.0 2476 334 109,429 1,655
nuttX 2007/?  community BSD-variant — Apache-2.0 593 62 57,664 357
RT-Thread 2009/06 community GPL-2.0 — Apache-2.0 729 28 16,855 78
Tizen RT 2015/04 Samsung BSD-variant — Apache-2.0 203 23 11,557 79
RIOT 2010/09 community LGPL-2.1 368 19 47,062 82
FreeRTOS 2004/07 Richard Barry GPL-2.0 w/ FreeRTOS — MIT 207 9 3,565 14
Contiki-NG 2017/10 community BSD-3-Clause 219 3 17,975 8
Sel4 2014/07 community GPLv2 AND BSD-2-Clause 113 2 4,615 3
myNewt 2015/06 community Apache-2.0 135 2 11,143 3
mbed OS  2013/02 ARM Apache-2.0 or BSD-3-Clause 692 0 34,621 0
ThreadX 2020/05 MSFT — community MSL — MIT 21 0 208 0

Data extracted on 2025-01-31 from github

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0



Methodology: Sample from Github

https://github.com/zephyrproject-rtos/zephyr
- Total commits: 109,429
- Total contributors: 2,476

https://github.com/zephyrproject-rtos/zep

.# zephyr Pubic

ulse/monthly

- Monthly contributors: 334
- Monthly commits: 1,655

December 31,2024 - January #1, 2025

Overview

1,247 Active pull requests

i- 886 11361 ©337 ©244

Merged pull requests Open pull requests Closed issues New issues

P main ~ P 55Branches © 198 Tags

@© Unwatch 407 ~

9 jhedberg and kartben drivers: bluetooth: silabs_efr32: Add support fo... @B/ 77a350 - 2 hours ago

M _github
B arch
B boards
cmake
doc

drivers.

8 samples
B scripts
W share

B snippets

ci: twister: rename weekly twister job
arch: riscv: Rename _Fault to z_riscv_fault
soc: mimxrt1180: Add USB support

cmake: Remove build type

drivers: adc: ads1x4sOx: Add ADS124S0X SUpPOrt into exi...

drivers: bluetooth: silabs_efr32: Add support for vendor H...

dts: common: espressif: update partition tables

samples: basic: add support for NRF54H20 cpuppr P\

scripts: west_commands: sdk: Display a download progre...

Revert "sysbuild: populate build_info with list of images”

snippets: wifi-ipv4: Increase max polling sockets

drivers: adc: ads1x4sOx: Rename files, preparing for addin...

D 109,429 Commits

2 weeks ago
3 days ago
17 hours ago
19 hours ago
2 hours ago
2 hours ago
2 hours ago
2 hours ago
2 days ago
15 hours ago
2 years ago
2 hours ago

2 hours ago

2 days ago

28 days ago

V»A

% Fork 6.9k Starred 1.3k

About

Primary Git Repository for the Zephyr
Project. Zephyr is a new generation,
scalable, optimized, secure RTOS for
multiple hardware architectures.

@ docs.zephyrproject.org
iot  real-time  microcontroller
embedded  bluetooth  bluetooth-le

meu rtos  zephyr  zephyros

embedded-c  zephyr-rtos

Readme
Apache-2.0 license
Code of conduct
Security policy
Activity

Custom properties
1.3k stars

407 watching

6.9k forks

<o dDs+ReRB

Report repository

Releases 127

© Zephyr 4.0.0
on Nov 15, 202

40 M soc soc: nxp_rw: Update pinctrl setting for FlexSPI 15 hours ago
Excluding merges, 334 authors have pushed 1,574 commits Contributors 2,476
to main and 1,655 commits to all branches. On main. 4,273 B8 submanifests submanifests: optional: Hotfox for rust trying to build on t... 4 days ago 9 . g
3 - 4,
; » 9000210
files have changed and there have been 109,802 adi II II I subsys doc: releases: 4.1: Document removed PM symbol 3 hours ago P4 ﬂ
: S 00920
and 70,276 deletions. 0 B tests tests: nrf70: Add enterprise security tests 2 hours ago
CETREY 2R TraveE +2.462 contabutors
[ .checkpateh.conf checkpatch: Adapt the braces check to Zephyr last month

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.
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How does this compare to the
Linux Kernel?




How does this compare to Linux?

6.8 Linux Kernel Statistics™

1,938* 1,945 9
Contributors From Lines of Code Changes Per
219 Organizations Modified Daily Hour

H—E)—O

7,064 1,281

Lines of Code Lines of Code
Added Daily Removed Daily

* Source: https://lwn.net/Articles/964106/ Time period for 6.8: 2024/1/8-2024/3/10=63 days
Also data from: Source: https://qgithub.com/aregkh/kernel-history/blob/master/kernel stats.ods from 6.5



https://github.com/gregkh/kernel-history/blob/master/kernel_stats.ods

So what was it like when Linux started?

When Linux Started in 1991...

UNIX Source Available:
SVR4, MINIX 1.5, 4.3BSD

Commercial Distributions:
A/UX, IBM AlX, Dec Ultrix,
HP-UX, IRIX, SunOS, MIPS
RISC/os, Xenix ...




What is Linux like Today?

100% 82% 2nd 90% 90% 69% #1

Supercomputer Smartphone To Windows  Mainframe Public Cloud  Embedded Internet
Market Market Share in Enterprise  Customers Workload Systems Market Client

Every market Linux has entered it eventually dominated



Lessons Learned by Linux Community circa 2016/2017

Linux Kernel
Development

Report

Jonathan Corbet, LWN.net
Greg Kroah-Hartman, The Linux Foundation

Source:
https://www.linuxfoundation.org/resource

s/publications/linux-kernel-report-2017

More recent stats can be found at:
https://www.linuxfoundation.org/tools/lin
ux-kernel-history-report-2020/

Short release cycles are important.

Process scalability requires a distributed,
hierarchical development model.

Tools matter.

The kernel’s strongly consensus-oriented
model is important.

A related factor is the kernel’'s strong “no
regressions” rule.

Corporate participation in the process is
crucial.

There should be no internal boundaries
within the project


https://www.linuxfoundation.org/resources/publications/linux-kernel-report-2017
https://www.linuxfoundation.org/resources/publications/linux-kernel-report-2017
https://www.linuxfoundation.org/tools/linux-kernel-history-report-2020/
https://www.linuxfoundation.org/tools/linux-kernel-history-report-2020/

++ Lessons Learned

e \Vendor-neutral environment for technical decision making

e Mix of companies and individuals participating — “scratching their itches”
e Streamline upstreaming process — DCO - “signed-off-by:”

e Public code reviews — “reviewed-by:”

e Consensus-oriented decision model — email, in-person summits

e Hierarchical development model (maintainer model) — “signed-off-by”
e No internal boundaries — developer can contribute anywhere

e Tools matter - git enabled distributed version control - push/pull

e Short predictable release cycles and with fixed merge windows

e Stable & LTS: stable and long term support releases support product development

KEY: Developer frustration with status quo inspires creative solutions.
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So what lessons did Zephyr
apply from the Linux Kernel
Best Practices?

A

‘ 5




Zephyr's Vision zephyr

The Zephyr Project strives to deliver
the best-in-class RTOS for
connected resource-constrained
devices, built to be secure and safe.



.

Developers Decide Directions " Zephyr

Configuration: kconfig & kbuild added in 2015 prior to launch
Unified kernel: nano + microkernels — unified kernel in 2016
Infrastructure: Gerrit/JIRA — GitHub/Issues in 2017

Build system: kbuild — cmake in 2018

Code of Conduct: adopted in 2018

Other areas:
- APIs & HALs - reworked
- Modularization & Device Tree support
- Release & LTS processes refined



Applying ++ Lessons Learned

Linux Best Practice Zephyr Adoption

Vendor Neutral Decision Making
Companies and Individuals Participate
Streamline upstreaming process

Public code reviews?

Consensus Oriented Decision Models
Hierarchical development (Maintainers)
No Internal Boundaries

Distributed version control

Short Release Cycle (w/ Merge Window)
Long Term Support Releases



Applying ++ Lessons Learned

Linux Best Practice Zephyr Adoption

Vendor Neutral Decision Making Yes, Project support from multiple companies.
Companies and Individuals Participate

Streamline upstreaming process

Public code reviews?

Consensus Oriented Decision Models

Hierarchical development (Maintainers)

No Internal Boundaries

Distributed version control

Short Release Cycle (w/ Merge Window)

Long Term Support Releases
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Nordic Semiconductor ...

Intel Corporation

Others

Linaro Limited
STMicroelectronics Inte.

Meta Platforms, Inc
bs Engineering S.L
NXP Semiconductors N.
Antero APS

2021

Nordic Semiconductor ...

Intel Corporation

Google LLC

Others

2k
/ Antero APS

STMicroelectronics Inte.

&
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Meta Platforms, Inc.
E— y c

Centrinix

Nordic Semiconductor ...

Intel Corporation

Google LLC

Others
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STMicroelectronics Inte

Meta Platforms, Inc

Teslabs Engineering S.L
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V
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2023

.
.

Nordic Semiconductor ..

Intel Corporation

NXP Semiconductors N.

Others

Google LLC

Linux Foundation

STMicroelectronics Inte

Antero APS

Meta Platforms, Inc

Source: https://zephyrproject.org/zephyr-rtos-2024-wrap-up-a-year-of-growth-innovation-and-community-impact/
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Applying ++ Lessons Learned

Linux Best Practice Zephyr Adoption

Vendor Neutral Decision Making Yes, Project support from multiple companies.
Companies and Individuals Participate  Yes, TSC has companies & community participation.
Streamline upstreaming process

Public code reviews?

Consensus Oriented Decision Models

Hierarchical development (Maintainers)

No Internal Boundaries

Distributed version control

Short Release Cycle (w/ Merge Window)

Long Term Support Releases



zephyr | CONTRIBUTING.rst () el 1Y ‘

- Zephyr'

w4} tims-ot and andrewboie doc: Fixed a link in CONTRIBUTING.rst & ed80be5 - 6 years ago (1) History

| Preview | Code Blame 39 lines (28 loc) - 1.65 KB Raw O & 2 ~

Contribution Guidelines

As an open-source project, we welcome and encourage the community to submit patches directly to the project. In our collaborative open
source environment, standards and methods for submitting changes help reduce the chaos that can result from an active development
community.

This document briefly summarizes the full Contribution Guidelines documentation.

Zephyr uses the permissive open source "Apache 2.0 license’_ that allows you to freely use, modify, distribute and sell your own
products that include Apache 2.0 licensed software.

There are some imported or reused components of the Zephyr project that use other licensing and are clearly identified.

The Developer Certificate of Origin (DCO) process is followed to ensure developers are following licensing criteria for their
contributions, and documented with a Signed-off-by line in commits.

Zephyr development workflow is supported on Linux, macOS, and Windows, (with a few exceptions).

Source code for the project is maintained in the GitHub repo: https://github.com/zephyrproject-rtos/zephyr

Issue and feature tracking is done using GitHub issues in this repo.

A Continuous Integration (CI) system runs on every Pull Request (PR) to verify several aspects of the PR including Git commit
formatting, Coding Style, sanity checks builds, and documentation builds.

The Zephyr devel mailing list is a great place to engage with the community, ask questions, discuss issues, and help each other.

Source: https://github.com/zephyrproject-rtos/zephyr/blob/main/CONTRIBUTING.rst
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Applying ++ Lessons Learned

Linux Best Practice Zephyr Adoption

Vendor Neutral Decision Making Yes, Project support from multiple companies.
Companies and Individuals Participate  Yes, TSC has companies & community participation.
Streamline upstreaming process Yes, see /CONTRIBUTING.rst, DCO used

Public code reviews?

Consensus Oriented Decision Models
Hierarchical development (Maintainers)
No Internal Boundaries

Distributed version control

Short Release Cycle (w/ Merge Window)
Long Term Support Releases


https://github.com/zephyrproject-rtos/zephyr/blob/main/CONTRIBUTING.rst

Applying ++ Lessons Learned

Linux Best Practice

Vendor Neutral Decision Making
Companies and Individuals Participate
Streamline upstreaming process
Public code reviews?

Consensus Oriented Decision Models
Hierarchical development (Maintainers)
No Internal Boundaries

Distributed version control

Short Release Cycle (w/ Merge Window)
Long Term Support Releases

Zephyr Adoption

Yes, Project support from multiple companies.
Yes, TSC has companies & community participation.
Yes, see /CONTRIBUTING.rst, DCO used

Yes, issues & pull requests reviewed on
https://github.com/zephyrproject-rtos/zephyr



https://github.com/zephyrproject-rtos/zephyr/blob/main/CONTRIBUTING.rst
https://github.com/zephyrproject-rtos/zephyr

Applying ++ Lessons Learned

Linux Best Practice

Vendor Neutral Decision Making
Companies and Individuals Participate
Streamline upstreaming process
Public code reviews?

Consensus Oriented Decision Models
Hierarchical development (Maintainers)
No Internal Boundaries

Distributed version control

Short Release Cycle (w/ Merge Window)
Long Term Support Releases

Zephyr Adoption

Yes, Project support from multiple companies.
Yes, TSC has companies & community participation.
Yes, see /CONTRIBUTING.rst, DCO used

Yes, issues & pull requests reviewed on
https://github.com/zephyrproject-rtos/zephyr

Yes, TSC votes on features & release readiness.
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Applying ++ Lessons Learned

Linux Best Practice

Vendor Neutral Decision Making
Companies and Individuals Participate
Streamline upstreaming process
Public code reviews?

Consensus Oriented Decision Models
Hierarchical development (Maintainers)
No Internal Boundaries

Distributed version control

Short Release Cycle (w/ Merge Window)
Long Term Support Releases

Zephyr Adoption

Yes, Project support from multiple companies.
Yes, TSC has companies & community participation.
Yes, see /CONTRIBUTING.rst, DCO used

Yes, issues & pull requests reviewed on
https://github.com/zephyrproject-rtos/zephyr

Yes, TSC votes on features & release readiness.
Yes, see /IMAINTAINERS.vml|
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Yes, issues & pull requests reviewed on
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Yes, TSC votes on features & release readiness.
Yes, see /IMAINTAINERS.vml|
Yes, anyone can make pull request for any area
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Long Term Support Releases

Zephyr Adoption

Yes, Project support from multiple companies.
Yes, TSC has companies & community participation.
Yes, see /CONTRIBUTING.rst, DCO used

Yes, issues & pull requests reviewed on
https://github.com/zephyrproject-rtos/zephyr

Yes, TSC votes on features & release readiness.
Yes, see /IMAINTAINERS.vml|

Yes, anyone can make pull request for any area
Yes, see /CONTRIBUTING.rst
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I Release Life Cycle and Maintenance

Periodic Releases

The Zephyr project provides periodic releases every 4 months leading to the long term support releases
approximately every 2 years. Periodic and non-LTS releases are maintained with updates, bug fixes and security
related updates for at least two cycles, meaning that the project supports the most recent two releases in
addition to the most recent LTS.

Long Term Support and Maintenance

A Zephyr Long Term Support (LTS) release is published every 2 years and is branched and maintained
independently from the main tree for at least 2.5 years after it was released.

Support and maintenance for an LTS release stops at least half a year after the following LTS release is
published.

Source: https://docs.zephyrproject.org/latest/releases/index.html#release-life-cycle-and-maintenance



https://docs.zephyrproject.org/latest/releases/index.html#release-life-cycle-and-maintenance

.

Applying ++ Lessons Learned " zephyr
Vendor Neutral Decision Making Yes, Project support from multiple companies.
Companies and Individuals Participate  Yes, TSC has companies & community participation.
Streamline upstreaming process Yes, see /CONTRIBUTING.rst, DCO used
Public code reviews? Yes, issues & pull requests reviewed on

https://github.com/zephyrproject-rtos/zephyr

Consensus Oriented Decision Models Yes, TSC votes on features & release readiness.
Hierarchical development (Maintainers) Yes, see /MAINTAINERS.yml

No Internal Boundaries Yes, anyone can make pull request for any area
Distributed version control Yes, see /CONTRIBUTING.rst

Short Release Cycle (w/ Merge Window) Yes, 10 week merge, 2-4 week stabilize

Long Term Support Releases


https://github.com/zephyrproject-rtos/zephyr/blob/main/CONTRIBUTING.rst
https://github.com/zephyrproject-rtos/zephyr
https://github.com/zephyrproject-rtos/zephyr/blob/main/MAINTAINERS.yml

I Supported Releases

Release Release date EOL
Zephyr 2.7.6 &’ 2024-03-01 2025-01-26
Zephyr 3.7.0& 2024-07-26 2027-01-26

Zephyr 4.0.0& 2024-11-15 2025-07-18

As of 2022-01-01, LTS1 (1.14.x) is not supported and has reached end of life (EOL).

Source: https://docs.zephyrproject.org/latest/releases/index.html#supported-releases
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Applying ++ Lessons Learned ~*4 Zephyr

Linux Best Practice

Vendor Neutral Decision Making
Companies and Individuals Participate
Streamline upstreaming process
Public code reviews?

Consensus Oriented Decision Models
Hierarchical development (Maintainers)
No Internal Boundaries

Distributed version control

Short Release Cycle (w/ Merge Window)
Long Term Support Releases

Zephyr Adoption

Yes, Project support from multiple companies.
Yes, TSC has companies & community participation.
Yes, see /CONTRIBUTING.rst, DCO used

Yes, issues & pull requests reviewed on
https://github.com/zephyrproject-rtos/zephyr

Yes, TSC votes on features & release readiness.
Yes, see /IMAINTAINERS.vml|

Yes, anyone can make pull request for any area
Yes, see /CONTRIBUTING.rst

Yes, 10 week merge, 2-4 week stabilize

Yes, LTS 2 had 6 update release, LTS 3 active maintain


https://github.com/zephyrproject-rtos/zephyr/blob/main/CONTRIBUTING.rst
https://github.com/zephyrproject-rtos/zephyr
https://github.com/zephyrproject-rtos/zephyr/blob/main/MAINTAINERS.yml

) Zephyr’

What about Zephyr
security best practices?




Code Repositories " zephyr

Forward ports &
Keeping Configurations in Sync

Long Term

Auditable

Community Y e s:t';%(;;t Safety & Security
Contributions Processes
via DCO

Releases LTS Releases Certifiable
Releases
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Zephyr 4.0 (November 2024) " zephyr

Zephyr 4.0.0

L]
We are pleased to announce the release of Zephyr version 4.0.0. I O L e a r n IVI O r e °

Major enhancements with this release include:

Secure Storage Subsystem: A newly introduced secure storage subsystem allows the use of the PSA Z e D h v r 4 O &
Secure Storage API and of persistent keys in the PSA Crypto API on all board targets. It is now the standard °

way to provide device-specific protection to data at rest. (GitHub #76222¢) ; =

ZMS (Zephyr Memory Storage) Subsystem: ZMS is a new key-value storage subsystem compatible with

all non-volatile storage types, including traditional NOR flash and advanced technologies like RRAM and

MRA ot sppore e it s, Release notes 4.0

Analog Comparators: A new comparator device driver subsystem for analog comparators has been added,

complete with shell support. It supports initial configuration through Devicetree and runtime configuration
through vendor specific APIs. Initially the nordic,nrf-comp , nordic,nrf-lpcomp and nxp,kinetis-acmp
are supported.

Stepper Motors: It is now possible to interact with stepper motors using a standard API thanks to the new

stepper device driver subsystem, which also comes with shell support. Initially implemented drivers include a
simple zephyr,gpio-steppers and a complex sensor-less stall-detection capable with integrated ramp-
controller adi,tmc5041 .

Haptics: A new Haptics device driver subsystem allows unified access to haptic controllers, enabling users
to add haptic feedback to their applications.
Multimedia Capabilities Zephyr’s audio and video capabilities have been expanded with support for new

image sensors, video interfaces, audio interfaces, and codecs being supported.

Prometheus Library: A Prometheus# metrics library has been added to the networking stack. It provides a
way to expose metrics to Prometheus clients over HTTP, facilitating the consolidated remote monitoring of
Zephyr devices alongside other systems typically monitored using Prometheus.

* D ion Impr Several enhancements were made to the online documentation to improve
content discovery and navigation. These include a new interactive board catalog and an interactive directory
for code samples.

L]
Expanded Board Support: Over 60 new boards and shields are supported in Zephyr 4.0. ) ex r e e a s e . e p y r .

An overview of the changes required or recommended when migrating your application from Zephyr v3.7.0 to
Zephyr v4.0.0 can be found in the separate migration guide.

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Zephyr 3.7 LTS (July 2024)

“a New Hardware Model

&P Integration of TF-M PSA Crypto API

@ Support for Precision Time Protocol (PTP)

—| SBOM generation supports SPDX 2.3 & PURL/CPE

To Learn More: 3.7 Blog Post & Release notes 3.7



https://zephyrproject.org/announcing-zephyr-3-7-new-long-term-support-release-of-zephyr-rtos/
https://docs.zephyrproject.org/latest/releases/release-notes-3.7.html

LTS Support Windows " Zzephyr

I Supported Releases

Release Release date EOL
Zephyr 2.7.6& 2024-03-01 2025-01-26
Zephyr 3.7.0& 2024-07-26 2027-01-26

Zephyr 4.0.0&/ 2024-11-15 2025-07-18

As of 2022-01-01, LTS1 (1.14.x) is not supported and has reached end of life (EOL).

Source: https://docs.zephyrproject.org/latest/releases/index.html#supported-releases

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Long Term Support (Zephyr 3.7.x) " Zephyr

Product Focused
Current with latest Security Updates

Compatible with new hardware
o Functional support for new hardware is regularly backported

Tested: Shorten the development window and extend the
Beta cycle to allow for more testing and bug fixing

Supported for 2+ years

I\ Doesn't include cutting-edge functionality

( i https://docs.zephyrproject.org/3.7.0/
4.0.


https://docs.zephyrproject.org/3.7.0/

Long Term Support
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Zephyr 1.14.0

B3 oalak roloasod tis on Aor 16 - 5126 commit o mastr sinc tis releaso

W are pleased to announce the release of Zephyr kemel version 1.14.0.

Major enhancements with this release include:

* star

Insights.

© Code

I zephyrproject-rtos / zephyr

Issues 1018

« The Zephyr project
spanning 8 archi Wl architect:
the many simulation
project: QEMU, Renode, ARG Simulator, and the native POSIX configurat

160

tested and

. has beer Ked

greatly
simplifying the resulting drivers, removing thousands of lines:

of code, and reducing a typical kerel build size by hundreds of bytes.
TICKLESS_KERNEL mode is now the default on all architectures.

10 evolve
with the addition of a new GPU affinity AP! that can "pin” threads to
specific cores or sets of cores. The core kernel no longer uses the
global irq_lock on SMP systems, and exclusively uses the spinlock API
(which on uniprocessor systems reduces to the same code).

Zephyr now has support for the x86_64 architecture. It is currently
implemented only for QEMU targets, supports arbitrary numbers of CPUS
and runs in SMP mode by default, our first platform to do so.

« We've overhauled the Network packet net-pkt
API and moved the majority of components and protocols to use the
BSD socket AP, including MQTT, CoAP,
LWM2M, and SNTP.

1 zephyrproject-rtos / zephyr

© Code

[Catest rlease |

© zephyr-vi.14.1
> asate2s

Issues %06

OUnmaten~ | 310

Pulrequests 4% O Actions  Projects & “11Wiki 1] Security

Zephyr 1.14.1

391 nashit rloasod this 26 days ago - 6126 comitsto master sinc tisroleaso

‘This is an LTS maintenance release with fixes, as well as Bluetooth
qualification listings for the Bluetooth protocol stack included in Zephyr.

Security Vulnerability Related

The

(CVE) was addressed in this
release:
« Fixes O : The Bluetooth toand
including version 5.1 permits sufficiently low encryption key length

and does not prevent an attacker from influencing the key length
negotiation. This allows practical brute-force attacks (aka "KNOB")
that can decrypt traffic and inject arbitrary ciphertext without the
vietim noticing.

Bluetooth

* Qualification:

o 1.14x Host subsystem qualified with QDID 139258
© 114 Mesh subsystem qualified with QDID 139259
© 114 Controller component qualified on Nordic nRF52 with QDID 135679

Issues Fixed

‘These GitHub issues were addressed since the previous 1.14.0 tagged

e star

Insights

st reicase]

vi142
0352026

pmpare

© unwateh ~

Pullrequests 428 © Actions [T Projects 10 Wik T

Zephyr LTS 1.14.2 (Mainternance Rg ® zephyrerolect-rtos/zephyr suic

9 nashit released this 25 days ago - 11296 commits to master since this releasq
This is an LTS maintenance release with fixes.

Security Vulnerability Related

The following security vuineral
release:

les (CVESs) were addressed in this

CVE-2020-10019
CVE-2020-10021
CVE-2020-10022
CVE-2020-10023
+ CVE-2020-10024
CVE-2020-10027
CVE-2020-10028

More detailed information can be found in:

Issues

ed

These GitHub issues were addressed since the previous 1.14.0 tagged.
release:

m

340 % stal

Security 0 Ins

< Code

23 daysago
@ nashit

O n143@
> 1277305

compare -

© lssues 1.2¢

Oumatch 369 - | ¥ fork a3k

11 Pulroquests ad9 ) Discussions  © Actions [ Projects 16

Q Findarelease

Zephyrv1.14.3 (o=

“This is an LTS maintenance release with fixes.

Security Vulnerability Related

(cves) in this.

release:

 CVE-2020-10066
* CVE-2020-10069
« CVE-2020-13601
* CVE-2020-13602

More detailed information can be found in:

humi
Issues Fixed

‘These GitHub issues were addressed since the previous 1.14.0 tagged
release:

« #18334 - DNS resolution is broken for

#19917 - Bluetooth: Controller: Missing LL_ENC_RSP after HCI LTK Negative Reply
#21107 - LL_ASSERT and 'Imprecise ata bus error'in LL Controller
#21257 - tests/netinet_pkt failed on mimxrt1050_evk board.
#21209 - does not release buffer

reset

peripheral

Delivered bug fixes and latest security updates for 2 years!

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Security Focus From the Start

Exhibit B

Zephyr Project Charter (the “Charter”)
The Linux Foundation
Updated August 21, 2023

1. Mission of the Zephyr Project (“Zephyr,” or, alternatively, the “Project”).
The mission of the Project is to:

a. deliver the best-in-class RTOS for connected resource-constrained devices, built
to be secure and safe.

b. maintain an auditable code base, while taking advantage of community
participation; this auditable code base is open source;

c. include participation of leading members of this ecosystem, including micro-
controller manufacturers, hardware developers, software developers and other
members of the ecosystem; and

d. host the infrastructure for the open source Project and sub-projects, establishing a
neutral home for community meetings, events and collaborative discussions and
providing structure around the business and technical governance of the Project.

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Security Focus From the Start " Zephyr

Exhibit B

Zephyr Project Charter (the “Charter”)
The Linux Foundation

6. Security Committee

a. Composition — the Security Committee members shall consist of:
1. Mission of the Zephyr
i. one appointed voting representative from each Platinum Member, plus
The mission of the Project is
ii. non-voting Silver Member representatives who shall not count towards
a. deliver the best-i quorum.
to be secure and
b. Responsibilities — the Security Committee shall be responsible for:

b. maintain an audi . .. ;
participation; th i. the definition of the processes to ensure an auditable code base, as well as

any associated certification artifacts (“Security Artifacts”);
c. include participat

controller manuf ii. annually elect a Representative on the Security Committee to serve as
members of the ¢ chair of the Security Committee; and

d. host the infrastruc iii. annually elect a security architect (the “Security Architect”), who may be
neutral home for different from the chair of the Security Committee.

providing structu

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Starting Point: Adopt Known Best Practices < zephyr

File Edit View History Bookmarks Tools Help

BadgeApp x . B

& @@ httpsy//bestpractices coreinfrastructure.org/en E1 0% @ || Q Search wE 9 8 A d v O =

@ Cll Best Practices Projects &+ Sign Up ) Login

Cll Best Practices
Badge Program

Get Your Badge Now!

The Linux Foundation (LF) Core Infrastructure Initiative (Cll) Best Practices badge is a way for Free/Libre and Tl

m

Open Source Software (FLOSS) projects to show that they follow best practices. Projects can voluntarily

¢ 9 = o . 3 Some badge earners:
self-certify, at no cost, by using this web application to explain how they follow each best practice. The ClI
Best Practices Badge is inspired by the many badges available to projects on GitHub. Consumers of the A % kubernetes

badge can quickly assess which FLOSS projects are following best practices and as a result are more likely to

produce higher-quality secure software. n "] d c B lere Offlce

HYPERLEDGER

More information on the CII Best Practices Badging program, including background and criteria, is available r,‘// v 9

on GitHub. Project statistics and criteria statistics are available. The projects page shows participating projects CUr1° B

and supports queries (e.g., you can see projects that have a passing badge). You can also see an example ” P l\. oSIc @n u

(where we try to get our own badge). . =/ Project  openstack

Privacy and legal issues: Please see our privacy policy, about cookies, and terms of use. The code for the ’ e emr &yncope m -
— —

https://bestpractices.coreinfrastructure.org

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Best Practices Badge

|dentified best practices for OSS projects
= For production of OSS
= Based on practices of well-run OSS projects
= Increase likelihood of better quality & security
= Criteria designed for any OSS project

Web application: OSS projects self-certify
= If OSS project meets criteria, it gets a badge
= No cost
= Self-certification mitigated by automation, public display
of answers (for criticism), spot-checks, and can be
overridden if false

= moved under Open SSF in 2021




@' OpenSSF Best Practices i= Projects &+ Sign Up %) Login

OpenSSF Best
Practices Badge
Program

BEST
PRACTICES

(| penSsF

The Open Source Security Foundation (OpenSSF) Best Practices badge is a way for Free/Libre and Open
Source Software (FLOSS) projects to show that they follow best practices. Projects can voluntarily self-
certify, at no cost, by using this web application to explain how they follow each best practice. The OpenSSF

Some badge earners:
Best Practices Badge is inspired by the many badges available to projects on GitHub. Consumers of the

badge can quickly assess which FLOSS projects are following best practices and as a result are more likely A kubernetes no dc
to produce higher-quality secure software. -

‘ o
You can easily see the criteria for the passing badge. More information on the OpenSSF Best Practices D Libre Ofﬁce Cur‘]f//
Badging program is available on GitHub. Project statistics and criteria statistics are available. The projects <P '

R . . , ¥ O ,plwsrc
page shows participating projects and supports queries (e.g., you can see projects that have a passing Posalion O
badge). You can also see an example (where we try to earn our own badge). This project was formerly known xen u P o
as the Core Infrastructure Initiative (Cll) Best Practices badge. and was originally developed under the CII. It openstack £
is now part of the OpenSSF Best Practices Working Group (WG). The OpenSSF is a foundation of the Linux éyncope
Foundation (LF). The project was formally renamed from "Cll Best Practices badge" on 2021-12-24. — Fedosd
oY n
MNhaa [ ad ad | afna

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0 SOU rce: httDS//WWWbeStDraCt'CeSdeV



https://www.bestpractices.dev

Criteria

Three badge levels (passing, silver, gold)

cii best practices 'passing

Any level is an achievement

For higher levels, must meet previous level

Based on real projects ES ey
= Not “people should do X, but no one does that”

Gold requires multiple developers -
= bus factor > 1*, 2-person review ko 9°°C

More info at: https://github.com/coreinfrastructure/best-practices-badge

* A “bus factor” is how many people would have to be hit by a bus before a project stalls (e.g., due to lack) knowledge)

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0
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| openssF '

PRACTICES

Statistics about Criteria & Levels

Criteria Statistics

Level Total MUST SHOULD SUGGESTED Allow Met justification Require Met justification or URL Includes New at this Future
active N/A required URL required details level
Passing 67 43 10 14 27 1 8 9 52 67 0
Silver 55 44 10 1 41 38 17 54 39 48 0
Gold 23 21 2 0 9 13 9 22 16 14 0

The "active" criteria are criteria that are included in the percentage calculations (as opposed to "future" criteria). The next columns identify the number of active
criteria in each level that are MUST, SHOULD, SUGGESTED, allow a "N/A" as an answer, require justification when "met" is the answer, require a URL, require
justification when "met" is the answer or a URL, include details, or are new at this level. "Future" criteria are shown on the form, and are expected to be added as
active criteria to some level in the future, but are not included in completion calculations.

You can see statistics about projects over time at the project stats page.

You may also see the actual criteria.

- There are not a lot of gold criteria, but they are challenging.
+ Source: https://www.bestpractices.dev/en/criteria

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Zephyr's Path - Initial Passing Badge  ™zephyr

Zephyr Launched 2016/2

* Initial security team was composed of device security experts or either

open source embedded experts from our members, but limited

knowledge domain overlap and understanding of issues in either space.

Cll badge program launched 2016/5

* Looked through the criteria and decided to aim for passing badge.

« 75% was straight forward to fill out and was done within first week.

+ Security and Analysis sections served as a focus to start organizing
knowledge from diverse participants in the security team.

Zephyr achieved “Passing” badge 2016/11

« Some criteria we met fairly easily, other criteria caused significant
discussion, and took a while to create the documentation (which we
needed to do!)

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Project Security Documentation

e Project Security Overview

e Started with documents from other
projects

Introduction
Developing with Zephyr
. Kernel
e Built around Secure Development,
Build and Configuration Systems
Connectivity

Secure Design, and Security

Contributing to Zephyr
o [ .
C e rt I fl C a t I O n Project and Governance
Security
Zephyr Security Overview
. Introduction
e Ongoing process, rather than
4 Secure Development Process
. . . Secure Design
something to just be accomplished
Security Vulnerability Reporting
Secure Coding

Sensor Device Threat Model

& Zephyr Project v: latest v

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

V‘A

®

) Zephyr

Docs / Latest » Security » Zephyr Security Overview L ]
© Open on GitHub ¥ Report an issue with this page

This is the documentation for the latest (main) development branch of Zephyr.
If you are looking for the documentation of previous releases, use the drop-
down menu on the left and select the desired version.

Zephyr Security Overview

Introduction

This document outlines the steps of the Zephyr Security Subcommittee towards a
defined security process that helps developers build more secure software while
addressing security compliance requirements. It presents the key ideas of the
security process and outlines which documents need to be created. After the
process is implemented and all supporting documents are created, this document
is a top-level overview and entry point.

Overview and Scope

We begin with an overview of the Zephyr development process, which mainly
focuses on security functionality.

In subsequent sections, the individual parts of the process are treated in detail.
As depicted in Figure 1, these main steps are:

1. Secure Development: Defines the system architecture and development
process that ensures adherence to relevant coding principles and quality
assurance procedures.

2. Secure Design: Defines security procedures and implement measures to
enforce them. A security architecture of the system and relevant sub-modules

ie created threats are identified and cniintermeaaiires decianed Their


https://docs.zephyrproject.org/latest/security/security-overview.html

, : : »

Zephyr's Path - Oops... Passing Regainett zepnyr

Zephyr stopped “Passing” 2017/2
i best procices passng|

Zephyr project infrastructure underwent significant
transition in 2017 (JIRA —lssues, Gerrit — github)

* Prior data was inaccurate, and we had forgotten to
update it.

« Badge app notified us we were not longer “passing”

Zephyr regains passing 2017/8

 After all transitions done, updated documentation to
reflect the infrastructure and we were passing again.

« Decided to try for Silver - but there were some big
lifts for the project: key roles and responsibilities
documented, longer roadmap than we'd been
keeping, TLS certificate verification

cii best practices passing

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Zephyr's Path - Become a CNA? ““fephyr@

A CNA allows Zephyr Project to manage vulnerabilities, assign them CVE IDs, and handle
the disclosure of information pertaining to those vulnerabilities.

« Zephyr Project CNA determines the validity of issues/vulnerabilities,

« whether or not they will be publicly disclosed,

« the amount of information that will be disclosed,

« the timing for that disclosure.

Changes made by the Zephyr Project to become a CNA:

« Zephyr Project security documentation was be reviewed and modified to handle the
new requirements levied by the CNA process.

« New email lists were created to be used as points of contact for external entities
(provided to MITRE to be used for contact and also will be added to Zephyr Project
websites.

o vulnerabilities@zephyrproject.org (used as primary contact for external entities)
o zephyr-psirt-request@lists.zephyrproject.org (internal project list for CNA communications)

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Zephyr's Path - Become a CNA? Yes! “‘fephyr@

Four things required* for getting a CNA in place:

1. Definition of scope:
All Zephyr project components and vulnerabilities discovered by Zephyr project participants that are

not covered by another CNA.

2. Public point of contact:
vulnerabilities@zephyrproject.org was listed on websites (both Zephyr project and MITRE).

3. Direct point of contact for backdoor communications from MITRE:
Zephyr-psirt-request@lists.zephyrproject.org

4. A list of email addresses that will be added to the MITRE announcement:
zephyr-psirt-request@lists.zephyrproject.org

Sent email with above in August 2017, and MITRE announced Zephyr as CNA
*per phone discussion with MITRE, July 2017

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Zephyr Listed as CNA in NVD in 2017 e

Product, Vendor, or 3
CNA Contact Email and/or CNA Type*

Product Category . :
Mo Webpage (if applicable)

2 All vulnerabilities not already .
MITRE Corporation covered by a CNA listed on this page MITRE CVE Request web form Primary CNA

Zephyr project components and
Zephyr Project vulnerabilities that are not covered vulnerabilities@zephyrproject.org Vendors and Projects
by another CNA

Products and projects covered by its | zdi-disclosures@trendmicro.com Bug Bounty
Zero Day Initiative bug bounty programs not already Brecrams
covered by another CNA ZDI contact page 9
ZTE Corporation ZTE products only psirt@zte.com.cn Vendors and Projects

* Key for CNA Types:

Bug Bounty Programs - assigns CVE IDs to products and projects that utilize the Bug Bounty service’s product offerings.

National and Industry CERTs - performs incident response and vulnerability disclosure services for nations or industries.
They may assign CVE IDs as part of their role and scope.

Primary CNA - oversees the CNA program.

Root CNA - manages a group of sub-CNAs within a given domain or community.

Vendors and Projects - assigns CVE IDs for vulnerabilities found in their own products and projects.

Vulnerability Researchers - assigns CVE IDs to products and projects upon which they perform vulnerability analysis.

* https://cve.mitre.org/cve/request id.html#cna participants

nt made available und
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Zephyr CNA Entry Today

‘ \ ’ : About Partner Information  Program Organization = Downloads Resources & Support Repor

Zephyr Project
Links that redirect to external websites 5 will open a new window or tab depending on the web browser used.

Steps to Report a Vulnerability or Request a CVE ID

Step 1: Read disclosure policy Step 2: Contact

View Policy Email

Scope Zephyr project components, and vulnerabilities that are not in another CNA’s scope

Program Role CNA

Top-Level Root MITRE Corporation

Security
Advisories

View Advisories

Organization
Type

Vendor
Open Source

Country* USA

* Self-identified by CNA

Source: https://www.cve.org/Partnerinformation/ListofPartners/partner/zephyr

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0
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Zephyr PSI RT TOday - Zephyr’

Project Security Incident Response Team

e Led by Zephyr Security Architect (elected annually from peers)
e Volunteers from Security Committee (Zephyr Project Members) do initial triage

e Manage embargo windows and interaction with maintainers for fixes into
upstream and then backports to LTS

e Responsible for satisfying evolving CVE Program & CNA Process Requirements.

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Zephyr's Badge Path Continues... “‘fephyr@

Zephyr almost at “Silver” 2018/4

* Zephyr addressed all issues except “TLS certificate
verification”, we had a TLS library, but Zephyr is an OS,
not an App.

* Threat model and justification documents that security

requirements are met had to be created, again issue
not an App.

cii best practices v,ﬂm.

Zephyr gets Silver 2018/9

* After implementing a separate application as a sample
for TLS issue

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Zephyr's Gold Badge - Feb 2019!

Zephyr Project

q"nfm.!'éf Projects that follow the best practices below can voluntarily self-certify and show that they've

achieved an Open Source Security Foundation (OpenSSF) best practices badge. show details

If this is your project, please show your badge status on your project page! The badge status looks like

this: QSR AEtae= gold Here is how to embed it: Show details

These are the [EESLE] level criteria. You can also view the [silver. or | gold | level criteria.

Expand panels | Show all details f Show only incomplete criteria

V¥ Basics
¥ Change Control

V¥ Reporting

¥ Quality

¥ Security

¥ Analysis

This data is available under the Creative Commons Attribution version 3.0 or later license (CC-BY-3.0+). All are free to share and adapt the data, but must give appropriate credit.

13/13 ¢

9/9 e

8/8 o

13/13

16/16

8/8

A

Source: https://www.bestpractices.dev/en/projects/74

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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First Bulk Security Report (2019) "“fephyr@

e NCC Group reported ~26 issues nccgroup”

e C(ritical, High and Medium made into
JIRA tickets (we used JIRA before o
transitioning private github we use s

May 23, 2020 - Version 1.

today)

Iy Zhuraviey

Jeremy Boone

e All were addressed

e After embargo, everything updated in
the vulnerability report page

e Most resulted in 1 or more CVEs being
reported

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Results from the 2019 NCC Report -

© 2023 The Zephyr Project — Content made a

Most issues were fixed in reasonable
time and included in releases

One issue, recommendation is to
disable

Increased embargo from 60 to 90 days

o Zephyrisn't an end product,
vendors need time to incorporate
fixes into products

o Zephyr needs alert system to
notify vendors

Continue to improve processes

vailable under CC BY-SA 4.0.

[Z zephyrproject-rtos / zephyr @unwatch~ | 340 ¥ Stal

Pull requests 428 © Actions I Projects 10 Wiki 1) Security 0

Zephyr LTS 1.14. 2 (Malnternance Release)
nashif reoased tis 25 days ago - 11296 commits to master snco tis release

This is an LTS maintenance release with fixes.

Security Vulnerability Related

The following security vt ilities (CVES) were ad d in this

release:

« CVE-2020-10019
* CVE-2020-10021
* CVE-2020-10022
« CVE-2020-10023
« CVE-2020-10024
« CVE-2020-10027
« CVE-2020-10028

More detailed information can be found in:
https:// j rity/vulnerabilities. html

Issues Fixed

These GitHub issues were addressed since the previous 1.14.0 tagged
release:




Improving Processes...

e Highlighted need to better document process

e Added vulnerability reporting to project docs

e Added security section to main project page

e Process:
o Embargo period extended
o Stages issue goes through
o Working with maintainers to see issues
fixed
o Public disclosure at end

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

Security

Security Communications

Report a Vulnerability

When Should | Report a Vulnerability?

When Should | NOT Report a Vulnerability?

Security Vulnerability Response

Public Disclosure Timing

Embargo Policy

Product Creator Notifications

® ® ® 6 6 6 O O



https://docs.zephyrproject.org/latest/security/security-overview.html#security-vulnerability-reporting
https://www.zephyrproject.org/security/

Better Support for Product Makers "“fephyr@

e For an embargo to work,
product makers need to be
notified early so they can
remediate.

e C(reated Vulnerability Registry
for vendors to register to
receive these alerts for free

e Goal: Zephyr to fix issues
within 30 days to give vendors
60 days before publication of
vulnerability

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

Product Creators Vulnerability Alert Registry

If you believe your organization meets the criteria to be eligible to receive vulnerability alerts please fill out the form below.

Criteria for Participation

* Have a contact who will respond to emails within a week and understands how Zephyr is being used in the product.
* Have a publicly listed product based on some release of Zephyr.

* Have an actively monitored security email alias.

* Accept the Zephyr Embargo Policy that is outlined below.

Removal: If a member stops adhering to these criteria after joining the list then the member will be unsubscribed.

More information on Zephyr's Security and Disclosure practices can be found at Security.

Source: https://www.zephyrproject.org/vulnerability-registry/
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What we had to do before VEX... . “z:phyr@

Advisory Issued by project on 20201208:

AMNES|A Zephyr current release (2.4) does not use Fnet or other stacks.
S(IL_)_\”J 0 % The Zephyr LTS release 1.14 contains an implementation of
the TCP stack from Fnet.
£ B & e Of the vulnerabilities reported in Fnet, 2,
' CVE-2020-17468, and CVE-2020-17469, are in the IPv6
p =] Fnet code, one, CVE-2020-17467, affects Link-local
: Multicast Name Resolution LLMNR), and 2,
| o CVE-2020-24383, and CVE-2020-17470 affect DNS

functionality.

e None of the affected code has been used in the Zephyr
project, while 1.14 does use the Fnet TCP, it does not
use the affected IPv6, DNS or LLMNR code.

https://www.zephyrproject.ora/zephyr-security-update-on-amnesia33/
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https://www.zephyrproject.org/zephyr-security-update-on-amnesia33/

SBOM generation added in 2021

SUPPLY
CHAIN

TOWN HALL

Context: Zephyr

AUGUST 18, 2021

sdk

zephyr _ kernelh | __zephych _stringh | | stdioh

A 4 at

‘A
. device.c ‘ myapp.c

errno.c ‘ |
L

e

\ / \
device.c.obj x errno.c.obj )< init.c.obj >
libkernel.a e libzephyr.a

link

e * W o

~ B o

zephyr.elf g

Learn more at: https://www.youtube.com/watch?v=KYC3YpSu9zs

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Automated SBOM Generation During Build.“fephyr@

1. Create a build directory with CMake file API enabled
2. Build project with “build metadata” enabled
3. Compute SBOM(s)

west spdx --init -d BUILD_DIR
west build -d BUILD_DIR -- -DCONFIG_BUILD_OUTPUT_META=y

west spdx -d BUILD_DIR

—

zephyr. spdx SBOM for the Zephyr source files actually used by your application
app . spdx SBOM for the source files of your application

build. spdx SBOM for all the build objects, inc. of course your final image

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



SBOM's at Scale...Automatically

875 boards
13 apps

All BUILT,
PASSED,
GENERATED
have 3 SBOMSs
available to
download &
inspect

_R=NOD="

ZEPHYR DASHBOARD

ARCHITECTURE

ARC
ARM32
ARMG64
MIPS
NIOS2
RISCV32
RISCV64
SPARC
X86
X86-64

XTENSA
BUILD DETAILS

@ SHOW SIMULATION
.M B361C9589F

RT BE4DCO048BD

DO YOU WANT YOUR BOARD
SUPPORTED IN RENODE?

CONTACT US FOR RENODE
SUPPORT SERVICES

Search...

BOARD NAME

ARC (20) A

ARM32 (656) Vv

96Boards Aerocore2
st stm32f427vi

96Boards Argonkey
st stm32412Xg

96Boards Avenger96

st stm32mp157

96Boards Carbon [soc: nrf51822]
nordic nrf51822_gfac

96Boards Carbon [soc: stm32f401xe]

nordic nrf51822_gfac

96Boards Meerkat96 [soc: mcimx7d] [variant: m4]

nXp nxp_imx7d_m4

96Boards Neonkey
st stm32f411Xe

96Boards Nitrogen
nordic nrf52832_qgfaa

96Boards STM32 Sensor Mezzanine

st stm32f446Xe

539 PASSED

HELLO WORLD

PASSED

PASSED

GENERATED

PASSED

PASSED

PASSED

PASSED

PASSED

PASSED

503 PASSED

PHILOSOPHERS

PASSED

PASSED

GENERATED

PASSED

PASSED

PASSED

PASSED

PASSED

PASSED

V»A

) Zephyr’

432 PASSED 517 PASSED 428 PASSED
SHELL MODULE JENSORFLOWLITE MICROPYTHON
MICRO
PASSED PASSED PASSED
PASSED PASSED PASSED
GENERATED GENERATED NOT BUILT

PASSED PASSED

PASS Download SBOM 5SED PASSED
NOT BUILT NOT BUILT NOT BUILT

PASSED PASSED PASSED

PASSED PASSED PASSED

PASSED PASSED PASSED

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

Source: https://zephyr-dashboard.renode.io/
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blinky-build. spdx

Das h b Oad rd S = O Y B Taa Zephyr

SPDXID: SPDXRef-DOCUMENT
DocumentName: build

EPDXVersion: SPDX-2.3 DocumentNamespace: http://spdx.org/spdxdocs/zephyr-ab992a5d-47b4-44ee-8357-1b68719b389b/build
Datalicense: CC@-1.0 Creator: Tool: Zephyr SPDX builder

SPOXID: SPDIRef-DOCUMENT ]_1nk¥ Psp Created: 2024-06-07T01:12:517

jocumentName: app-sources

DocumentNamespace: http://spdx.org/spdxdocs/zephyr-ab992a5d-47b4-44ee- 1b6871! b389b/ap

Creator: Tool: Zephyr SPDX builder N ExternalDocumentRef: DocumentRef-app http://spdx.org/spdxdocs/zephyr—

Created: 2024-06-07T01:12:512 ab992a5d-47b4-44ee-8357-1b68719b389b/app SHAL: 594de9d45188¢55bdb059a2b0045987bb87e79be
Relationship: SPDXRef-DOCUMENT DESCRIBES SPDXRef-app-sources ExternalDocumentRef: DocumentRef-zephyr http://spdx.org/spdxdocs/zephyr—

ab992a5d-47b4-44ee-8357-1b68719b389b/zephyr SHAl: 4ae97af97a0e9fbc@50f72ea7lad3bf2f9caffa7
##### Package: app-sources

PackageName: app-sources Relationship: SPDXRef-DOCUMENT DESCRIBES SPDXRef-zephyr—final

SPDXID: SPDXRef-app-sources

PackageDownloadLocation: NOASSERTION eee

PackagelLicenseConcluded: Apache-2.0

PackagelLicenseDeclared: NOASSERTION FlleName ./zephyr/arch/arch/arm/core/cortex_m/libarch__arm__core__cortex m.a

ch-—arm——-core——cortex—m.a

PackageCopyrightText: NQASSERTION AL
B 7abd765821c8e8df8ceblac8bae330f371bl

PrimaryPackagePurpose: SOURC
PackageLicenseInfoFromFiles: Apache-2.0

FilesAnalyzed: true FileChecksum: SHA256: Sefe0a524dd3a48e7cf6d63796624161ffa6011914ab2b2b2f3ec4d9245ea2a
PackageVerificationCode: a5993032fe245294fb73f4ed2f53be3356666216 LicenseConcluded: NOASSERTION

LicenseInfoInFile: NONE
FileName: ./src/main.c FileCopyrightText: NOASSERTION

SPDXID: SPDXRef-File-main.c
FileChecksum: SHA1l: d71a9d7b80f5eac4b749b84c57297614ef8e3899

_ 2 : Relationship: SPDXRef-File- arch——arm——core——cortex—-m.a GENERATED_FROM
E;E:ﬁzzgﬁﬁ'{';jdzzt\zigécﬁg.sle%gl‘)ﬁ%lsi&sif&.l},l.ﬂb}.Qeéﬁ@ﬂ?16.5.282§.9A9,6§l§£?.¢1§.¢29f!§f.ZﬁSs!silll.iZ Relationship: SPDXRef-File-libarch—-arm——core——cortex-m.a GENERATED_FROM D
LicenseInfoInFile: Apache-2.0 Relationship: SPDXRef-File- arch——arm——core——cortex—m.a GENERATED_FROM
FileCopyrightText: NOASSERTION Relationship: SPDXRef-File- arch——arm——core——cortex-m.a GENERATED_FROM DocumentRef-zephyr.:SPDXRef-File-fpu,
Relationship: SPDXRef-Fil h——arm——core——cortex-m.a GENERATED_FROM DocumentRef-zephyr: SPDXRef-File-reset.S
Relationship: SPDXRef-F h——arm——core——cortex—m.a GENERATED_FROM
Relationship: SPDXRef-F h——arm——core——cortex—-m.a GENERATED_FROM D
[EPDXVersTonT SPOX-2.3 ¥ Relationship: SP| ef-F h——arm-—-core——cortex—-m.a GENERATED_FROM y
Dataliionces eaie blin ky -ze ph yr.s pdx Relationship: SPDXRef~F h--arm-—core—cortex-m.a GENERATED_FROM DocumentRef-zephyr:SPDXRef-File-swap.c
SPDXID: SPDXRef-DOCUMENT ° Relationship: SPI ef-F h——arm——core——cortex—m.a GENERATED_FROM DocumentRef-zephyr:SPDXRef-File-swap—helper.S
DocumentName: zephyr-sources Relationship: SPDXRef-F h——arm-—core——cortex—-m.a GENERATED_FROM DocumentRef-zephyr:SPDXRef-File-irg-manage.c
DocumentNamespace: http://spdx.org/spdxdocs/zephyr-ab992a5d-47b4-44ee-8357-1b68719b389b/zephyr Relationship: SPDXRef-F h——arm——core——cortex—m.a GENERATED_FROM DocumentRef-zephyr:SPDXRef-File-prep-c.c
Creator: Tool: Zephyr SPDX builder Relationship: SPDXRef-| h——-arm-—core——cortex-m.a GENERATED_FROM DocumentRef-zephyr.:SPDXRef-File-thread,c
Created: 2024-06-87101:12:512 Relationship: SPDXRef-| h—-arm-—core——cortex-m.a GENERATED_FROM quumgnthf ep. SPDXRef-File-cpu-idle.c
Relationship: SPDXRef-DOCUMENT DESCRIBES SPDXRef-zephyr-sources Relationship: SPDXRef-F h--arm--core-—cortex-m.a GENERATED_FROM Docume P. SPDXRef-Filezirga-init.c
##### Package: zephyr-sources eee
PackageName: zephyr-sources
SPDXID: SPDXRef-zephyr-sources FileName: ./zephyr/zephyr.elf

PackageDownloadLocation: NOASSERTION
PackagelLicenseConcluded: Apache-:
PackagelLicenseDeclared: NOA! I

SPDXID: SPDXRef-File-zephyr.elf
FileChecksum: SHA1l: 2e80741d3c373bd7626bc49625783ea8fdlbcach

I';:E‘;:ggfggg;;g';;ﬁ:;ﬁum';gﬁs' ey FileChecksum: SHA256: 7a838128652e8583519167be429d41559701533fbd0de9b6bab9176a289fdc5e
FilesAnalyzed: true ’ LicenseConcluded: NQAS.SEBILON
PackageVerificationCode: f10daddec@3dd29bb556c72963b733ae9840643 LicenseInfoInFile: NONE

FileCopyrightText: NOASSERTION

FileName: ./zephyr/arch/arm/core/cortex_m/__aeabi_read tp,S

f-File———; i- : . : " x
D e ey 2e5bcAc0bOfE7602bd3 Relationship: SPDXRef-File-zephyr.elf GENERATED_FROM DocumentRef-zenhyr;SPDXRef=File-empty=file.c
FileChecksum: SHA256: 1ba5712dhc2a5d48a57fde5070b2cdcOf6b2bbB6a740ae2f55811aaf 1bea0aal Relationship: SPDXRef-File-zephyr.elf GENERATED_FROM SPDXR isr-tables.c
LicenseConcluded: Apache-2.0 Relationship: SPDXRef-File-zephyr.elf STATIC_LINK SPDXRef ibapp.a
LicenseInfoInFile: Apache-2.0 Relationship: SPDXRef-File-zephyr.elf STATIC_LINK SPDXRe: ibzephyr.a

FileCopyrightText: NOASSERTION

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0



Vulnerability Infrastructure — Github 2021"“fephyr@

Why Transition?
Private repos became available. Better integration with rest of code.
No additional ids to manage. Improved analysis capabilities

Total of CVEs published : 68 (since we started using github)

14 Il Number of CVEs

12 A

10 A

8

o
03-18-2021 08-15-2021 01-12-2022 06-11-2022 11-08-2022 04-07-2023 09-04-2023

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Zephyr’

, <

CWE Breakdown

I total

121

10 1
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Scoring & Code Area Breakdown

Ty
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CVSS Score
s lLow
Medium
mam High
mmm Critical

&

Areas
network
bluetooth
kernel
driver
other



Security Working Group added March 2022“‘fephyr@

Security Committee Security Working Group
e Restricted to one representative e Open to any participant
from each platinum member, an e Meeting: Every 2 weeks
architect (Flavio Ceolin), and a e Topics:
chair (David Brown) o Security Standards
e Meeting: Every 2 weeks m ETSIEN 303-645
e Topics: m FIPS140-3
o Vulnerabilities m SP 800-128
o PSIRT processes m Annex K(C11 standard)
o Financial/contracts o Evolving Security Processes
o Other sensitive information o Code Analysis Tools

o Documentation

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Work on ETSI EN 303-645 in 2023 ~ Zephyr

Docs / Latest » Security » Security standards and Zephyr » ETSI 303-645 o
© Open on GitHub ¥¥ Report an issue with this page

This is the documentation for the latest (main) development branch of Zephyr. If you are looking for the
documentation of previous releases, use the drop-down menu on the left and select the desired version.

Search docs (powered by Google) e

Project and Governance ETSI 303_645

Security

ZephviSecuntylGuenview ETSI EN 303 645, also known as “Cyber Security for Consumer Internet of Things: Baseline Requirements,” is a
Security Vulnerability Reporting standard developed by the European Telecommunications Standards Institute (ETSI).

Secure Coding
The standard includes provisions for secure software updates, data protection, secure communication, and the
minimization of exposed attack surfaces, among other things. It is part of a broader effort to address the

challenges and risks associated with IoT devices.

Sensor Device Threat Model
Hardening Tool
Vulnerabilities

Security standards and Zephyr Full version of the standard can be found here&.

ETSI 303-645

Source: https://docs.zephyrproject.org/latest/security/standards/etsi-303645.html

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Work on ETSI EN 303-645 in 2023

ch docs (powered by G

Project and Governance
Security
Zephyr Security Overview
Security Vulnerability Reporting
Secure Coding
Sensor Device Threat Model
Hardening Tool

Vulnerabilities

Security standards and Zephyr

ETSI 303-645

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0

Docs / Latest » Security » Security standards and Zephyr » ETSI 303-645
© Open on GitHub ¥¥ Report an issue with this page

This is the documentation for:
documentation of previous re|

ETSI 303-645

ETSI EN 303 645, also known a
standard developed by the Eur¢

The standard includes provisior
minimization of exposed attack

challenges and risks associatec

Full version of the standard can

Provision 5.6-3

Provision 5.6-4

Provision 5.6-5

Provision 5.6-6

Provision 5.6-7

Provision 5.6-8

Provision 5.6-9

Provision 5.7-1

Device hardware should not
unnecessarily expose
physical interfaces to attack.

Where a debug interface is
physically accessible, it shall
be disabled in software.

The manufacturer should only
enable software services that
are used or required for the
intended use or operation of
the device.

Code should be minimized to
the functionality necessary
for the service/device to
operate.

Software should run with
least necessary privileges,
taking account of both
security and functionality.

The device should include a
hardware-level access control
mechanism for memory.

The manufacturer should
follow secure development
processes for software
deployed on the device.

The consumer loT device
should verify its software
using secure boot
mechanisms.

Kconfig and Hardening Tool

Hardening Tool

Kconfig and Hardening Tool

Kconfig

Security Overview

Memory protection

Security Overview and Coding
guidelines

Functionality provided by MCUboot
<https://github.com/zephyrproject-
rtos/mcuboot>. Also see Security
Overview

Source: https://docs.zephyrproject.org/latest/security/standards/etsi-303645.html#provisions-assessment
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2024 Security Audit with NCC Group ‘»“‘z:phyr@

Why External Audit?
y Results from NCCGroup

e Identifying Vulnerabilities
e Independent Assessment e Target Zephyr 3.6 /3.7
* BestPractices o 02/2024 ~ 03/2024
e Community Trust
e Reputation e Three issues found
o Two low severity caused by
Scope Definition integer overflow and TOCTOU

e Security Objectives
e Components
o Narrow to something doable
and that benefits most users
e Depth of Analysis
e Threat Model

o One informational caused by
integer overflow

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0



Lessons Learned from the Audit

Defining the scope is hard
e Resource Constraints
e Depth and Breadth
e Future-Proofing
e Stakeholder Agreement

Threat model is useful
e Guiding the Audit Process
e Validating Security Controls
e Facilitating Communication

Comprehensive testing importance
e The audit make it clear the
importance of comprehensive
testing

). he Zephyr Project — Content made available under CC BY-SA 4.(
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Outcomes:

® Enhanced Security

o The identification and subsequent
remediation of even low-severity issues
contribute to a more secure system

® [ncreased Confidence

O Third-party auditor validated the

security and quality of the code base
increasing confidence among
developers, stakeholders, and users

® Recommendations aligned with Zephyr plans

O Guided Fuzzing of Libraries and
Subsystems



© 2023

More Details Available...

.

. Zephyr: Project

Developer Summit

Insights from Zephyr Security Audit

and Vulnerability Experiences

Flavio Ceolin, Intel & David Brown, Linaro, LTD

Irh‘»ww-n ‘=) ed0:00 4B Mmit

Details at:
https://www.youtube.com/watch?v=vEG-Owv9TEs&list=PLzRQULb6-ipHNRUuy2U|paZiTMIFPWtWx&index=22

The Zephyr Project — Content made available under CC BY-SA 4.(
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https://www.youtube.com/watch?v=vEG-Owv9TEs&list=PLzRQULb6-ipHnRUuy2UJpqZjTM9FPWtWx&index=22
https://www.youtube.com/watch?v=vEG-Owv9TEs&list=PLzRQULb6-ipHnRUuy2UJpqZjTM9FPWtWx&index=22

Zephyr Security Summary

Q
Weekly Coverity scans

MISRA scans

Automated Code checks
per pull request

Documented secure
coding practices

Vulnerability response
criteria publicly
documented

SBOM generation
per
ISO/IEC 5962:2021



https://docs.zephyrproject.org/latest/security/secure-coding.html
https://docs.zephyrproject.org/latest/security/secure-coding.html
https://www.iso.org/standard/81870.html

) Zephyr’

What about Zephyr
and safety?




Auditable .

e An auditable code base will be established from a subset
of the Zephyr OS LTS

e (Code bases will be kept in sync

e More rigorous processes (necessary for certification) will be
applied to the auditable code base.

e Processes to achieve selected certification to be;

o Determined by Safety Committee and Security Committee
o Coordinated with Technical Steering Committee



Compliant Development: V-model ““fephyr@

It is difficult to map a stereotypical open-source development

t t h e V d e | Zephyr RTOS functional safety work products mapping to IEC 61508-3 V model
Validation Validated

o Specification of features

o Comprehensive documentation

o Traceability from requirements to source code

o Number of committers and information known
about them

= Provide the evidences that open source developers
can map to compliance and meet all requirements

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Initial certification focus "< Zephyr-

e Start with a limited scope of kernel I R i
and interfaces S e

e Initial targetis IEC 61508 SIL 3/SC 3 e | [ o || ot Y 1 (—

(IEC 61508-3, 7.4.2.12, Route 3s)

e Option for 26262 ASIL D certification —
has been included in contract with —
certification authority should there S—
be sufficient member interest e

Scope can be extended to include additional components with associated
requirements and traceability as determined by the safety committee

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.



Safety Collateral

Proposal

Draft (Pending Approval by Certification Authority)
Work in progress

Artifacts Type of Doc  Owner Visibility
Plans Category [ )
Safety Development Plan Safety C Public - Project Docs
Safety Assesment Plan Plan/Process FSM Safety Committee Github

! ! Test Plan Plan/Process Testing WG Public - Project Docs
Software Development Plan Plan/Process TSC Public - Project Docs
Configuration and Change Management Plan Plan/Process TSC Public - Project Docs
Coding Guideline Plan/Process TSC Public - Project Docs
Tools Documentation Plan/Process TSC Public - Project Docs
Specifications Category
Safety Scope Definition Spec. Safety Committee Safety Committee Github
Safety (SRS) ** Spec. Safety Committee Safety Committee Github
Safety and (SAIS) ** Spec. Safety Committee Safety Committee Github
Safety Ci Design (SMDS) ** Spec. Safety Committee Safety Committee Github
Safety Ci Test (SMTS) ** Spec. Safety Committee Safety Committee Github
Safety Test (SITS) * Spec. Safety Committee Safety Committee Github
Safety Software Test Specification (STS) ** Spec. Safety Committee Safety Committee Github .
Sources Category
Source Code Source TSC Public
- Coding Guideline Compliance Source TSC Public
Project Documentaton Source TSC Public
- Spec TSC Public
- and Spec TSC Public
- Ci Design Spec TSC Public
Project Testing Source TSC Public
- C Jnit Test Spec TSC Public
- Test Spec TSC Public
- Software Test Specification Spec TSC Public
- Tests Source TSC Public
Reports Category
Code Review Report (pre-merge) Report TSC Public
Code Change Test Report (post-merge) Report Testing WG Public
Test Coverage Report Report Testing WG Public
Coding Guideline Compliance Report Report Safety WG & Security WG Public
Traceability Report Report Safety WG Public
Tools Classification Report Safety Committee Public .
Tools Validation Report Safety Committee TBD (based on specific tools)
Fault Injection Test Report Report Safety Committee Safety Committee
Safety Traceability Report (for Safety Scope) ** Report Safety C SM Safety C;
Safety Test Coverage Report (for Safety Scope) ** Report Safety C SM Safety C;
Safety Analysis (e.g., FMEA) Report FSM Safety Committee
Manuals Category
Software User Manual Manual TSC Public
Safety Manual Manual FSM Safety Committee
Certificates
All safety certificates Certificate Safety Committee N/A

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0
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Requirement definition,
Source Code & Test linkage
are public; and developed
in open using strictdoc

The set of requirements
(and associated
traceability) are applicable
to safety scope is managed
by the safety committee.

Other project artifacts have
owners designated.


https://github.com/strictdoc-project/strictdoc

What's happening now..

Safety Committee

Safety Certification Strategy decisions
- Scope of certification
- Certification standards
- Certification timeline

Assessment and audit specific tasks

Owner of certification artefacts and
managing contract with certification
authority

Participation limited to the project’s
members, the safety architect and the
functional safety manager

Safety Working Group

Enabling safety qualifications/ certifications
in the project

Working on creating the required
documentation and evidence in open

- creating/deriving and documenting
requirements

- Linking requirements to code and tests

Open to everyone to participate, join today:
https://lists.zephyrproject.org/g/safety-wg



https://lists.zephyrproject.org/g/safety-wg

About ¥ Technical Resources ¥ News and Events ¥ Community v Blog Join

Doulos, Honda, Hubble Network, IAR, inovex and
Microchip Technology join the Zephyr Project as
it gets Closer to Safety Certification

January 30, 2025

See Zephyr RTOS at FOSDEM on February 1-2

SAN FRANCISCO, January 30, 2025 - Today, the Zephyr® Project announced that Doulos, Honda, Hubble Network, IAR, inovex and
Microchip Technology have joined as Silver members. Zephyr, an open source project at the Linux Foundation that builds a secure,
connected and flexible RTOS for future-proof and resource-constrained devices, is easy to deploy and manage. It is a proven RTOS
ecosystem created by developers for developers.

Last year, the project achieved several milestones including obtaining written concept approval for [EC 61508 certification of the
Zephyr kernel. The Zephyr Project will continue to advance the functional safety and quality management processes for a safety
element out of context (SEooC) that meets the requirements of the IEC 61508 standard, which is a globally recognized benchmark for
ensuring the functional safety of systems, and a foundation for other safety standards. Compliance with IEC 61508 ensures that a
system is developed and maintained with a rigorous approach to minimizing risks and increasing operational reliability. By integrating
these processes into the development lifecycle, Zephyr aims to ensure traceability, transparency and accountability at every stage,
from initial design to deployment and maintenance.

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://zephyrproject.org/doulos-honda-hubble-network-iar-inovex-and-microchip-technology-join-the-zephyr-project-as-it-gets-closer-to-safety-certification/

) Zephyr’

Results from applying
best practices?




New Products based on Zephyr

7\/@ M

Lildog & Lilcat
Pet Tracker

Al |

Google
Chromebook

Oticon More
Hearing Aid

Adhoc Smart Waste

Aethero Deimos

Satellite
(3
(i

BLiXT solid state
circuit breaker

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.
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Samsung Galaxy
Ring

. /

Livestock Tracker Moto Watch 100

Framewo;\k laptop Keeb.io BDN9 Hati-ACE
PHYTEC Distancer Laird Connectivity BeST pump
sensors & gateways monitoring

zephyrproject.org/products-running-zephyr

Proglove

\'\\X‘

-~

‘9

Safety Pod

.\
’f
ﬁ

Vestas Wind
Turbines


https://www.zephyrproject.org/products-running-zephyr/

Zephyr in the wild... 6.9K Forks!

About

Primary Git Repository for the Zephyr
Project. Zephyr is a new generation,
scalable, optimized, secure RTOS for
multiple hardware architectures.

@ docs.zephyrproject.org Vestas Wind Systems AIS
iot real-time microcontroller vestas

bedded  bluetooth  bluetooth-I
embedde uetoo uetooth-le A2 3 followers & http://www.vestas.com

mcu rtos zephyr zephyros

embedded-c zephyr-rtos

[ Readme

58 Apache-2.0 license . .

@ Code of conduct Popular repositories

&8 Security policy

A Activity zephyr Public
B Custom properties Forked from zephyrproject-rtos/zephyr

B Tskstars Primary Git Repository for the Zephyr Project. Zephyr is a new

& 407 watching

generation, scalable, optimized, secure RTOS for multiple hardware
% 6.9k forks architectures.

Report repository

®c W2 %1
Releases 127
© Zephyr 4.0.0 . .
on Nov 15, 2024- Source: https://github.com/vestas-wind-systems

+ 126 releases

Source: https://github.com/zephyrproject-rtos/zephyr


https://github.com/zephyrproject-rtos/zephyr
https://github.com/vestas-wind-systems

Supported Hardware Architectures

ARC dadrm

CnNios:II

Processor

Cortex-M, Cortex-R
& Cortex-A

b RISC

32 & 64 bit

®

intel.

X86 & x86_64

MIFPS

y 4
tensilica
y 4

Xtensa



https://docs.zephyrproject.org/latest/hardware/index.html#hardware-support

Software
Architecture

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.

Application

High-level API (ex. Smart Objects)

-
c
o
E
o
o
©
=
©

=

IPv4 / IPv6
GLOWPAN

Connectivity h

|
| LWM2M

Low-level API

w-IeveI 0S Services b
| ’ File System Semngs , Crypto 9
S o
Sl ‘ &
State Machine ] 5

J

Scheduler Memory Management Data Passmg

Architecture Interface

-

Power Management | Interrupt Handling Fault Management [ ; Cache Management |
. B
—_— S/

I Hardware Abstraction Layer (SoC vendors)

Hardware Platform




220+ Sensors Already Integrated < Zephyr-



https://github.com/zephyrproject-rtos/zephyr/tree/main/drivers/sensor

700+ supported boards... and growing

Sipeed HiFive1 nRF9160 DK STM32F746G Disco

TDK RoboKit 1 BBC micro:bit v2 Blue Wireless Swan Arduino Nano 33 Intel UP Squared Dragino LSN50
BLE LoRA Sensor Node

Microchip SAM E54 Raspberry Pi Pico Altera MAX10 NXP i.MX8MP EVK Adafruit Feather u-blox EVK-NINA-B3
Xplained Pro MO LoRa

Evaluation Kit
(i docs.zephyrproject.org/latest/boards

© 2023 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://docs.zephyrproject.org/latest/boards

Average Number of Unique Contributors per Month

<«
@
300 Zephyr
250
200
150
100
50
— ———
B : — E—— - . —
2017 2018 2019 2020 2021 2022 2023 2024
=—Zephyr 55 82 104 125 154 178 225 256
—— Apache NuttX 22 22 26 36 41 45 70 52
——RT-Thread 9 24 26 23 32 35 38 33
——RIOT OS 27 35 39 39 30 27 18 23
——TizenRT 30 33 33 15 17 11 13 16
——FreeRTOS 2 2 3 11 8 6 7 6
—— Apache Mynewt 16 18 15 1 5 5 S
Contiki-NG 8 9 7 7 7 7 5
Eclipse ThreadX 2 2 3 2
Arm Mbed OS 38 64 61 35 22 6 5 2
———Amazon FreeRTOS 3 3 29, 23 13 3 1 1

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.



Average Number of Commits per Month

1} y .
1600 Zephyr
1400
1200
1000
800
600
400
200
——— - = — ———
0 - - ~ —— B ———— e ——
2017 2018 2019 2020 2021 2022 2023 2024
=Zephyr 434 667 825 924 995 1206 1287 1387
—— Apache NuttX 206 170 175 342 297 347 397 219
——RT-Thread 35 59 53 43 70 84 91 92
——RIOT OS 108 115 136 175 105 103 52 61
——TizenRT 73 93 71 64 74 27 29 58
——Apache Mynewt 38 74 70 27 31 18 19 33
—— FreeRTOS 4 8 13 32 17 11 12 11
——— Contiki-NG 23 22 9 11 7 38 30 6
Eclipse ThreadX 7 1 2 3 2
Arm Mbed OS 86 136 138 82 51 2
———Amazon FreeRTOS 2 4 47 53 20 2 0

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.



Star History

0.0k m riot-os/riot
e = freertos/freertos
% ARMmbed/mbed-os
w = eclipse-threadx/threadx
8.0k || ® 7/ apache/nuttx
* zephyrpro ject—rtos/zephyr

6.0k

GitHub Stars

4.0k

2.0k

2018 2020 2022 2024

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.



New Contributors per Release “‘fephyr@

% of first-time contributors
40.00%

30.00%

20.00%

10.00%

0.00%
v2.6.0 v2.7.0 v3.0.0 v3.1.0 v3.2.0 v3.3.0 v3.4.0 v3.5.0 v3.6.0

Release

2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



GitHub Clones & Unique Visitors " Zephyr

Git clones
8k
- 600
6 k- x
4 k‘__l: .\./:\o/ [+
2k w.\..é:% ._. - 200
0 o

07/31  08/01 08/02 0803 0804 08/05 08/06 0807 0808 0809 0810 0811 08/12 08/13

30 k-@— .\.\.
2024-07-31 — 2024-08-13 = \ __\\
~186 unique clones per day = .\. ::Z
~1375 unique visitors per day o -0

07/31 08/01 08/02 08/03 08/04 08/05 08/06 0807 0808 0809 0810 0811 0812 08/13

308,499 Views 19,258 Unique visitors

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



Vibrant Ecosystem

000

DAL

Development Tools

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.

‘V‘

Governing Board

)
/\l‘/

Training &
Consulting

-

Contributors

p Zephyr-
O

Technical Steering
Committee

Firmwares &
Libraries

Applications &
Middlewares



Ecosystem // Developer Tools " Zephyr

IDE
s _
Development Tools ﬂ % eCIIpse g @
Compilers Debuggers / Tracing Tools
L9 srersacfl  Dezem|  © Memfault
o —

Loz percepic St

SSSSSSSSSSSSSSS see-
OpenOCD

Emulation / Simulation

R=NOD=" WOKWiI



Fcosystem // Training & Consulting ‘“‘z:phyr@

Training
Norpic  ©5 Golioth LINUX i
N NORDIC a QGoliot L. JLINUX percepio
A
,_w' ® GCG /.\ Savoir-faire
o0 DOULOS

Training & Consulting Services & Consulting

ANALOG \ @ antmicro Q‘JBaylfbre AVIYSTEM

enro  NMD  WiDRR



Fcosystem // Firmwares & Libraries "~ Zephyr

%

Firmwares & Libraries

Security

ﬁh, psacertified”
wolfSsL
g reee G ol

TrustedFirmware
org

Language runtimes

@ g§ ®
I\
@ m MicroPython

TinyML

() == EDGE
. @==mm  |[MPULSE
TensorFlow Lite

Others

' SOUND
OPEN
FIRMWARE

© Memfault w Zenoh



Fcosystem // Apps & Middlewares " Zephyr

Remote Management

awayszem @ blues ) eynk G Golioth

HERALD @ Memfault  (©) STERNUM

Graphical Interfaces

W VGCL & Microe) [ Group < slint

Robotics

a
Applications & Middlewares =fu)- R O S
[ ]
© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0



https://heraldprox.io/

Zephyr Project: Platinum Members ““fephyr®

ANALOG ‘
DEVICES ~@antm|cr0 C /—\ R |]/_\ D

OOOOOOOOOOOOOOOOOOOOOOO

Google  Intel ~ ®Meta
) NorpiC ) (= oticon

life-changing technology
’% Quolcomm
n@ Innovation Center



Zephyr Project: Silver Members "“‘z:phyr@

9C6 /\ ALIF ©.0] arm AVIYSTEM

CCCCCCCCCCCCC ARDUINO

e pumer  GBailte  @blues ,\DOULOS €ZUriO

Treoloth HONDA  (hubble g (e
inxex A2 irnas 5““?'79 © Memfault  A%\MicrocHiP
Mli . percepio Group RENESAS €= >

. i
KLyy..... sSynopsys — wbge..  WNDRVR
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What's next?

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



Focus areas:

e Impact of growth on Maintainers

e Project driven benchmarking

e Test infrastructure rework

e (CRAreadiness

e Domain expertise for requirement formulation

© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.



Improving Contributor Diversity 4 Zephyr

Short Survey (inspired by Rust survey) at:
https://linuxfoundation.research.net/r/zephyr-diversity



https://linuxfoundation.research.net/r/zephyr-diversity

Zephyr Participation Information

zephyrproject.or
€h, zenhyrprojector

O github.com/zephyrproject-rtos

_— ,
!1 lists.zephyrproject.org

a chat.zephyrproject.org



https://www.zephyrproject.org
https://github.com/zephyrproject-rtos
https://lists.zephyrproject.org/
https://chat.zephyrproject.org

- Zephyr’

zephyrproject.org
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