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Presentation overview
1) OpenWebSearch.EU / OpenSearchFoundation

2) What is "Open Console"?

3) Collecting proofs
 email ownership

4) Accessing Services

5) Website, Domain, and IP-range ownership



OpenWebSearch.EU
● EU NGI funded, 8.5M€, 2022-2026
● https://openwebsearch.eu
● Started by

The Open Search Foundation
https://opensearchfoundation.org

~15 partners
uni & research:



OpenWebSearch.EU
● 4 larger projects, >50 papers

● Smaller grants, like Open 
Console

● Publication of a crawled data-
set, 3B URLs ~ 14TB index
CommonCrawl 2.6B/394TB per 2 months. 

● Many task forces (OSF)
● applications
● economy
● education
● ethics
● legal
● tech

● OSSYM Conferences



● Site usage

● Crawl optimization

● Crawl feedback

● Take-downs

@Google
Google Search Console

Major competitive
advantage



Positioning in OWS

DLR
Impressum

OWI
Index

content
classif's?

legal rights
informational
shared use
promotional



Domain ownership proof

RFC lists 
implementations by

● Let's Encrypt

● Google Workspace

● The AT  Protocol

● GitHub orga's

● Public Suffix List

● DocuSign

● CDNs

● AWS Certificate Manager

● Atlassian



Managing
It is not about creating access!

keyoxide.org



Managing 
It is not about your organization



Managing

It is not about your organization

It is not about creating access

It's a fight against 
fragmentation

from your personal perspective

Help!
I have 500+

independent

registrations

already!



Composition
● Organization of many "back-ends"
● Privacy
● Legal diversity
● Parties need the same kind of registration

● some personal facts
● email ownership proof
● website ownership proof

● Disconnected implementations



Positioning, generic use

Mastodon
registration

blacklist
removal? interaction

with internet
users



Generic Console

Take-down
requests

blacklist
removal?

Google Search Console



Generic Console

take-down
requests

blacklist
removal

Open Console



Target
Google's power, created for Open Communities
● Service discovery: who has info for me?
● "OpenID" provider, single sign on

● Huge scale:
● 300M+ websites → 100M+ website owners
● any internet user
● any open source application



Prepared for HUGE scale
● Different  DBs clusters per data 

character, different DB types.
● Cluster of worker servers for 

slow tasks.
● Cluster of servers for connect 

(login) processes
● Security/Privacy/Fairness 

proofs
contracts

accounts
identities
groups

queues
cacheOC

Owner
Site

REST

Tasks

Connect

Service



"Console"

● Use is not limited to 
OpenWebSearch.EU!



Login
● Register
● Reset password
● Sign in

reset
email



tabbed forms



Two modes:

1) Integrated
 display

2) Login
 button



Consoles Side-by-side



Level of integration

Application 1

Application 2

organization

access?



Level of integration

Application 1

Application 2

organization

access?

keycloak &
other SSO



Level of integration

Application 1

Application 2

organization
OpenID Connect
via a Trusted Third Party (TTP)



Level of integration

Application 1

Application 2

organization
OpenID Connect
via a Trusted Third Party (TTP)



Level of integration

Application 1

Application 2

organization
OpenID Connect
via a Trusted Third Party (TTP)

TRUST?



TTP

Who do you
TRUST

?



Current possibilities are PRIMITIVE!
● organize me ● limited and

transparent

● cooperation ● insufficient facts



Current possibilities are PRIMITIVE!
● My activities are diverse
● My services come from 

many sources

● I want to manage which 
facts are shared

● I do not (want to) trust 
the TTF (BigTech)

● Some logins are shared 
with colleagues

● My boss is responsible 
for my use!

● Still need for additional 
registration, like "agree 
terms"

● Additional facts needed



Facts to share
"Login via Google"

● OpenID Connect:
sub name given_name 
family_name middle_name 
nickname preferred_username 
profile picture website email 
email_verified gender birthdate 
zoneinfo locale phone_number 
phone_number_verified address 
updated_at

● Website use statistics

"Login via Open Console"
● Selected OpenID claims
● Identities and Groups
● Proofs

● No tracing in any way



Level of integration

Application
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Level of integration

Application

organization
service description

before
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Example

    LOGIN WITH OPEN CONSOLE

OWLer website

by



step 1

proven
elements

only!

Define your service.



Step 1:
Define your
service.

OAuth
secrets



Step 1



Step 1

additional proofs

 and other assets.



Example



Step 2
User signs contract.



Step 2
User signs contract.

shows what 
data is 
requested



Example

    LOGIN WITH OPEN CONSOLE

OWLer website

by



Example

    LOGIN WITH OPEN CONSOLE

comply to
needs

valid
contract?

OWLer website

proofs
id facts



Example

    LOGIN WITH OPEN CONSOLE

comply to
needs

valid
contract?

OWLer website

OAuth Back-channel

proofs
id facts



Step 3
Provide the info



Example

    LOGIN WITH OPEN CONSOLE

comply to
needs

valid
contract?

OWLer website

OAuth Back-channel

proofs
id facts

2

3

4

1



Step 4: OAuth Back-channel
● OpenID Connect ● "Open Console Connect"

{
 "sub": "248289761001",
 "name": "Jane Doe",
 "given_name": "Jane",
 "family_name": "Doe",
 "preferred_username": "j.doe",
 "email": "janedoe@example.com",
 "picture": "http://example.com/me.jpg"
}

{
    'id': 'WDJ@OI@JOJiqjodihohOhoh',
    'service':  {
       'websites': [ 'https://www.doe.com' ],
       'version': '2021v1'
    },
    'account': {            # selected facts of the Account
       'created': '2022-12-21T15:34:12Z',
       'oc_instance': '001'
    },
    'person': {             # selected facts of an Identity
       'name': 'John Doe',
       'email': [ 'joe@doe.com', 'joe@example.com' ]
    },
    'group': {              # selected facts of a group
    },
    'contract': {
        'id': 'xyz:C:WDJ@OI@JOJWqjqljdoiqjodihohOhoh',
        'created': '2022-12-21T15:34:12Z',
        'signed': '2024-07-21T15:36:12Z'
    },
    'proofs': [ ... ]
  }



Additional proofs

● Website ownership
● Domain ownership
● Network ownership
● ...
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Website URL complications
Is this a top?

● http://www.abc.nl/~user/xyz.html
● Redirects:  http → https,  .nl → .com
● Redirects:  www.xyz.nl → xyz.nl
● <link rel="canonical">
● Public Suffix List

● Redirects:   ibm.com → ibm.com/nl-NL     NO



Website URL complications
Normalization:

● Remove fragments (#) and queries (?)
● IDNA2008 (Punycode)
● www.räksmörgås.se → www.xn—rksmrgs-5wao1o.se
● Character normalization:    %43 → C
● UTF8 HEX encoding normalization:    ä → %72%E4
● Defaults:      http://abc.nl:80 == http://abc.nl
● Casing:          HTTP://ABC.NL == http://abc.nl



Proof via DNS



Proof via HTML



Proof via File



Domain ownership proof

● RFC shows various TXT 
and CNAME based 
solutions.



Domain ownership proof

● DNS names

● TXT content

● CNAME content

_<SERVICE>-challenge.example.com
_<FEATURE>._<SERVICE>-challenge.example.com
_<RANDOM>._<SERVICE>-challenge.example.com
_<SERVICE>-host-challenge.example.com
_<SERVICE>-wildcard-challenge.example.com
_<SERVICE>-domain-challenge.example.com

_foo-challenge.example.com. TXT  "3419...3d206c4"
TXT "token=3419...3d206c4 expiry=2023-02-08"

CNAME  <RANDOM>.dcv.example.com



Domain ownership proof

● How often do you 
want to provide an 
ownership proof?

● Difference between 
website and domain 
ownership?

● DNS Admin vs Legal 
owner?

● Other methods?



Domain ownership proof

● How often do you want to 
provide an ownership proof?

● once with expiry?  continuous?
● variation in complexity

● Difference between website 
and domain ownership?

● DNS Admin vs Legal owner
● support by TLD providers?

● Other methods?



Network ownership proof
● Nested structure

● Extend the mechanism to the 
reverse zones with PTR 
records?

● IPv4 and IPv6 syntax examples
● ASNs?  BGP?

● Useful?



Try it soon!

https://open-console.eu
team@open-console.eu
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