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BIG DATA small data
Collect as much as possible  
Store for as long as possible 
Centralised data storage 
Compliance by checkboxes 
Protect by shields 
 

Collect minimum 
Throw away asap 
Distributed storage 
Compliance by design  
Protect by differential privacy 
and other techniques 

Data you don’t have can’t be leaked
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”Something that seems anonymous, more often than not, is 
not anonymous, even if it’s designed with the best intention”  

(Matt Blaze)



Aggregation 

Design principles in TAPIR

Separation of datasets - Crowd vs Unique. Treat 
them differently! 

Approximate counts (HyperLogLog) - gives 
signals. How many, NOT who! 

Make individual tracking architecturally 
impossible.  

Aggregation is irreversible 



Aggregation 

Design principles in TAPIR
Minimisation
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Aggregation is irreversible 

Transform at the local source before extract.  

No "data lake" of queryable DNS records. The 
aggregated sketch IS the data product 

Time accuracy and sequences only at the local Edge 
resover 

very short or ZERO retention regardless of what 
compliance allows
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Minimisation

Separation of datasets - Crowd vs Unique. Treat 
them differently! 

Approximate counts (HyperLogLog) - gives 
signals. How many, NOT who! 

Make individual tracking architecturally 
impossible.  

Aggregation is irreversible 

Transform at the local source before extract.  

No "data lake" of queryable DNS records. The 
aggregated sketch IS the data product 

Time accuracy and sequences only at the local Edge 
resover 

very short or ZERO retention regardless of what 
compliance allows

Data you don’t have you can’t loose



Design principles
≈ Differential Privacy 

Nearly identical results with or without 
your browsing/query data included 

Deniability.  
Even with full access to TAPIR Core data, 
you can't definitively prove any specific 
user queried a specific domain. 



Design principles
≈ Differential Privacy 

Nearly identical results with or without 
your browsing/query data included 

Deniability.  
Even with full access to TAPIR Core data, 
you can't definitively prove any specific 
user queried a specific domain. 

Design for open data

Design for sharing.  
An open data system gain operators (ISPs) 
trust to give us access to their data. 

From "trust us to delete data" to "the data 
will be open and shared.”  

It’s structure fundamentally cannot 
represent individuals." 



Stop the pathological hoarding!
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Thank you for listening and 
sharing is caring :-) 
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