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Introduction

An introduction to HyperDbg debugger




“If debugging is the process of
removing software bugs, then
programming must be the
process of putting them in.”

— Edsger Dijkstra



Why a hypervisor-based debugger?

Highly Privileged
01 System-wide visibility
enables having access

to nearly all events
occurring within OS

Stealthiness
03 Hypervisors have relatively
less artifacts, making

them a better choice for
malware reverse
engineering and
debugging
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User/OS Transparency

User-mode applications
and the OS run
independently of the
hypervisor

New Techniques

And of course,
hypervisors unlock
many innovative
techniques
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HyperDbg Debugger

FOSS (GPLV3) hypervisor-assisted debugger

Leverages hardware virtualization controls to deliver
advanced debugging capabilities (e.g., EPT-based memory
monitoring, system call interception, PMIO/MMIO
debugging)

Operates independently of OS-level debugging APIs,
providing higher transparency than traditional debuggers

First released for Windows (2022), actively maintained since

e UEFI-based, OS-agnostic hypervisor agent scheduled on roadmap

Get the source code:
github.com/HyperDbg/HyperDbg



http://github.com/HyperDbg/HyperDbg
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Scenario

Real-world debugging difficulties




Debugging Native
Code is Difficult!




Why HyperDbg?

e What if you want to...

(@)

(@)

(@)

Find out what device driver writes into memory range x - y?

Find out when that device driver does it, and reverse trace the call stack
up to user space?

Quickly write a script that triggers on the former events, without freezing
up the kernel?

Prevent user or kernel space from modifying memory ranges, without the
former noticing?

Reverse device drivers and user space companion apps in one go?
Trigger debug events when user or kernel space executes
*MSR/CPUID/RDTSC, then trace back its source?

..or do anything else a hypervisor can do!




Hypervisor-based
debuggers to

rescue!
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Terms

New debugging terminologies in HyperDbg




Event-driven Debugging

e Everything in HyperDbg is an event
e Each event could trigger one or more actions (script, assembly code,
break into the debugger)

System calls and returns
from syscalls

Events

I/O Operations '« RDMSR, WRMSR, CPUID, ...

EPT Hooks

..and many more at https://docs.hyperdbg.org/design/debugger-internals/events



https://docs.hyperdbg.org/design/debugger-internals/events
https://docs.hyperdbg.org/design/debugger-internals/events
https://docs.hyperdbg.org/design/debugger-internals/events

New Debugging Terms

o Event Calling Stages Event Short Circuiting
C

8 e Determine when actions e Ignore or modify event

- should be triggered execution

5 e Types:'‘post’, ‘pre’, and e Bypass events (instructions
|.|>J ‘all or system calls)

These abstractions are based on determining whether instruction
emulation is required or should be avoided when handling VM exits
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Techniques

An overview of the implementation of these
techniques in HyperDbg



Tracking Function Calls

Ci\Users\sina\Desktop\Hyperl X — + v

KHyperDbg> !track
— ntkrnlmp!IopCreateFile (fffff862'5abc2656)
ntkrnlmp!RtlpInterlockedPopEntrySList (fffff802'5a83b2be)
ntkenlmp!ExpInterlockedPopEntrySListEnd+exb (fffff802'5a83b2db)
ntkenlmp!PsGetCurrentSilo (fffff862'5a61lea20)
ntkrnlmp!PsGetCurrentSilo+0x29 (fffff802'5a6leald
ntkrnlmp!ObOpenObjectByNameEx (fffff802'5aace3ce)
— ntkrenlmp!RtlpInterlockedPopEntrySList (fffff802'5a83b2b0)
L— ntkrnlmp!ExpInterlockedPopEntrySListEnd+exb (fffff802'5a83b2db)
— ntkrnlmp!ObpCaptureObjectCreateInformation (fffff802'5aade2fe)
| — ntkenlmp!ObpCaptureobjectName (fffff8062'5aade58e)

| — ntkrnlmp!RtlpInterlockedPopEntrySList (fffff862"5a83b2be)

‘ L— ntkrnlmp!ExpInterlockedPopEntrySListEnd+0xb (fffff802"5a83b2db)

Uses Monitor Trap Flag (MTF)

E ntkrnlmp!memmove (fffff802'5a847240)

ntkenlmp!memmove+8x169 (fffff802'5a8473a9)

| L— ntkrnlmp!ObpCaptureObjectName+0x274 (fffff802'5aado7fu)

L— ntkrnlmp!ObpCaptureobjectCreateInformation+0x208 (fffff802'5aadeufs)

— ntkrnlmp!PsReferencePrimaryTokenWithTag (fffff802'5a622ebe)

L ntkrnlmp!PsReferencePrimaryTokenWithTag+x68 (fffff862'5a622f18)
ntkrnlmp!SepCreateAccessStateFromSubjectContext (fffff802'5a623030)
E ntkrnlmp!memset (fffff802'5a847540)

ntkrnlmp!memset+0x8a (fffff802'5a8u475ca)
= ntkenlmpimemset (ffff£802'5a847540)

ntkrnlmp!memset+0x8a (fffff802'5a8475ca)
— ntkrnlmp!MmAccessFault (fffff802'5a658450)

— ntkrnlmp!MiUserFault (fffff802'5a658970)

| — ntkrnlmp!MiResolvePageTablePage (fffff802'5a6592b0)

| ntkrnlmp!MiFastLockLeafPageTable (fffff802'5a659ufe)

| ntkrnlmp!MiFastLockLeafPageTable+8x3d2 (fffff802'5a6598c2)

| ntkrnlmp!MilLockPageTableInternal (fffff802'5a659970)

| ntkrnlmp!MiLockPageTableInternal+0x256 (fffff802'5a659bc6)

| ntkrnlmp!MiPteInShadowRange (fffff802'5a642e00)

| ntkrnlmp!MiPteInShadowRange+0x21 (fffff802'5a6u2e21)

| ntkrnlmp!MiLockPageTableInternal (fffff862'5a659976)

| ntkrnlmp!MiLockPageTableInternal+exf2 (fffff802'5a659a62)

| — ntkrnlmp!MiUnlockPageTableInternal (fffff802'5a6bd260)

| L— ntkrnlmp!MiUnlockPageTableInternal+ex95 (fffff802'5a6bd2f5)

| — ntkrnlmp!MiPteInShadowRange (fffff802'5a6u2e00)

| L— ntkrnlmp!MiPteInshadowRange+0x25 (fffff802'5a6u2e25)

‘ ntkrnlmp!MiIsPdeOrAboveAccessible (fffff862'5a6fclce)

|

|

Tracks user to kernel
transitions

Useful with symbol servers

|: ntkrnlmp!MI_READ_PTE_LOCK_FREE (fffff802'5a642d96)
ntkrnlmp!MI_READ_PTE_LOCK_FREE+0x21 (fffff8e2'5a6u2dbl)
L— ntkrnlmp!MiIsPdeOrAboveAccessible+0x21 (fffff802'5a6fcuel)
ntkrenlmp!MiInPagePageTable (fffff802'5a671f10)
|: ntkrnlmp!memset (fffff802'5a847540)
ntkrnlmp!memset+0x8a (fffff802'5a8475ca)
|: ntkrnlmp!memset (fffff802'5a847540)
ntkrnlmp!memset+0x8a (fffff802'5a8475ca)
’: ntkrnlmp!MI_READ_PTE_LOCK_FREE (fffff802'5a642d90)
ntkrnlmp!MI_READ_PTE_LOCK_FREE+0x21 (fffff802'5a6u2dbl)
| — ntkrnlmp!MiGetLeafva (fffff802'5a63bu7e)




Combining event
calling stages with
event short circuiting




Real-world Reversing Techniques

e Bypassing privileged instructions/events
e Changing system call assumptions

e Ignhoring memory writes

'msrwrite 0xc000084 stage pre script {
@deax = (@eax | (1 << 9);

!lexception Oxe stage post script {
printf ("page-fault happens at: $11x", @Qcr2);

}




Real-world Reversing Techniques

e Bypassing privileged instructions/events

e Changing system call assumptions

_..- Calling stages

e Ignoring memory writes

Geax = @eax | (1 K9);7 -7

—_—_—— e e T —— ——

P

printf ("page-fault happens at: %$11x", Qcr2);
}




Real-world Reversing Techniques

e Bypassing privileged instructions/events
e Changing system call assumptions

e Ignhoring memory writes

!syscall stage post script {
if (Qeax == 0x55) {
@ecx = @ecx & ~(1 << 5);

!syscall stage pre script {
if (Qeax == 0x55 && @ecx == 0x1) {
drax = 0xc0000005;
event sc(1l);

}




Real-world Reversing Techniques

e Bypassing privileged instructions/events
e Changing system call assumptions

e Ignhoring memory writes

!syscall stage post script { Short—circuiting
if (Reax == 0x55) { sl
@Qecx = @Qecx & ~(1 << 5); ’

!syscall stage pre script {
if (Beax == 0x55 && Qeex == O0x1) {
@rax_=_0xc0000005;

fevent sc(l);>”

__________________

}




Real-world Reversing Techniques

e Bypassing privileged instructions/events
e Changing system call assumptions

e Ignoring memory writes

'monitor w ££f71£f118210 1 4 stage all script {
if (Sevent stage == 1) {
curr memory = dg(Scontext);
eq(Scontext, OxdeadbeeflObadcafe);
printf ("current memory ignored: %1lx\n", curr memory);
} else {
prev_memory = dg(Scontext);
printf ("thread id: %x , from (RIP): %1llx modified address:
$11x, previous memory: %11lx", Stid, @rip, Scontext, rev memory);

}

}



Real-world Reversing Techniques

e Bypassing privileged instructions/events

i : .- Stage indicator
e Changing system call assumptions stag

e Ignoring memory writes

-

~ Memory
'monitor w ff71£f118210 1-4~ stage all script { .-~ modification
if {Sevent Stag“e»*L 1) { e
cuff"ﬁéﬁ6f§_;'dq($context) ,///

printf ("current memory ignored: ollx\n", curr memory);
} else { B
prev_memory = dg(Scontext);
printf ("thread id: %x , from (RIP): %1llx modified address:
$11x, previous memory: %11lx", Stid, @rip, Scontext, rev memory);

}

}



What makes this
possible?

How does virtualization enable fine-grained
user-mode debugging?




Detecting Mode Changes

Mov to Normal EPT
cr3-exiting TP A
e User mode <-> Kernel mode Context Switch ,
User Denied EPT
CR3 || | e | ket
TEPT-PML4

change detection

_________________

e Uses MBEC and page table tricks

Processunder — | i Kernel Denied EPT
monitor? M4

Yes

_________________

e Combining it with mov-to-cr3
exiting creates a fine-grained
number of VM exits (better

Modify EPTP I

[ Usermoce SIS
EPTP Select
[iemeimore SR

performance) s \ —— gy . S ‘
i Fetchinstructions | i Fetch instructions |
i from user-mode E i from kernel-mode E
__________ e T

v

{ HEPT Violation J




Time Freeze Debugging

e Blocks execution of selected
modes

e Intercept when a context switch BLOCK!
happens

e Make user mode execution
impossible (thanks to MBEC)

e Ignoring tons of VM exits
(#EPT violations)

e At some point, a new context
switch happens




Conclusion

o HyperDbg is a hypervisor-assisted debugger designed for both user-
mode and kernel-mode applications

e Leverages modern hardware technologies to introduce system-wide
visibility

o Offers powerful debugging features not available on traditional
debuggers

o HyperDbg is FOSS (GPLv3), under active development, and available for
the community to contribute to and enhance - patches welcome!




Thanks

Bjorn Ruytenberg Mohammad Sina Karvandi
B @OXiphorus@infosec.exchange B @rayanfam@infosec.exchange
@ https://bjornweb.nl @ https://rayanfam.com

Get the source code:
github.com/HyperDbg/HyperDbg



https://infosec.exchange/@0Xiphorus
https://bjornweb.nl
https://infosec.exchange/@rayanfam
https://rayanfam.com
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Additional
Slides




Second Level Address Translation (SLAT)

—§ EPT Pointer \J

Hardware-assisted memory ; o= ; = ; N :
virtualization (e.g., EPT on Intel) ' |
Translates guest virtual memory |-
to host physical memory M T o |
Enables fine-grained memory | SN
monitoring and access control | : :

EPT PML4 ! EPT PDPT i EPTPD ’ EPT Page Table
Supports execute, read, and writ SN R S -
trapping via hardware faults 7 mm ws  am  an |+ @ TR

Guest Physical Address Physical Address




Mode-Based Execution Control (MBEC)

e Hardware feature for execute-permission control at page
granularity (MBEC support available on Intel Kaby Lake and up)

o Allows separate execute permissions for user-mode and kernel-
mode

e Enables stealthy execution traps via VM exits

e Critical for transparent, artifact-free breakpoint enforcement and
time freezing debugging techniques




Freezing Modules & Applications

e Halts execution without OS awareness
e Bypasses thread-monitoring tricks
e Highly stealthy debugging




Running Process Without Debug Flag

e Avoids DEBUG_PROCESS flag
e Improves transparency

HyperDbg Process m (Entry Missing) Process (Entry Found) m

EPT EPT EPT EPT EPT
‘ | ----‘ ‘ ‘ ‘ .-‘-{ Hidden Breakpoint Hook ‘ ‘ I Hidden Breakpoint Hook ]l
i Virtualizing already running system i Created by i : : i Created by TRM Mask #BP :
VMX-root i g Y g3y ; HDBE & g (Exception Bitmap)
-- Read target | |
.. process’s PEB nt!_EPROCESS nt!_EPROCESS : nt!_EPROCESS nt!_EPROCESS
Attach to the Created by 0S Read by cén
Kernel-mode target process HDbg =5
D TRM User-module | PEB  |eeB 5T
=
Run the process .
with the Entrypoint Entrypoint H
Suspended Flag Module Path Module Path [
User‘mode Base Module Address Base Module Address
CREATE _SUSPENDED
Created by OS Loaded by PELoader >
@ Running process with suspended © Loading process O Entrypoint does © Entrypoint exists © Entrypoint
flag using CreateProcess modules not exist in RAM in RAM instruction fetched

e Setting monitor hooks




