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Shared Signals Framework

The OpenID Shared Signals Framework (SSF) provides a standardized 
protocol for identity systems to communicate events in a trusted way 

between parties to improve security and user experience.

Goals

● Enable real-time communication of critical security events
● Reduce complexity by standardizing event formats and delivery mechanisms
● Enhance interoperability across identity systems
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https://openid.net/specs/openid-sharedsignals-framework-1_0.html
https://openid.net/wg/sharedsignals/


Credits to AppOmni  / Okta
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Enhancing SaaS Security

https://appomni.com/blog/closing-security-gaps-with-appomni-and-okta/
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Use Case Examples
● Real-Time Session Revocation

Revoke sessions instantly when risk conditions change, ensuring real-time 
access control.

● Compromised Account Alert
Receive notifications when an IdP detects account compromise, triggering 
security measures.

● Automated User Deprovisioning
Sync user lifecycle events to revoke access upon termination, preventing 
orphaned accounts.
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Building Blocks
● Security Event

Event resulting from observed behavior (user, system, device)

● Transmitter
System emitting an security event, e.g. an Identity Provider

● Receiver
System consuming the security event, e.g., a Service Provider

● Stream
Subscription for certain security events controlled by a Receiver, 
managed by the Transmitter
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Topology
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SSF 
Protocol
Stack
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JOSE (JWT, JWE, JWS, etc.)
RFCs 7515-7519

Security Event Token
RFC 8417

Push-based 
Delivery
RFC 8935

Poll-based 
Delivery
RFC 8936

Subject 
Identifiers
RFC 9493

Shared Signals Framework (SSF)
1.0 Final

CAEP 
Profile
1.0 Final

RISC 
Profile
1.0 Final

CAEP Interop 
Profile
Draft 02



Security Event Token and Subject Format

Security Event Token (SET) RFC 8417
● A JSON Web Token (JWT) based format for conveying security-related events
● Includes event type, event specific payload, subject identifier, and metadata
● Signed by Transmitter for non-repudiation and integrity protection
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Subject Identifiers RFC 9493
● A standardized way to reference identities across systems
● Identity can be a person, device, group or organization, tenant, session, etc.
● Many Subject Identifier formats: email, phone_number, iss_sub, opaque, etc.

https://www.rfc-editor.org/rfc/rfc8417.html
https://www.rfc-editor.org/rfc/rfc9493.html
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SET Token Type

SET Audience

SET Event Type

SET Subject

Security Event Token (SET) Example

f31XicNjPrHorTGB_Q_FOEJQ…..

eyJhbGciOiJSUzI1NiIsImtpZCI6IjllMjJlMj
c2LWQzYTQtNGE2OS1hZDA4LWQyNmNmNWI0Y2Ex
OSIsInR5cCI6InNlY2V2ZW50K2p3dCJ9.eyJpc
3MiOiJodHRwczovL3NzZi5jYWVwLmRldi8iLCJ
hdWQiOiJodHRwczovL3NzZi1yZWNlaXZlci5rZ
XljbG9hay5vcmciLCJqdGkiOiJOams0TURRek4
yTXRZekV6TnkwME5qQTFMVGszWWpRdE5ETmpOV
FEyWldZd1ltRXoiLCJpYXQiOjE3Njk3NTk4NzI
sInN1Yl9pZCI6eyJlbWFpbCI6InRlc3RlckBsb
2NhbC50ZXN0IiwiZm9ybWF0IjoiZW1haWwifSw
iZXZlbnRzIjp7Imh0dHBzOi8vc2NoZW1hcy5vc
GVuaWQubmV0L3NlY2V2ZW50L2NhZXAvZXZlbnQ
tdHlwZS9zZXNzaW9uLXJldm9rZWQiOnsiZXZlb
nRfdGltZXN0YW1wIjoxNzY5NzU5ODcyfX19.UE
cDS9b31U3VJRhz5AlLXvrhWH_gyG0XlbVcQx1x
vVK5gkagQEALfgIYs2WUExQQ6M2qxg6mN5LBAT
27FxYg5lwf3xx91FaETKjD6UKUUNnD4Z9E43WF
Ekxr7-1Ib0Ff_ZoN-qIR6rAlaNyWXw0t6ZBEa_
MRKSL_8WKT2cuftZas-y4n8pKX8BbPaDjlpyjT
XN94aLA3cP32H_rW4imb_CaWOXD7-k_B5nkJPE
7usEwowP-UL_lTDurlNutIleUEwLMvJ5Q3UuDq
rIuOELLj3YGRblTQnH5RRoMVeCClZ1N1mrCs7D
d8rW6XGUrGOzKQsnC5NLLmAGPXiabNP2MvwA

Header

Payload

Signature

SET Issuer



SET Event Profiles*: CAEP, RISC

CAEP (Continuous Access Evaluation Profile) 1.0 Final
● SSF profile that enables continuous monitoring and evaluation of access decisions
● Example events: session-revoked, token-claims-changed, risk-level-changed
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RISC (Risk and Incident Sharing and Coordination) 1.0 Final
● SSF profile focused on disaster mitigation and is related to security risks and incidents
● Example events: credential-compromised, credential-change-required, account-disabled, etc.

*) Event Profile = Set of Event Definitions

https://openid.net/specs/openid-caep-1_0-final.html
https://openid.net/specs/openid-risc-1_0-final.html


CAEP & RISC Event Overview
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CAEP
Continuous Access Evaluation Profile

RISC
Risk Incident Sharing and Coordination Profile

● Session Revoked
● Token Claims Change
● Credential Change
● Assurance Level Change
● Device Compliance Change
● Session Established
● Session Presented
● Risk Level Change

● Account Credential Change Required
● Account Purged | Disabled | Enabled
● Identifier Changed | Recycled
● Credential Compromise
● Opt In
● Opt Out Initiated | Cancelled | Effective
● Recovery Activated | Information Changed

https://openid.net/specs/openid-caep-1_0-final.html
https://openid.net/specs/openid-risc-1_0-final.html


SSF Transmitter Metadata
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https://ssf.caep.dev/.well-known/ssf-configuration
Metadata Endpoint

Issuer
Delivery Method

Stream Management
Stream Control
Keys

Stream Verification



SET Delivery Methods
● Push Delivery Method

○ Push-Based Security Event Token (SET) Delivery Using HTTP RFC 8935
○ Receivers provides Push-Endpoint to Transmitter in stream definition
○ Transmitter sends events to Push-Endpoint via HTTP POST
○ Enables Real-Time Event Delivery
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● Poll Delivery Method
○ Poll-Based Security Event Token (SET) Delivery Using HTTP RFC 8936
○ Transmitter provides Poll-Endpoint
○ Receiver periodically retrieves events from Poll-Endpoint via HTTP POST
○ Enables Async Event Delivery & Batching

https://www.rfc-editor.org/rfc/rfc8935.html
https://www.rfc-editor.org/rfc/rfc8936.html


Stream Lifecycle
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● Stream Management
Managed via Stream Configuration 
Endpoint

● Stream Verification
Check Stream communication

● Stream Status Update
Status Managed via Transmitter 
or Receiver



Create a Stream with Push Delivery
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Auth Token

Delivery Method

Requested Events
Stream 
Configuration



SSF Event Delivery
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/push-endpoint

Delivery via Push

Delivery via Polling

/poll-endpoint

Acknowledgement + Batching

Acknowledgement



Example SET Delivery via Push
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Push Auth Token

SET Content Type

Encoded SET JWT

Push Endpoint on Receiver



Example SET Delivery via Poll
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Transmitter Auth Token

Poll Request

Poll Endpoint on Transmitter



Shared Signals Framework Adopters (*)
● AppOmni
● Cisco
● Delinea
● Google
● IBM
● Jamf
● Okta **
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● Omnissa
● SailPoint
● Saviynt
● SGNL / CrowdStrike
● Thales
● WinMagic
● Disney
● Apple **

*) based on Participation survey at Gartner IAM SSF Interop Event January 2025 or **) Product Documentation

https://help.okta.com/oie/en-us/content/topics/itp/configure-shared-signal-provider.htm
https://support.apple.com/en-my/guide/apple-business-manager/axmfcab66783/web
https://openid.net/shared-signals-interoperability-at-gartner-iam/


Shared Signals Framework Overview
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● Asynchronous Publish/Subscribe Webhook Framework
● Stream of Security Event Tokens (SETs) - JWT format
● Subject identification (e.g. User, Group, Org, Tenant)
● Event Stream Management
● Push & Poll Delivery/Transport with Acknowledgement

Shared Signals Framework

Session Management Events

● Session Revoked
● Token Claims Changed
● Risk Level Changed
● …

Continuous Access 
Evaluation Profile (CEAP)

Account Security Events

● Account disabled
● Account suspended
● Credentials Compromised
● …

Risk Incident Sharing and 
Coordination Profile (RISC)

Entity Provisioning Events

● Account Created
● Account Updated
● Account Deleted
● …

SCIM Events*

Credits Sailpoint *) SCIM Profile for Security Event Tokens IETF Draft

https://datatracker.ietf.org/doc/draft-ietf-scim-events/


Shared Signals Framework
&
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Keycloak: SSF Use Cases
● Keycloak as SSF Transmitter

○ Keycloak could emit CAEP/RISC events to interested parties (IdPs, SaaS apps)
○ Keycloak could notify “child” Identity providers about account changes, suspension
○ Challenges ****

i. Simple Stream Management and Optional Scalable Event Storage
ii. Polling / Push Infrastructure
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● Keycloak as SSF Receiver
○ Keycloak can receive/fetch CAEP/RISC/SCIM events from SSF Transmitters
○ Identity Providers could propagate Session revocations, Account removal/suspension
○ Challenges ***

i. SSF Stream Management Client
ii. Event Ingestion and Event-Handling Infrastructure
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https://caep.dev


Keycloak as SSF Receiver
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Identity Provider
or 

Security Appliance



Keycloak Shared Signals Framework Support
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PR with PoC: https://github.com/keycloak/keycloak/pull/43950  

DEMO TIME

https://github.com/keycloak/keycloak/pull/43950
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https://docs.google.com/file/d/1xOiUxou5D6yYi-PJW1TI79hQ0hfd5t4G/preview


Shared Signals Framework Summary
● SSF standardizes real-time event delivery for identity systems
● Flexible and robust event sharing as SET via CAEP, and RISC
● Secure Push and Poll Delivery Mechanisms
● Continuous Access Evaluation and Compromised Account Mitigation
● SSF Receiver Support coming to Keycloak soon
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Please Join!

https://openid.net/wg/sharedsignals/


Questions?                          
❤

Feedback?

Contact thomas.darimont@oidf.org

Thank you!

mailto:thomas@oidf.org

