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Today’s Cloud Software Stack
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Today’s Cloud Software Stack
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Today's Cloud Software Stack
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Challenges for Microkernel adoption

 Support for server hardware required

* Non-Uniform Memory (NUMA)
Scalability & * NICs, RAID controller, ...
FEETENE * Accelerators (GPGPUs, NPUs, ...)
* TPM, SGX

» Solution: Use Linux drivers in user-space
* Genode's DDE Linux (Linux 6.12)
* Provides compatibility layer

Hardware
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Challenges for Microkernel adoption

 Support for POSIX-style applications

Scalability &

Performance
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Challenges for Microkernel adoption

 Support for POSIX-style applications
* Tool support required (for porting and
Scalability & administration)

Performance
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Challenges for Microkernel adoption

 Support for POSIX-style applications
* Tool support required (for porting and
Scalability & administration)

Performance

* Genode/Ealan0S offers Goa toolkit
* For porting 3rd party software
* Debugging, Testing, Publishing
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Challenges for Microkernel adoption

 Support for POSIX-style applications
* Tool support required (for porting and
administration)

* Genode/Ealan0S offers Goa toolkit
* For porting 3rd party software
* Debugging, Testing, Publishing

* Ealan0S provides Kuori remote shell for
* managing components at runtime
* Monitoring resource utilization
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Challenges for Microkernel adoption

Larson Benchmark for Genode::Heap
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Challenges for Microkernel adoption

== (jenode vfs socket Caladan
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Challenges for Microkernel adoption

(Client PD
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l(fn, args) Of n(args)
call( fn,args
Cl,) ———————————— - @ RPC object A |

2377

/Server PD

Compatibility

.O’. = Replace non-scalable locks ‘

\

= Use wait-free synchronization

’ (DH RPC object B |

A — dispatch(fn,args)

call(5, fn,args) m

3

request(3, fn,args)

kernel

Source: Genode Foundations [2]
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Challenges for Microkernel adoption
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Future Roadmap for Ealan0S

= Porting of common server applications (nginx, postgres, ...)

= Advancing of tooling for remote management

= Redesign of Genode’'s network infrastructure

= Evaluation and redesign of Genode's page (dataspace) allocator
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Summary

= Current cloud infrastructure is based mostly on Linux
= Huge and complex trusted computing base
= Riddled with critical vulnerabilities (33 for containers and 24+77 for KVM and gemu)
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Summary

= Current cloud infrastructure is based mostly on Linux
= Huge and complex trusted computing base
= Riddled with critical vulnerabilities (33 for containers and 24+77 for KVM and gemu)
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= Lack of tool and software support
= [ssues with scalability of system services
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Summary

= Current cloud infrastructure is based mostly on Linux
= Huge and complex trusted computing base
= Riddled with critical vulnerabilities (33 for containers and 24+77 for KVM and gemu)

= Microkernels offer greater security, safety and modularity

= However, no wide adoption yet due to
= Lack of hardware drivers for server-grade hardware
= Lack of tool and software support
= [ssues with scalability of system services

But there’s ongoing work to overcome those challenges by Genode Labs,
Gapfruit (Genode) and Kernkonzept, Barkhausen Institute (for L4Re) and
me
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Thank you for your attention

e github.com/mmuellerd1/genode

e github.com/mmueller41/NOVA

Ealdanes

® gss.cs.uos.de

e www.uni-osnabrueck.de

Prototypical implementation of a

. . Getintouch
microkernel cloud architecture

Embedded
Software Systems
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