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We believe everyone should have access 
to security and privacy tools, whoever 
they are, wherever they are or whatever 
their personal beliefs are, as a 
fundamental human right.

The OpenSSL Mission



World Wide Web (not secure by default)



So how can it be used to sell stuff?



Netscape SSL to the rescue



1995: Netscape’s strong encryption (for some)



1995: Scratch that itch!



The Australia Strategy



SSLeay empowered other open source projects

Still a lot of Netscape SSL, however.

And then the SSLeay founders left to join RSA.



List:       ssl-users
Subject:    [ssl-users] ANNOUNCE: OpenSSL (Take 2)
From:       Ben Laurie <ben () algroup ! co ! uk>
Date:       1999-01-06 22:03:02
  
    ___                  ____ ____  _     
   / _ \ _ __  ___ _ __ / ___/ ___|| |     OpenSSL
  | | | | '_ \/ _ \ '_ \\___ \___ \| |     The Open Source toolkit for SSL/TLS
  | |_| | |_) | __/ | | |___) |__) | |___  http://www.openssl.org/
   \___/| .__/\___|_| |_|____/____/|_____|
  _____ |_| __________________________________________________________________ 

  The OpenSSL Project is a collaborative effort to develop a robust,
  commercial-grade, fully featured, and Open Source toolkit implementing the
  Secure Sockets Layer (SSL v2/v3) and Transport Layer Security (TLS v1)
  protocols with full-strength cryptography world-wide. The project is managed
  by a worldwide community of volunteers that use the Internet to communicate,
  plan, and develop the OpenSSL tookit and its related documentation.

  OpenSSL is based on the excellent SSLeay library developed by Eric A. Young
  and Tim J. Hudson. The OpenSSL toolkit is licensed under an Apache-style
  licence, which basically means that you are free to get and use it for
  commercial and non-commercial purposes subject to some simple license
  conditions.

https://marc.info/?l=ssl-users&r=1&w=2
https://marc.info/?a=90366528200005&r=1&w=2
https://marc.info/?l=ssl-users&r=1&w=2&b=199901


1999: OpenSSL everywhere doing everything



2014: Heartbleed put OpenSSL in the news



The OpenSSL’s community wasn’t keeping up



The OpenSSL community (pre-Heartbleed)



https://www.johndcook.com/blog/2019/02/19/addition-on-curve1174/

Cryptography can be intimidating



Note: a lot of the Perl code exists to generate assembly code:

$code .= <<___;

.p2align 3

.globl ossl_md5_block_asm_data_order@{[$isaext]}

.type ossl_md5_block_asm_data_order@{[$isaext]},\@function

ossl_md5_block_asm_data_order@{[$isaext]}:

Not everyone can contribute code



Community via mailing lists



The larger community



Healthy communities bring in new people



People like to see order



OpenSSL community in 2015



Teasting enables more contributions



Heartbleed: good for the OpenSSL Community



This just in!



PREMIER SUPPORTERS CODE PROTECTORS

Thank you to our leading supporters!



Sign up for the newsletter!

Two Qs

?



The OpenSSL Foundation works to ensure that everyone, including nonprofits, 
academics, and independent developers, has access to fundamental data 
privacy and security tools that are the backbone of internet protection, 
quietly safeguarding millions of users. We do this to help build a safer internet 
— one that serves the public interest and upholds privacy and security as 
foundational rights.

The OpenSSL Foundation Mission



https://en.wikipedia.org/wiki/Here_be_dragons

Here be dragons!



Heartbleed
“Heartbleed - the first buffer overflow bug with a 
website, a logo, and a marketing department.” 
– Stack Overflow Podcast 
recorded Friday April 11, 2014

if (1 + 2 + payload + 16 > s->s3->rrec.length)
return 0; 

https://stackoverflow.blog/2014/04/24/podcast-57-we-just-saw-this-on-florp/
https://stackoverflow.blog/2014/04/24/podcast-57-we-just-saw-this-on-florp/


Turns out there’s money in support contracts



● Scratch your own itch!

What motivates open source contributors?



● Scratch your own itch!
● Interesting problems

What motivates open source contributors?



● Scratch your own itch!
● Interesting problems
● It’s your job

What motivates open source contributors?



● Scratch your own itch!
● Interesting problems
● It’s your job
● Someone in the community is helping you get involved!

What motivates open source contributors?



Open source community 
undefeated against

government and corporate interests

?



This isn’t a zero-sum game

!



Secured:

● Websites (HTTPS)

Provided

● Encryption algorithms (RSA, RC2, RC4, DES, 3DES and MD5)
● SSL protocol

1995: Netscape SSL



Elliptic curves. Left: y2 = x3 − x + 1. Right: y2 = x3 − 3x + 1

Cryptography can be intimidating



Secures:

● Websites (HTTPS)
● Email (SNTP with TLS)
● File transfers (FTPS, NNTP, XMPP, SIPS, etc.)
● Voice over Internet Protocol (VoIP)
● Virtual Private Network (OpenVPN, OpenConnect)
● Other stuff . . . 

Provides:

● Arbitrary precision integer implementation (BIGNUM)
● A full-feature cryptography library
● TLS/SSL and QUIC protocol library
● Platform for third-parties providers

The OpenSSL Library


