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Hello, FOSDEM! & OpenNebula

Jordi Guijarro | Principal Technologist Cloud-Edge Innovation at OpenNebula Systems

=>» Jordi Guijarro Olivares is the Principal Technologist for
Cloud-Edge Innovation at OpenNebula Systems. With over
20 years of experience, he is an expert cloud-oriented and
cybersecurity architectures applied Innovation.

=> He currently manages the EU IPCEI-CIS ONEnextgen
project ecosystem, coordinates the Virt8ra.eu Cluster, and
actively participates in various national and European
projects.

=>» Course instructor at UOC and UPC Cybersecurity Masters
(Cloud Security and Digital Identity)
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Home > Policies > Edge Observatory for the Digital Decade - Monitoring the Deployment of Edge Nodes
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https://digital-strategy.ec.europa.eu/en/policies/edge-observatory

m . Edge Computing
What is edge?

Edge nodes measured as the number of compute nodes providing latencies

below 20 milliseconds, such as an individual server or other set of

connected computing resources, operated as part of an edge computing
infrastructure, typically residing within an edge data centre operating at the
infrastructure edge, and therefore physically closer to its intended users than a
cloud node in a centralised data centre, designed and operated:

e in an energy-efficient manner to minimize its carbon footprint and environmental impact,
with a specific focus on reducing greenhouse gas emissions, to achieve a net-zero carbon
impact

e atthe edge of a network to provide secure access to data and services. It must provide
both physical and cyber security to ensure uninterrupted operation and data
safety.

https://digital-strategy.ec.europa.eu/en/policies/edge-observatory
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Advancing Europe’s Federated
Cloud-Edge Infrastructure

Home ) News&Blog ) Advancing Europe’s Federated Cloud-Edge Infrastructure

Second Version of the IPCEI-CIS Reference
Architecture Released

support building a sovereign, interoperable digital infrastructure for Europe. The ICRA offers a structured frame-
work to guide the development of a federated Multi-Provider Cloud-Edge Continuum capable of supporting the
next generation of data-driven applications across sectors such as manufacturing, mobility, energy as well as the
integration of Al.

https://www.8ra.com/wp-content/uploads/IPCEI-CIS Reference-Architecture 2-0.pdf



https://www.8ra.com/wp-content/uploads/IPCEI-CIS_Reference-Architecture_2-0.pdf

Far-Edge & loT: The O-CEIl Model

O-CEl is an EU-funded Horizon Europe project to orchestrate the
Cloud-Edge-loT continuum. It uses a Blueprint-Driven Methodology
to translate high-level requirements into repeatable technical
deployments across 8 different pilots, such as electricity grids,
agrifood or logistics, with high technical maturity (TRL 7).

e Practical Extension O-CEI

In O-CEl, we have successfully extended the framework by adding
a Far-Edge / loT layer specifically to manage small, low-power
devices and sensors at the industrial ground level.

e Our Proposal for IPCEI v3.0

We propose exploring the addition of this same layer to the next
ICRA version to finally connect everything from the Data Center
down to the individual loT device or sensor.

& OpenNebula

IoT / OT Devices (Far Edge)

Gateway Network (e.g., LoRaWAN)

Smart Meters DER Assets

Medical/health sensors

Industrial & Process OT

EVSE (Charging Infra)

Mobile Assets

Consumer/Appliance Devices
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1 What is OpenNebula?



Who is OpenNebula Systems? & OpenNebula

The Open-Source Company behind the OpenNebula Cloud & Edge Computing Platform

e First open source laaS solution, created
17 years ago.

e Enterprise infrastructure software
company with 15 years of experience.

e HQs in Madrid (Spain, EU) and Burlington
(MA, US), and offices in Brussels (BE, EU)
and Brno (CZ, EU).

e Scaling-up from 2024 thanks to the
IPCEI-CIS EU funding program.




OpenNebula: Open-Source Cloud Platform & OpenNebula

The open source platform for the cloud-edge continuum

OpenNebula is an open-source cloud management platform that unifies VVis,
containers, and Kubernetes under a single pane of glass. From data centers to
edge nodes, it orchestrates workloads across the entire cloud-edge continuum.

[
[ eee] Multi-H ervisor 1 Hybrid & Multi-Cloud 0
AR yP . \ Integration with AWS, Scaleway, 00 LgLlEr Nat.lve
& KVM & LXC containers OVH cloud. and morel! Full support since v7.0
-
Kubernetes Ready Al-ready platform Entgrprise Features
@ Cluster API, OneKE, OneDRS + MCP intesration Multi-tenancy,
RKE2 g federation, HA

OpenNebula.io



Why OpenNebula for Edge Computing? &OpenNebula

Feature / Platform OpenNebula 7.0 Proxmox VMware / CloudStack
ARM Support Q Yes (Native) X g;sgiic:\aelrftal X No (x86 only)
Marketplace ARM Images @ ves (Native) X ,'[\le?noggifsl ARM X No
Installation Simplicity Q (srm?gws fOneDeploy) Complex / Unsupported X ng:pp clatseling
Resource Efficiency Q Very High High (x86 only) Low (x86 only)
Edge / loT Use Cases Q Native Support Limited X gg;;jesigned 2

OpenNebula leads in ARM and edge deployments — the clear choice for edge computing and loT.

OpenNebula.io



2 Open Source CSPMs and the
Cloud Continuum



| Defining the Computing Continuum

The transition from Device Edge to Public Cloud is no longer a binary choice but a fluid reality.

loT Edge: Fog Nodes: Private Core:

Sensors and actuators Open-source orchestration Open-source orchestration
generating raw data. (For Example OpenNebula). (For Example OpenNebula).



| The "Hunting” Ground: Vulnerabilities

—|  Orchestration Gaps

Security drifts between public
cloud APIs and private KVM/LXC

clusters.

Credential Leakage

Plaintext secrets in VM templates

and CI/CD pipelines at the edge.

Breakout Risks

Container escapes targeting
underlying hybrid infrastructure

hosts.




The Challenge of Hybrid Clouds and CSPMs Gap ~ &©penNebula

/[Centralized Clouds 1\ /[ SelD S } /[ The CSPMs Gap }\

e Enterprise platforms
too heavy

e Far from data sources e Process data locally

e High latency o e oliEeeene e DIY solutions are

response times land sl
e Expensive Bandwidth manual and slow

e \Work offline or with ..
L. . Distributed control
limited connectivity

\\ / \\ / K planes scenario /

Q What if you could run security posture checks where is needed?
w

OpenNebula.io



Prowler and OpenNebula
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New Prowler Provider: Nebula

OpenNebula , —

N NNl PN
O \Nv v/ =
R W \ v4.0.0

Date: 2024-04-08 15:09:16

-> Using the AWS credentials below:
* AWS-CLI Profile: default

We present a new extension to Prowler, the leading [ NS Resouns: Eesemm— _
: gz?ieid;dentity ARN: arn:a\v»zs:séts:(:”:ll
FOSS cloud security tool, adding native support for > Using the following configuration:

« Config File: prowler/config/config.yaml
+ Mute List File: prowler/config/aws_mutelist.yaml
O N b I + Scanning unused services and resources: False
pen e u a‘ [Executing 305 checks, pl it
Et N WE| 305/305 [100%] in 1:56.7

Overview Results:

19.05% (36) Muted

The contribution delivers a modular, non-intrusive

Account 552455647653 Scan Results (severity columns are for fails only):

framework that allows operators to audit sovereign Frowldee | Hexvice Statsn Goledoal | Figh | Wadiom
accessanalyzer ]

hybrid clouds with the same way as hyperscale Sesont
lambda

providers. bk
cloudformation

cloudtrail

cloudwatch

config

THANKS to Daniel Rontomé (@rontomano) https://github.com/rontomano/TEM_prowler/

memoad T o e 1 P ind e I/ e "L Y



https://github.com/rontomano/TFM_prowler/

| Design & Implementation Logic

¢</> XML-RPC API Integration: Mapping of OpenNebula resources to Prowler providers.

(), Resource Mapping: Auditing VMs, VNETs, Images, and IAM roles across zones.
¥ Check Engine: Extensible Python-based checks aligned with CIS Benchmarks.

@) Zero-Trust Auditing: Verifying host registration and template sanitization.
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| Security Services and Controls

Audit Category Specific Security Controls Standard Alignment

Identity (IAM) MFA, Overly permissive roles, Admin password policies CIS 1.0 / NIST
Networking VLAN Isolation, Exposed XML-RPC, Firewall status SOC 2
VM Infrastructure Unencrypted storage images, Template sanitization GDPR / CIS

Compliance Evidence collection for NIS2 and DORA directives EU Directives
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4 Live Demo ==: Let's see it in action!



Raspberry Pi + OpenNebula: It's a match! & OpenNebula
Raspberry Pi meets OpenNebula

‘ Hardware A Software Stack
ﬁ Device: Raspberry Pi 5 (BCM2712) @ OsS: Ubuntu Server 24.04 LTS
i RAM: 4GB / 8GB Recommended Hypervisor: KVM with ARM
Storage: NVMe SSD (PCle) preferred & Platform: OpenNebula 7.0 "Phoenix"
Network: Gigabit Ethernet / PoE+ ™ Web UL FireEdge Sunstone
& Cost: 50€ - 100€ (8GB) ﬁ Marketplace:  Pre-built ARMé64 Appliances

Two deployment paths:

MiniONE — Quick single-command setup for a@ OneDeploy — Ansible-based laC for production
testing & development @ deployments

OpenNebula.io



o0
MiniONE ﬁ"%pj!?{; & OpenNebula

From zero to cloud in less than 2 minutes %ﬁﬁl

MiniONE is a designed to deploy a full on a single

machine. Optimized for Edge nodes, labs, and PoC environments.

Flash Ubuntu ®

Flash Ubuntu Server 24.04 LTS (ARM64) to
your microSD or SSD.

$ sudo apt update && sudo apt upgrade -y

wget \
6 Update SYStem ‘https://github.com/OpenNebula/minione/

Ensure the local package is updated.
releases/latest/download/minione’

chmod +x minione

sudo ./minione
Download and run the MiniONE script with

default or custom parameters.

e Execute the MiniONE script

After ~90 seconds: Full OpenNebula cloud with Sunstone Ul, Alpine VM template, and KVM hypervisor!

OpenNebula.io



Community Marketplace: x86 and ARM64

OpenNebula

Community Marketplace

Take me to OpenNebula documentation

Nextcloud All-in-One A NixOS Open5GS
A °Open555
Nextcloud All-in-One with NixOS 25.05 Oncedge
VNC access and SSH key x ONEedge5G
auth Open5GS 56 Core Network
nixos implementation for 5G SA
nextcloud-aio  docker opensuse  container  vn deployments with WebUl
management
5g core-network open5gs sa oneedgeSg
HYPERVISOR KVM HYPERVISOR ALL HYPERVISOR kvm
VERSION 1.0.0-2 VERSION ' 25,05.803297.10d7f8d34e5e-20250609 VERSION 1.0
CREATED 17 Dec 2025 CREATED 09 Jun 2025 CREATED 18 Jul 2025
.=. PhoenixRTOS RabbitMQ cepay  STSRAN ONEedgeSG
'{} Phoenix RTOS with VNC 0 Appliance with preinstalled an=es Appliance running srsRAN
— access and SSH key auth RabbitMQ for KVM hosts Project 5G software radio
suite developed within
phoenixrtos  docker ubuntu  container  vnc rabbitmq  ubuntu  service ONEedge5G project
srsran 59 oran  service oneedgeSg
HYPERVISOR KVM HYPERVISOR KVM HYPERVISOR KVM
VERSION 1.0.0-1 VERSION 6.10.0-3-20250331 VERSION 1.0
CREATED 27 Sep 2025 CREATED 31 Mar 2025 CREATED 18 Jul 2025

& OpenNebula

OpenNebula.io






4 Key Takeaways



| Best Practices for Sovereign Hybrid Clouds

Establish Baselines: Define hardened configurations for

every VM image and host.

Automate Compliance: Replace manual audits with

continuous, code-driven scanning.
RBAC Hardening: Minimum viable permissions..

[Experimental] Smart Remediation: Al + MCP Power

Fixing Your Cloud Vulnerabilities

Offensive Security MCP Servers

> prowler-autonomous-fixer_

Features

Automated Cloud Security
Simple CLI Agent

- 29GP Servg

(prowler-py3.12) root@localhost:~/TFM_prowler# prowler opennebula --credentials-file one_cred
¢ \ /
\—/ \_/\_/ I_I\__I_|v5.5.0

-> Opennebula Credentials
« user_id:
- user_name:
« group_id:
- group_name:

-> Using the following configuration:
+ Config File:

Executing 10 checks

i Ml 10/10 [10

Overview Results:

OpenNebula Scan Results (severity columns are for fails only):

opennebula Authentication and Access Control

Networkgand secire Conmuntcations ------

opennebula Template

* You only see here those services that contains resources.

Detailed results are in:
- JSON-OCSF: /root/TFM_prowler/output/prowler-output-oneadmin-20260126132323.0csf.json
- CSV: /root/TFM_prowler/output/prowler-output-oneadmin-20260126132323.csv
- HTML: /root/TFM_prowler/output/prowler-output-oneadmin-20260126132323.html




| Best Practices for Sovereign Hybrid Clouds

"Visibility is the first line of
defense in the cloud
computing continuum.”



OpenNebula @ FOSDEM 2026 &OpenNebula

Al Plumbers :

OneAl: An Open-Source Framework for Managing Al Models at Scale.

Network :

Building an Open Source Private 5G Network: A Practical Blueprint.

Virtualization & Cloud Infrastructure :
How | Turned a Raspberry Pi into an Open-Source Edge Cloud with OpenNebula.

Arming Cloud Computing Continuum: Hunting vulnerabilities in open source hybrid
clouds.

¥ Find our Booth in LEVEL 1of BUILDING K

OpenNebula.io


https://fosdem.org/2026/schedule/event/7PAYWS-oneai_an_open-source_framework_for_managing_ai_models_at_scale/
https://fosdem.org/2026/schedule/event/EEJNU8-building-open-source-private-5g-network/
https://fosdem.org/2026/schedule/event/ZHE7VJ-raspberry-into-open-source-edge-cloud/
https://fosdem.org/2026/schedule/event/DCXJZX-hunting-vulnerabilities-open-source-hybrid-clouds/
https://fosdem.org/2026/schedule/event/DCXJZX-hunting-vulnerabilities-open-source-hybrid-clouds/

& OpenNebula
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ONE gen > OpenNebula.io/IPCEI-CIS

IPCEI-CIS

Next-Generation European Platform for the
Datacenter-Cloud-Edge Continuum

Initiative supported by the Spanish Ministry for Digital Transformation and Civil Service through the ONEnextgen Project: Next-Generation
European Platform for the Datacenter-Cloud-Edge Continuum (UNICO IPCEI-2023-003) and co-funded by the European Union's
NextGenerationEU instrument through the Recovery and Resilience Facility (RRF).

Financiado por Plan de Recuperacion, 5 UN I C @
Transformacion o =
Y . A N

la Unién Europea

NextGenerationEU IPCEI

y Resiliencia
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