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Motivation & use cases
for packet metadata



metadata
SO_MARK (4 bytes)
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skb

Motivation – Support tens of bytes of packet metadata

new metadata
128+ bytes

before after

https://vectorportal.com/vector/hands-holding-a-package-clip-art.ai/25506


Motivation – Use case #1
Configuration everywhere – Inconsistency everywhere

NIC

GET /bar

XDP

GET /bar

routing

GET /bar

iptables

GET /bar

sk_lookup

GET /bar FOO

if (ip->daddr == 1.1.1.1)
    load_balance(FOO);

ip dev lo add 1.1.1.1/32

iptables -A -d 1.1.1.1 -j 
FOO

kernel userspace

if (ip->daddr == 1.1.1.1)
    bpf_sk_assign(FOO);

bind(127.0.0.1)
listen()



IPTABLES

Motivation – Use case #1  Classify packets in XDP
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XDP sk_FILTER

SERVICE-ID

process
get tag ↑

process
set tag ↓

SERVICE-ID

packet packet



Motivation – Use case #2
Where did this request come from?
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Motivation – Use case #2 –
Pass info from encap headers to user-space
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XDP APP

L3 PKT

TUN SRC

read & log ↑

MSG

read

KERNEL USER

ENCAP

decap & extract info ↓

TUN SRC



Motivation – Use case #3  Attribute packet drops
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“eyeball”
e.g. web browser

Cloudflare
server

“origin”
i.e. customer server

SRE troubleshooting
packet drops



tracepoint

Motivation – Use case #3  Attribute packet drops
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BPF APP

packet

process
label ↓

MSG

process

KERNEL USER

read & count ↑

CUST IDCUST ID



Motivation – Use case #4  Trace requests
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How to attach
metadata to packets?





packet data

packet buffer when XDP attached

headroom

256 bytes



packet data

packet buffer
↓

skb head buffer

headroom

skb->head skb->data



packet dataheadroomxdp_frame{}



packet dataheadroomxdp_frame{}
XDP 

metadata



packet dataheadroomxdp_frame{}
XDP 

metadata

● inaccessible past TC BPF hook
● gets corrupted when pushing headers



packet dataheadroomxdp_frame{} traits

Netdev 0x19 2025 Traits: Rich Packet Metadata 🔗

● accessible everywhere
● is not in the way of headers

https://www.netdevconf.info/0x19/sessions/talk/traits-rich-packet-metadata.html


packet dataheadroomxdp_frame{} traits

“Don't introduce a 
second metadata area”

Netdev 0x19 2025 Traits: Rich Packet Metadata 🔗

https://www.netdevconf.info/0x19/sessions/talk/traits-rich-packet-metadata.html


……………v6.13

Traits:
Per packet metadata KV 

store





How do we
fix XDP/skb metadata?*

* and stay backwards compatible
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What do we need to make skb->data_meta work?

skb→head skb→data

skb→data_meta

MAC IP TCP L7 payloadmetadata
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What do we need to make skb->data_meta work?

skb→head skb→data

skb→data_meta
pseudo pointer for BPF

skb→data - skb_shinfo()→meta_len

MAC IP TCP L7 payloadmetadata
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skb→head

skb→data

skb→data - skb_shinfo()→meta_len

MAC IP TCP L7 payloadmetadata

As we pull packet headers…

BROKEN  
😵
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skb→head skb→data

skb→data - skb_shinfo()→meta_len

IP TCP L7 payloadmetadata

… weʼd need to keep moving the metadata
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Alternative?
Another layer of indirection

skb→head skb→data

bpf_dynptr_from_skb_meta()
kfunc since v6.18

MAC IP TCP L7 payloadmetadata

https://msgid.link/20250814-skb-metadata-thru-dynptr-v708a39e636e0fb@cloudflare.com/

https://msgid.link/20250814-skb-metadata-thru-dynptr-v7-0-8a39e636e0fb@cloudflare.com/
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It does not rely on skb->data …

skb→head skb→data

bpf_dynptr_from_skb_meta()
↓

skb→head + skb→mac_header - skb_shinfo()→meta_len

MAC IP TCP L7 payloadmetadata

skb→mac_header



………v6.18v6.15v6.13
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Traits:
Per packet metadata KV 

store

BPF dynptr
for skb metadata

Add a dynptr type for skb metadata for TC BPF 🔗

https://lore.kernel.org/all/20250814-skb-metadata-thru-dynptr-v7-0-8a39e636e0fb@cloudflare.com/


……v6.19v6.18v6.15v6.13
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Traits:
Per packet metadata KV 

store

BPF dynptr
for metadata

Make BPF helpers
preserve skb metadata

Make TC BPF helpers preserve skb metadata 🔗

https://lore.kernel.org/all/20251105-skb-meta-rx-path-v4-0-5ceb08a9b37b@cloudflare.com/


But if we have L2 tunnels…

skb→head

bpf_dynptr_from_skb_meta()
↓

skb→head + skb→mac_header
- skb_shinfo()→meta_len

MAC IP GRE L7 payloadmetadata MAC IP TCP

skb→mac_header
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… it breaks down when you reset the MAC header

skb→head

bpf_dynptr_from_skb_meta()
↓

skb→head + skb→mac_header
- skb_shinfo()→meta_len

MAC IP GRE L7 payloadmetadata MAC IP TCP
BROKEN  
😵

skb→mac_header
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Solution?
Track metadata offset separately from MAC

skb→head

bpf_dynptr_from_skb_meta()
↓

skb_shinfo()→meta_end - skb_shinfo()→meta_len

L7 payloadmetadata MAC IP TCP

skb→mac_header

gap
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metadata

Can move the metadata out of the way
when pushing headers TX path)

skb→head

L7 payloadmetadata MAC IP TCP

skb→data

bpf_dynptr_from_skb_meta()
   ↓
skb_shinfo()→meta_end - skb_shinfo()→meta_len

36



The curse of skb->data_meta

skb→head

gap L7 payloadmetadata MAC IP TCP

skb→data

skb→data_meta ⚠
We need to keep moving the 

metadata when using 
skb->data_meta in TC BPF

bpf_dynptr_from_skb_meta()
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Proposed layout –
Metadata anywhere within the headroom

skb→head

bpf_dynptr_from_skb_meta()
↓

skb_shinfo()→meta_end - skb_shinfo()→meta_len

L7 payloadmetadata MAC IP TCP

skb→mac_header

gap

skb→data
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Proposed layout –
Metadata anywhere within the headroom

skb→head

bpf_dynptr_from_skb_meta()
↓

skb_shinfo()→meta_end - skb_shinfo()→meta_len

L7 payloadmetadata MAC IP TCP

skb→mac_header

gap

skb→data

"Feels like duct tape.
Use skb extension.”
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……v6.19v6.18v6.15v6.13
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Traits:
Per packet metadata KV 

store

BPF dynptr
for metadata

Fix
BPF helpers

Decouple skb 
metadata

from MAC offset

LPC 2025 Decouple skb metadata tracking from MAC header offset 🔗

https://lore.kernel.org/all/20260107-skb-meta-safeproof-netdevs-rx-only-v3-0-0d461c5e4764@cloudflare.com/
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sk_buff

…

…

skb_ext *extensions

skb extension
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sk_buff

…

…

skb extension

skb_ext

…

space for ext #1

space for ext #2

space for ext #3

skb_ext *extensions
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sk_buff

…

…

skb extension for what?

skb_ext

…

space for ext #1

space for ext #2

space for ext #3

skb_ext *extensions

?
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sk_buff

…

…

skb extension for a simple metadata buffer?

skb_ext

…

space for ext #1

space for ext #2

space for ext #3

skb_ext *extensions

space for metadata
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cgroup, sock,
task, inode

bpf_local_storage *storage

bpf_local_storage

list_head list hlist_node snode

bpf_local_storage_elem

BPF local storage

bpf_local_storage_data sdata

flexible array for data
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cgroup, sock,
task, inode

bpf_local_storage *storage

bpf_local_storage

list_head list hlist_node snode

bpf_local_storage_elem

BPF map

BPF local storage

bpf_local_storage_data sdata

flexible array for data
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cgroup, sock,
task, inode

bpf_local_storage *storage

bpf_local_storage

list_head list hlist_node snode

bpf_local_storage_elem

BPF local storage

bpf_local_storage_data sdata

flexible array for data

hlist_node snode
…
…

bpf_local_storage_elem
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cgroup, sock,
task, inode

bpf_local_storage *storage

bpf_local_storage

list_head list hlist_node snode

bpf_local_storage_elem

BPF local storage

bpf_local_storage_data sdata

flexible array for data

hlist_node snode
…
…

bpf_local_storage_elem

BPF
map

BPF
map
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sk_buff

…

…

skb extension for BPF local storage

skb_ext

…

space for ext #1

space for ext #2

bpf_local_storage 
*storage

skb_ext *extensions
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sk_buff

…

…

skb extension for BPF local storage

skb_ext

…

space for ext #1

space for ext #2

bpf_local_storage 
*storage

skb_ext *extensions

bpf_local_storage

list_head list hlist_node snode

bpf_local_storage_elem

bpf_local_storage_data sdata

flexible array for data
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sk_buff

…

…

skb extension for BPF local storage

skb_ext

…

space for ext #1

space for ext #2

bpf_local_storage 
*storage

skb_ext *extensions

bpf_local_storage

list_head list hlist_node snode

bpf_local_storage_elem

bpf_local_storage_data sdata

flexible array for data

BPF_MAP_SKB_STORAGE



Thatʼs all neat but…
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sk_buff

…

…

skb extension for BPF local storage

skb_ext

…

space for ext #1

space for ext #2

bpf_local_storage 
*storage

skb_ext *extensions

bpf_local_storage

list_head list hlist_node snode

bpf_local_storage_elem

bpf_local_storage_data sdata

flexible array for data

memory
allocation

memory
allocation

memory
allocation



Decouple
from MAC

Fix
BPF helpers

BPF dynptr
for metadata

v6.18 …v7.0v6.19v6.15v6.13
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Traits:
Per packet metadata KV 

store

Make XDP / skb metadata work

…

skb extension for
BPF local storage

?

AI-assisted prototype for BPF local storage skb extension 🔗

https://github.com/jsitnicki/linux/commits/wip/ai/skb-local-storage/


Third time's the charm?
Time will tell…🤞



Resources (newest to oldest)
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Dev branches
1. AI-assisted prototype for BPF local storage skb extension 🔗

Patch series
1. PATCH RFC bpf-next 00/15 Decouple skb metadata tracking from MAC header offset 🔗

2. PATCH bpf-next v4 00/16 Make TC BPF helpers preserve skb metadata 🔗

3. PATCH bpf-next v7 0/9 Add a dynptr type for skb metadata for TC BPF 🔗

4. PATCH RFC bpf-next v2 00/17] traits: Per packet metadata KV store 🔗

Talks
1. Linux Plumbers 2025 Packet Metadata - Where Are Thee? 🔗

2. Netdev 0x19 2025 Traits: Rich Packet Metadata 🔗

3. Linux Plumbers 2024 Marking Packets With Rich Metadata 🔗

https://github.com/jsitnicki/linux/commits/wip/ai/skb-local-storage/
https://lore.kernel.org/r/20251124-skb-meta-safeproof-netdevs-rx-only-v1-0-8978f5054417@cloudflare.com
https://lore.kernel.org/all/20251105-skb-meta-rx-path-v4-0-5ceb08a9b37b@cloudflare.com/
https://lore.kernel.org/all/20250814-skb-metadata-thru-dynptr-v7-0-8a39e636e0fb@cloudflare.com/
https://lore.kernel.org/all/20250422-afabre-traits-010-rfc2-v2-0-92bcc6b146c9@arthurfabre.com/
https://lpc.events/event/19/contributions/2269/
https://www.netdevconf.info/0x19/sessions/talk/traits-rich-packet-metadata.html
https://lpc.events/event/18/contributions/1935/
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