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About B1 Systems

* Founded in 2004, operating nationally and
Internationally

e Specializing in Linux & Open Source topics

* ~200 employees, 180 OSS Experts

* Independent service provider
* Supplier for Canonical, Red Hat, and SUSE

* Concept development, consulting, training,
managed services & support

* All employees are based in the EU and are subject
to EU data protection regulations

Holger Dyroff
dyroff@bl-systems.com
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Digital Sovereignty: Gc¢ Bﬂ

Digital Sovereignty begins with the individual, but affects
society at large.

We focus on the desktop as the bridge between humans and
iInformation technology:

* independence, financially as well as politically

* Dbetter data protection
* freedom of choice & decentralization

2026 B1 Systems GmbH



Sovereign Workplace - Bﬂ

SYSTEMS

 a Linux desktop is the logical choice for sovereign applications
» using LCM, we can deploy and manage desktops including:
* pre-installed apps (e.g. VPN for home office use)

* pre-configured & secure browsers tailored for specific usage

* enforcement of required security guidelines
* e.g., BSI IT-Grundschutz
* bundling of further Icoal software when necessary
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LCM: Concept

Features




Linux as the Sovereign Ope Bﬂ
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Governed by communities,
not single corporations

Lower Hardware Requirements
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Challenges for Linux clients Bﬂ
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Many different
distributions

Difficult integration
with infrastructure

Complex desktop
Installation
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What is Linux Client Ma Bﬂ
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Wi o
* Based on Open Source components B FOREMAN S\ N it
* Container images for easy upgrades @sarstack @@ ansisie  puppet
 Suitable for managing various Linux ubuntu® @ SUSE (O debian @ RedHat

distributions

e Successful implementations for managing
laptops, workstations, servers, VDAS, IoT,
etc.

* Git as the “single source of truth” (GitOps)
 Allows for sovereign, on-prem management

« systems management for Linux clients and servers
« easily scalable (more than 1000 clients possible)
e repository and patch management with CVE analysis
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Development for ZenDiS

Primary service provider for “The Center for Digital

Sovereignty of Public Administration’ in
Germany (ZenDIiS)

e Our main task is to develop a new platform called
openDesk: a secure, Open Source, all-in-one office
and collaboration suite designed specifically for the
public sector.

* We have also started a pilot project to develop a
sovereign and secure desktop operating system for
use with openDesk and other sovereign platforms.
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openDesk - Features & Bﬂ
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(D openDesk

Service Provider

Zentrum
Digitale
. Souver#nitat Bﬂ SYSTEMS

Product Owner

Cloud Platform

File Manager Project Management

oTACUT ’ Collabora @® element 000 o2 OpenProject

by the creators of Matrix

Nextcloud

Video Conferencing Identity Management
l - -
N @ univention
Nordeck X Wl Kl Stay Open. DX be open.

Leading technology providers are collaborating to develop an enterprise-grade collaboration suite
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“EU OS is a Proof-of-Concept
for the deployment of a Fedora-based Linux

operating system with [...] bootable

container technology in a typical public
sector organization”

(https://eu-os.eu/goals)

14


https://eu-os.eu/goals
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Screenshot - LCM

Default Organization ~ Default Location ~ JAL

@ Monitor B1 LCM Core Configuration

Plugin Information
£ Clients
Version: 010

: Status:
Configure m

& Infrastructure

@ Settings are stored globally and apply to all users.

B1LCM Core

Feature Control
Settings

Enable Host — Client replacement

£ Administer

disabled, all "Host/Hosts™ text will remain unchange

¥ Toolbox [J /. Enable experimental URL rewriting
URLs to / tUR

Enable custom branding

[J Enable MAC address uniqueness enforcement

ress uniqueness according to configured scope and boundary. Configure MAC unigueness settings
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Case Study: Sovereign Wor Bﬂ
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Case study together with ZenDiS to manage a Linux based sovereign workplace with LCM

FreelPA /
Keycloak / Nubus

1D openDesk
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LCM has been deployed for a federal research agency
of Germany

* In this deployment, the security & hardening of clients
(BSI Grundschutz) plays a crucial role

* virus & vulnerability analysis possible
Intentional Limiting of USB Functionality:
 USB Mass storage restricted for most workstations

* filtering by device class for scientific equipment




Case Study: Automoti

B1 has major clients in the automotive sector using desktop Linux

developers, engineers, technicians
software development, data analysis, Al
including laptops, workstations, VDIs and Jetsons

compliance and endpoint security enforced
hardware-based security with TPM, PKI, NAC

empowering DevOps practices

Integration with existing IT infrastructure

Almost 10.000 clients across Europe
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Integration with existing In BAE
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Microsoft Entra ID
Fasttrack AdminByRequest Rustdesk
Active Directory / LDAP Trellix FireEye
Microsoft Defender McAfee Endpoint
for Linux Security for Linux
Microsoft Intune B1 Systems Azure |OT Hub
Linux Client Management
Cisco AnyConnect PaloAlto VPN
MS Office 365 Hashicorp Vault/
Cloud Services Further Applications openBao
(AWS, Azure, ...) (API)

Grafana

2024 B1 Systems GmbH



Case Study: Gendarme

* The Gendarmerie are long-time
sucessful adopters of Open Source

* Switched to OpenOffice in 2005,
later to LibreOffice

* Migration to a Linux-based OS in
2008

* 97% of workstations run GendBuntu
(over 85,000)

* Approx. 50.000.000 € saved
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Outlook ' Developments




2026 B1 Systems GmbH

B

SYSTEMS

* Immutable = unchangeable
 core of the root file system is read-only

* has long been the norm with embedded, macOS and
Android systems

Advantages?
* A/B updates + rollbacks

* managed control over system configuration
e prevents accidents

* all computers have identical base OS
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Currently in the Works: OIDC-based logins V e

* extend Sovereignty to ldentity Management
* freedom of choice with providers

Enhanced Security:

* 2FA for desktop login
» Centralized Identity Management HE"MELB““‘ ~« SAMBA

2026 B1 Systems GmbH 24



Full Sovereignty

Complete Sovereign Stack:
1. Sovereign Log-In (IdM, I1AM)
2. Linux Desktop & Secure Browser

3. Workspace Software from a
sovereign cloud
(e.g. openDesk)

by



Feel free to contact us:
+49 8457 931096

info@b1l-systems.com

B1 Systems GmbH
Osterfeldstralde 7
D-85088 Vohburg
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