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Hi, I’m Dave

https://spritely.institute
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WebAssembly and I

• I’m a user and implementer of the Wasm spec

• Hoot is a Scheme → Wasm compiler

• Hoot is a full Wasm toolchain (including interpreter)

https://spritely.institute/hoot
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Monolithic web browsers and monopoly control

• The Web has grown too big to implement unless you are
Google (or funded by Google)

• Some have tried to make an alternative browser but it’s
an uphill battle

• We need to subdivide the problem
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WebAssembly?

• What might a more modular browser look like?

• What if a browser was little more than a Wasm runtime?
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From here to there

• Today: high-trust, monolithic C++ core with JavaScript
userspace

• The vision: minimal core for OS access with Wasm
userspace

• Polyglot environment: Use different languages for
different tasks
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Vision of a decentralized web platform

https://joeyh.name/blog/entry/WASM_Wayland_Web_WWW/
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WebAssembly!

• Portable, stack-based virtual machine
• Lower level than JS
• Higher level than your average assembly language
• Statically typed
• Structured control flow (no goto)
• Import/export system for composition

• Designed to be a good compilation target, faster than JS,
with quick boot time

• Successor to asm.js
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Simple Wasm example

(module
(func (export "factorial") (param $n i32) (result i32)

(local $result i32)
(local.set $result (i32.const 1))
(loop $loop (result i32)
(if (result i32)

(i32.eq (local.get $n) (i32.const 1))
(then (local.get $result))
(else (local.set $result

(i32.mul (local.get $n) (local.get $result)))
(local.set $n (i32.sub (local.get $n) (i32.const 1)))
(br $loop))))))
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Sketch of a modular browser

• Nearly everything is an extension
• The Emacs of Browsers

• Implementation of Web standards as Wasm modules that
can be linked together

• Modules could be swapped out or not installed at all
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Sketch of a modular browser (continued)

• Minimal browsers with support for a subset of the Web
become feasible

• e.g. a small Electron distro tailored to a specific
application

• Major browsers could look more like Linux distros
• A curated collection of modules
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Problem: Decoupling means coordination

• How can modules share references?

• How can modules know when another module is done
using a reference?
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How about the component model?

• WebAssembly System Interface (WASI) introduces the
component model

• Takes a borrow checking approach to coordination
• Assertion: this is insufficient for the web
• Built for non-web use cases, anyway

https://component-model.bytecodealliance.org/design/wit.html
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Solution: Garbage collection

• Wasm 1.0 has linear memory only

(i32.store $memory offset=0
(i32.const 64) (i32.const 42))

• Wasm 3.0 has GC-managed reference types

(struct.new $pair
(i32.const 0)
(ref.i31 (i32.const 17))
(ref.i31 (i32.const 1)))

13



Reference type hieararchy
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For the GC skeptics

• Rust could use Wasm GC, too!

• Borrowing within module; GC between modules
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Problem: Decoupling means distributing trust

• Browser is a secure environment

• Reduced coupling requires even more security

• How can modules collaborate safely?
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Solution: Capabilities

• If you don’t have it, you can’t use it

• It’s just like passing arguments to functions

• Lexical scope as a security model

• No ambient authority
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Contrived example

Ambient global state:

function setValueAndFocus(id, val) {
const elem = document.findElementById(id);
elem.value(val);
elem.focus();

}

Explicit reference passing:

function setValueAndFocus(elem) {
elem.value(val);
elem.focus();

}
18



Not a new idea
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Capability security has good UX
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Wasm is a capability system

• Wasm binaries have no privileges by default

• Imports passed in at module instantiation time

• Imports may be host functions or exports from another
Wasm module

• Imports are compile-time capabilities

• References are runtime capabilities
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Example

Wasm:

(func $bignum-from-i32
(import "rt" "bignum_from_i32")
(param i32)
(result (ref extern)))

JS:

WebAssembly.instantiate(blob, {
rt: {

bignum_from_i32(n) { return BigInt(n); }
}

});
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The instantiator is in control

WebAssembly.instantiate(blob, {
rt: {

bignum_from_i32(n) { return "nope"; }
}

});
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A rift in the web: applications vs. documents

https://docs.google.com/document/d/
1peUSMsvFGvqD5yKh3GprskLC3KVdAlLGOsK6gFoEOD0/preview
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Wasm has room to grow

• The GC support in Wasm today is MVP

• Promising proposals
• Stack switching
• Multibyte array access
• Reference-typed strings
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Summary

• The near-monopoly for browser engines is unhealthy

• We need to break up the monolith

• Wasm is a suitable low-level substrate for safe
collaboration

• We should push Wasm to its limit

• Let’s take back the web!
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Thanks! Questions?

https://spritely.institute/donate
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