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TLS weds RATS1 (July 21, 2025)

(Image credits: Gemini)
1https://datatracker.ietf.org/doc/bofreq-fossati-tls-exported-attestation-expat/
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SEAT is born2 (October 9, 2025) and soon after starts
breaking it

(Image credits: Gemini)

2https://mailarchive.ietf.org/arch/msg/seat/Jo7RomCQ9Is0-rf48RMJtasOsOY/
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Why are we here? Relevance to F OSDEM
� We provided Free matrimonial services!

� We need help with Free babysitting services!

(Image credits: Gemini)
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Why are we here? Relevance to F OS DEM
� We are developing Open-Source impl. and formal verification!

� We welcome further Open-Source impl. and formal verification!

(Image credits: Gemini)
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Categories of Attested TLS
� Temporal ordering of RA and TLS at Attester side

� Typical changes in each category
� CA/TA = Certification/Trusted Authority
� X = no change; � = changes required

Protocol Deployment Higher layer

Pre-handshake attestation X � (CA/TA) �
Intra-handshake attestation � (Invasive) X �
Post-handshake attestation X X �
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1 Pre-handshake Attestation: Replay Attacks3

� Adversary can replay Evidence in Certificate
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3Sardar, Niemi, Tschofenig, and Fossati, “Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS
Protocol”, 2024.
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2.1 Intra-handshake Attestation: Diversion Attacks4

� No PKI cert =) No identity authentication
� Hostname not measured =) Diversion to a di�erent data center

4Sardar, Moustafa, and Aura, \Identity Crisis in Con�dential Computing: Formal Analysis of Attested TLS", 2026.
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2.2 Intra-handshake Attestation: Relay Attacks5

� Adversary can relay nonce to a genuine Attester

� Cocos AI is broken!

5Sardar, Perspicuity of Attestation Mechanisms in Con�dential Computing, 2026.
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2.3 Intra-handshake Attestation: Hard to Secure6

� htsc: used for encryption of clientFinished message (2d).
� Irrelevant for security goals
� Server not yet authenticated at this point

� atsc: used for encryption of application data (client's secret)
� Relevant for security goals

6Sardar, Perspicuity of Attestation Mechanisms in Con�dential Computing, 2026.
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Exported Authenticators7 (RFC 9261)

� ClientCerti�cateRequest: Same as Certi�cateRequest
� Key for HMAC of Finished using Exported Keying Material (EKM)

7Sullivan, Exported Authenticators in TLS, 2022.
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3 Post-handshake Attestation8

� No change in TLS handshake protocol
� Example: TLS Server as RATS Attester

8Sardar, Moustafa, and Aura, \Identity Crisis in Con�dential Computing: Formal Analysis of Attested TLS", 2026.
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Overview of implementation

� Based on Rustls

� veraison/rust-cmw for RATS Conceptual Messages Wrapper9

� Transport agnostic, with included implementation over QUIC

� Supports remote peer and mutual attestation

� Supported by Cypherpunk fellowship program. Thank you!

9Birkholz, Smith, Fossati, Tschofenig, and Glaze, RATS Conceptual Messages Wrapper (CMW), 2025.
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Difficulties encountered

� Only one known open-source reference implementation10 of exported
authenticators (RFC9261)
� Partial implementation

� Implementing exported authenticators requires using TLS handshake
messages

� Rustls intentionally does not expose the handshake message types -
so they had to be implemented from scratch.

10https://github.com/cloudflare/opaque-ea
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What it works well for

� Server-to-server - where we fully control client and server
� Proxies - where we can allow naive clients/server to communicate
over an attested channel
� My work at Flashbots (Ethereum block-building inside TEEs) where
we are using a very similar protocol inspired by this
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What current implementation does not support

� Browser adoption will take some time. Browser APIs intentionally do
not expose TLS internals needed for exporting key material.

� Traversing proxies which terminate TLS. Many projects route traffic
through eg: Cloudflare, often with TLS termination

� Reliance on certificate authorities at the point of CVM boot

� Many projects use ‘nested’ encryption to get around these issues

Usama and Peg CC devroom @ FOSDEM’26 (Brussels) February 1, 2026 18 / 25



Why I think confidential computing is relevant to FOSS

� Its about transparency, not only privacy.

� Attestation provides a way to link open-source server-side code to
running deployments.
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Take-aways

� FOSS: Towards open source spec, implementation, and formal proof

� Pre-handshake attestation results in replay and diversion attacks.

� Intra-handshake attestation is vulnerable to diversion and relay
attacks.
� Post-handshake attestation is unavoidable, e.g., for re-attestation.

� We believe this is a good toy to give to SEAT to live happily ever after!

� Call to action: Requesting FOSS/CC community feedback
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Links to Resources

� Implementation
• https:

//github.com/tls-attestation/attestation-exported-authenticators

� Wiki page
• github.com/EuroProofNet/ProgramVerification/wiki/AttestedTLS

� Formal proof of insecurity of pre- and intra-handshake attestation
• github.com/CCC-Attestation/formal-spec-id-crisis

� Post-handshake attestation draft
• datatracker.ietf.org/doc/draft-fossati-seat-expat/

� Attestation in Arm CCA and Intel TDX
• github.com/CCC-Attestation/formal-spec-TEE

� Security considerations of remote attestation
• datatracker.ietf.org/doc/draft-sardar-rats-sec-cons/

� IETF SEAT WG
• datatracker.ietf.org/wg/seat/about/

� Technical Concepts
� Validation of TLS 1.3 Key Schedule
� General Approach
� Weekly meetings: github.com/tls-attestation#meetings
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