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About Me

● SWE @ Datadog

● Working with eBPF as part of the ebpf-platform team

● Enjoy exploring and working with kernel internals
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● Kretprobe scaling pains

● A deadlock in fentry

● A production incident due to uprobe
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Kretprobe scaling pains - Spinlocks 

● Customer impact

● Running amazon linux 2 
with old 4.14 kernel

● Large instance with 96 
cores

● Large impact to network 
throughput
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Kretprobe scaling pains - Internals (kernel 4.14) 

● The trampoline saves the 
return address for each 
kretprobe invocation in a 
unique                         struct 
kretprobe_instance

● The list has max_active slots 
configured during kprobe 
registration

● Each invocation requires it’s 
own instance.
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Kretprobe scaling pains - Bottleneck (kernel 4.14)

● The free list of instances is 
guarded by a spinlock

● Parallel executions of the 
same kretprobe bottleneck 
here.

● Perf top reflects this 
observation.

● CPU time spent in the 
pre-handler for high 
contention case

● With massive drop in 
throughput 
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Kretprobe scaling pains - Cache contention  (kernel 
6.6)

● Customer impact

● Running newer kernel version 6.6

● Very large instance type
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Kretprobe scaling pains - New mechanism (kernel 
6.6)
● Kernel patch removes the 

spinlock bottleneck in favor of 
a lockless algorithm.

● Hint of the issue can be found 
in the kernel comments.

8



Kretprobe scaling pains - Bottleneck (kernel 6.6)

● New lock less design
○ No lock so no lock contention!

● On a big enough machine memory becomes the bottleneck.
○ The freelist manipulation causes cache bouncing
○ The problem gets worse with more CPUs

 
● Shown by perf stat where we see we are bottlenecked on memory
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Kretprobe scaling pains - Objpool (kernel 6.6+)
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An Fentry and RCU bug

● Lets move away from kretprobes and into the modern world of fentry

● Reports of failures when exiting the agent container
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An Fentry and RCU bug
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echo w > /proc/sysrq-trigger
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Two tasks in 
uninterruptible sleep
1. System-probe 

(agent)
2. rcu_tasks_kthread



An Fentry and RCU bug - echo t > /proc/sysrq-trigger
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s6-svscan in interruptible sleep.

S6 is used by docker for process 
management.

Parent of system-probe

Pid 1 in the pid namespace of the 
container.



An Fentry and RCU bug - Fentry Internals
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An Fentry and RCU bug - RCU-tasks
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The RCU tasks subsystem is an RCU flavor designed to figure out when no process is holding a reference to 
a structure.

● Normal RCU allows to figure out when no CPU is holding a reference to a structure.
○ Only one process on a CPU can hold a reference
○ References can only be held in an “atomic context”
○ Meaning of “atomic context” in dependent on preemption modes

■ In all cases except PREEMPT_RT explicit blocking is always illegal
■ With BPF we are dealing with cases where blocking+preemption is not allowed.
■ Other preemption modes is a whole other can of worms as far as BPF is concerned.

● In contrast RCU-tasks
○ Multiple processes on a CPU can hold a reference
○ The quiescent state here is that all tasks have performed a voluntary context switch



An Fentry and RCU bug - RCU-tasks
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An Fentry and RCU bug - RCU-tasks

1. Scan the tasklist for all tasks on the runqueue, and add them to the holdout list. The holdout 
list is all tasks which have not yet performed a voluntary context switch.

2. Wait for all tasks which are in late stage do_exit to complete. Tasks in late stage of do_exit 
are not on the tasklist, so therefore, are not visible to the scan done above. The wait is 
performed by calling synchronize_srcu(&tasks_rcu_exit_srcu). This blocks the current task 
until all tasks_rcu_exit_srcu read-side critical sections have completed.

3. Loop over the holdout list until all tasks in the list have been seen to perform a voluntary 
context switch. This is tracked by placing a hook in the scheduler.
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An Fentry and RCU bug - RCU-tasks
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An Fentry and RCU bug - Zapper

● Sends kill signal to all children

● Waits until they are dead

● Does this inside a tasks_rcu_exit_srcu read-side critical section !!!!
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An Fentry and RCU bug - Full picture
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An Fentry and RCU bug - Full picture
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An Fentry and RCU bug - Full picture
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An Fentry and RCU bug - Conclusion
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● At that time we were blocked from using fentry since the fix for this was not backported



Production impact from uprobe

● Service unavailability on a few nodes in production

● Khungtaskd reporting a large number of tasks hung for more than 120 seconds!
○ Some cases only tasks associated with the production application
○ Some cases tasks from bash, systemd, runc, and many more

● Among these were tasks 
○ Registering uprobes
○ Firing uprobes
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Uprobe Registration Uprobe Firing

uprobe_register -> register_for_each_vma handle_swbp -> find_active_uprobe



Production impact from uprobe - Investigation

Is it a deadlock again?

- We found an almost circular lock dependency but not complete.
- So cannot conclude deadlock.

Memory corruption?

- We found a patch missing in our kernel which discussed a possible memory corruption effect struct 
mm_struct.

- We built a custom kernel to deterministically trigger the condition for that corruption.
- Did not result in the symptoms we were seeing.

Livelock due to memory pressure?

- Hypothesis that the kernel was looping trying to allocate some memory but failing due to memory 
pressure.

- Evaluated all page allocation paths in the uprobe register and uprobe firing path and this did not seem 
possible.
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Production impact from uprobe - Investigation

Monitoring kernel locks

● Began monitoring kernel locks to establish deadlock and failed.

trace_contention_begin

trace_contention_end
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Production impact from uprobe - Uprobe Registration
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Input to uprobe registration
1. Inode of the file to be probed
2. Address to be probed



Production impact from uprobe - Uprobe Registration

__uprobe_register
down_write(&uprobe->register-rwsem) // write lock on semaphore
register_for_each_vma

percpu_down_write(&dup_mmap_sem) // write lock on semaphore
for each interesting MM:

mmap_write_lock(mm) // write lock on mmap_lock semaphore
do_work();
mm_write_unlock(mm) // unlock mmap_lock semaphore

Mmap lock is required to synchronize with uprobe firing, incase the uprobe is being removed.
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Production impact from uprobe - Uprobe Registration
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Production impact from uprobe - Uprobe Firing
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Production impact from uprobe - Uprobe Firing
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● Larger number of tasks blocked on find_active_uprobe

● Blocked on acquire read lock on mmap_lock

● Lots of application threads piling up waiting on this lock



Production impact from uprobe - mmap_lock & 
rw_semaphore
● Allows concurrent readers but exclusive writers

● Use contention tracepoints to build model
○ If reader is blocked, why?

■ Can we get the owner?
○ If write is blocked, why?

■ Reader owned or writer owned?
■ Can we get the owner?

○ Depth of wait queue
○ Contention duration
○ When is forward progress made
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Production impact from uprobe - Root Cause

● Deep queue of mmap read locks interspersed with writes
○ Write from mmap, madvise, uprobe register

● Rw_semaphore wakes up only max 250 reader threads
○ To avoid thundering herd
○ But this means even batches of reads become serialized
○ No concurrent reader if writer at head of wait queue

■ Avoid writer starvation
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Production impact from uprobe - Root Cause

● If a uprobe_register write_lock is blocked then whole system bricks
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Production impact from uprobe - Root Cause

● If a uprobe firing read_lock is blocked then applicate suffer
○ Due to piling threads stuck in the kernel
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Production impact from uprobe - Kernel Fix

Speculative mmap_lock acquisition
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Thank you
Questions?


