Carving JSON in heap dumps
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/ 404 Media: Mike Waltz Accidentally Reveals Obscure App the Government Is Using to Archive Signal Messages



On May 1st, 2025, Mike Waltz (Trump's national
security advisor) looked at his phone.

On May 5th, 2025, Telemessage shut down.

In between, Telemessage was hacked twice.
DDoSecrets hosts heap dumps from their archival
service.
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Still of Micah Lee's presentation in DEFCON 33



Heap dumps you said?

e Thousands server heap dumps, ~400 GB In total
« Basically copies of server memory every few minutes
e Messages lying around in JSON format



