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Part I: Security
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Memory isolation: Conventional “high-end” systems
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● Software protection domains: Processes, VMs, enclaves
● CPU support memory isolation: Virtual memory + privilege rings



Texas Instruments MSP430 microcontroller

● Low-power microcontrollers
● FRAM edition (2014) with security features:

○ Physical tamper protection
○ Hardware AES cryptographic unit
○ Memory protection unit (MPU)
○ Intellectual Property Encapsulation (IPE)
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→ Program-counter-based access control
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Part II: Insecurity
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IPE attack primitives – a familiar story

Breaking confidentiality (C✘) and integrity (I✘) of code or data indirectly (◐) or directly (●).
Tested on multiple different MSP430 CPUs.

18Bognar et al. “Intellectual Property Exposure: Subverting and Securing Intellectual Property Encapsulation in Texas Instruments Microcontrollers”, USENIX 2024.
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Part III: The ugly
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Software mitigation: MPU to the rescue
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● Re-purpose MPU to prevent architectural leakage
● Weaker attacker model → trust reset handler + JTAG



Code, paper: attacks and defenses on TI IPE

https://github.com/martonbognar/ipe-exposure
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Part IV: The clean design
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Research trends

● TI MSP430 difficult to do research on:
○ Closed-source hardware and firmware
○ No white-box simulator
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Research trends

● TI MSP430 difficult to do research on:
○ Closed-source hardware and firmware
○ No white-box simulator

● openMSP430: popular in research
○ Many systems (re-)implement isolation features
○ No compatibility with each other or industry standards
○ Limited applicability to real-world devices
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Our proposal: openIPE

● Flexible isolation primitive
○ Based on the IPE specification
○ With protected firmware
○ But freely configurable!

● Includes proposed hardware fixes for IPE
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Case study: Secure interrupt handling
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Hardware security validation: Unit tests

● Functional and security tests
● Backwards compatibility for (future) extensions
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Software security validation: Symbolic execution
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Principled symbolic IPE enclave validation
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MSP430 angr 
backend fixes

Alder et al. “Pandora: Principled Symbolic Validation of Intel SGX Enclave Runtimes”, S&P 2024.

Firmware + IPE 
software
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Our goals with openIPE

● Research
○ Unified memory isolation implementation
○ Rapid prototyping of security features
○ Thorough testing

● Teaching
○ Relatively simple architecture
○ Wide range of concepts

36Icons: flaticon.com



Conclusions and outlook

https://github.com/martonbognar/ipe-exposure                  https://github.com/martonbognar/openipe

● IPE Exposure: First security analysis of 
Texas Instruments IPE
○ Novel vulnerability: controlled call corruption + known 

primitives
○ Software-only mitigation via MPU

● openIPE: Open-source extensible memory isolation
○ Hardware + firmware + software co-design
○ Unit tests and symbolic execution

37
Academic publications and contact: https://mici.hu


