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Building a data commons
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The main purpose of DNS TAPIR is to make DNS data transparent and available to 
interested parties by addressing the challenge of it being highly privacy sensitive. 

We aim to create a data commons.
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brusselstimes.com

http://brusselstimes.com


brusselstimes.com

github.com/dnstapir/BrowserTrail

http://brusselstimes.com


Examples of interesting (old) domains: 

google—analytics.com 
google-anallytics.com 

 
org.naijaisblessed.sitkey.id.online.upgrade.sy

stem.update.new.com.bankofamerica. 

net.eu-app.user-eu5.myapple-unlock.cgi-
key.auth.id.confirm.en-gb.com.apple.support.

http://anallytics.com


Spying on DNS users is a 
BAD idea!

Image: https://webhostinggeeks.com/guides/privacy/



What makes 
TAPIR different? 



Common solutions
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NO sensitive query data leaves resolverCentralised storage of browsing behaviour data
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Lack of transparency into filtering decisions Full local control over filtering

No or very little open data Aims to create a data commons
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Common products

🤑

DNS TAPIR

Business

Public 
orgs

Found
ations

❤

Collaboration
Data 

commons

Driven by profits - influenced by politics - hidden in silos Funding - Balance of interests - shared results
https://www.vecteezy.com/vector-art/29899491-isp-internet-service-provider-company-that-provides-web-access-vector-stock-illustrationhttps://www.freepik.com/free-vector/white-house-illustration-flat-design_12552702.htm#fromView=search&page=1&position=10&uuid=b88dc291-70a9-4f25-afc2-82cfcee558e3&query=government

https://www.cfostrategiesllc.com/industries/non-profits/



Problems with common 
solutions: 

- pseudonymisation doesn’t work 

- aggregation, unless done right, doesn’t work  

- centralized storage of sensitive data becomes a 
target 

- ”only authorized analysts” is an illusion.

Better solution: 
- Open data commons - leads to  

better privacy by design 

- Minimisation at source 

- Distributed, local storage, more difficult to 
attack 

- Differential privacy (aggregation done right) 

Data you don’t have can’t be lost



Examples of BAD Queries:

OBSERVE THE CROWD 
- DO NOT STORE MY BROWSING  

to catch the bad guys!



Policy Processor (POP) sets 
local filtering decisions.   

Based on TAPIR 
observations and other 
sources 
 
Policy decisions is made by 
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Analyse of unique domains and sensitive 
patterns on local resolver. Currently these 
are discarded. 

Tag/categorise domains sent to Core. 

Features of new domains saved locally, 
makes it possible to train a BERT model.  

Example:  
- changes in botnet C2 domains 
- DGAs 
- tracking
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TAPIR Core

TAPIR Edge TAPIR Edge
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Identifiable browsing behavior never leaves the resolver
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”Demo”: The DNS TAPIR loop 

















MAKE INSTALL?
info@dnstapir.se

GitHub.com/dnstapir 

mailto:info@dnstapir.se
http://GitHub.com/dnstapir


Building a TAPIR Community

dnstapir.se @dnstapir@mastodon.socialLinkedIn 🍻

http://dnstapir.se
https://www.linkedin.com/company/dnstapir/


Thank you for listening and 
sharing is caring :-) 

ulrika.vincent@agical.se

mailto:ulrika.vincent@agical.se


Questions?
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