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The main purpose of DNS TAPIR is to make DNS data transparent and available to
interested parties by addressing the challenge of it being highly privacy sensitive.
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Resolver Bammd

We aim to create a data commons.
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Common solutions
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Centralised storage of browsing behaviour data

Lack of transparency into filtering decisions

No or very little open data
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NO sensitive query data leaves resolver

Full local control over filtering
Aims to create a data commons
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Driven by profits - influenced by politics - hidden in silos

Funding - Balance of interests - shared results




Problems with common
solutions:

- pseudonymisation doesn’t work
- aggregation, unless done right, doesn’t work

- centralized storage of sensitive data becomes a
target

- "only authorized analysts” is an illusion.

Better solution:

-  Open data commons - leads to
better privacy by design

- Minimisation at source

- Distributed, local storage, more difficult to
attack

- Differential privacy (aggregation done right)

Data you don’t have can’t be lost
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Edge Local Analyse

Analyse of unigue domains and sensitive

patterns on local resolver. Currently these @(\0“5
. A
are discarded. oo*° *

Tag/categorise domains sent to Core. TAPIR Edge TAPIR Edge TAPIR Edge

Features of new domains saved locally, Po— —
makes it possible to train a BERT model. [ e— —x
— —a

| e— o |
| e— o |

—a
Example:

- changes in botnet C2 domains Analyse Analyse Analyse
- DGAs

- tracking

Identifiable browsing behavior never leaves the resolver




"Demo”: The DNS TAPIR loop



# manually maintained

# policies ONLY affect G
# sources go stright int
# known actions: passthr
policy:
logfile:
allowlist:
action:
GENARES &
action:
doubtlist:
numsources:
limit:
action:
denytapir:
tags:
action:
numtapirtags:
limit: 2
action: NXDOMAIN

REYLISTED sources. allowlisted and denylisted

0 (or not) the resulting RPZ
u, drop, nxdomain, nodata, tapir, police

/var/log/dnstapir/pop-policy.log

PASSTHRU

NODATA # present in any denylist->action
# present in this or more sources->action
NODATA

[ likelymalware, badip ]
NODATA
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admin@ip-172-31-25-135:-$% tapir-cli filterlists

Domain | Source |Src Fmt |Filter | Flags
facebook. com. | local-allowlist | - |allow | -
google.com. | local-allowlist | - |allow | -
netflix.com. | local-denylist | - |deny | -
bad.hula.se. dns-tapir tapir-msg-vl |doubt | 13080
g.evil.slaskzonen.se. dns-tapir tapir-msg-vl 6

admin@ip-172-31-25-135:-$%




M~ Terminal

admin@ip-172-31-25-135: ~

iser@pc > dig @34.245.121.141 g.evil.slaskzonen.se

i <<>> DiG 9.18.28-0ubuntu0.24.04.1-Ubuntu <<>> @34.245.121.141 g.evil.slaskzonen.se
: (1 server found)

;3 global options: +cmd

;3 Got answer:

i3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 1769

v flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

:; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 QUESTION SECTION:
;g.evil.slaskzonen.se. IN A

1; ANSWER SECTION:
J.evil.slaskzonen.se. 86400 IN A 3.249.41.73

i3 Query time: 42 msec

1 SERVER: 34.245.121.141#53(34.245.121.141) (UDP)
i3 WHEN: Mon Jan 20 23:35:56 CET 2025

v+ MSG SIZE rcvd: 65

1ser@pc > |}




admin@ip-172-31-25-135:-% tapir-cli filterlists

Domain |Source |Src Fmt |Filter | Flags
facebook. com. | local-allowlist | - |allow | -
google.com. | local-allowlist | - |allow | -
netflix.com. | local-denylist | - | deny | -
bad.hula.se. |dns-tapir | tapir-msg-vl |doubt | 58446

g.evil.slaskzonen.se. dns-tapir tapir-msg-vl
admin@ip-172-31-25-135:-%




Possible security risk looking up this domain

Firefox can't protect your request for this site’s address through our secure DNS provider. Here's why:
This website wasn't found by dns.z5.nu.

Learn more

You can continue with your default DNS resolver. However, a third-party might be able to see what websites you
visit.

Try Again Always continue for this site Change DNS settings




M~ Terminal

admin@ip-172-31-25-135: ~

;5 WHEN: Mon Jan 20 23:35:56 CET 2025
s MSGESTZERSREVAIRGS

user@pc > dig @dns.z5.nu g.evil.slaskzonen.se

; <<>> DiG 9.18.28-0ubuntu0.24.04.1-Ubuntu <<>> @dns.z5.nu g.evil.slaskzonen.se
; (1 server found)

;3 global options: +cmd

;3 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: OIS, id: 31219

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

¢ EDNS: vVepsion:® 0, d#lags:: udp: 1232

;5 QUESTION SECTION:
;g.evil.slaskzonen.se. IN A

;3 Query time: 50 msec

;3 SERVER: 34.251.118.99#53(dns.z5.nu) (UDP)
;i WHEN: Mon Jan 20 23:37:13 CEl 2025

SMSG STZES revd: 489

user@pc >

Terminal
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MAKE INSTALL?

info@dnstapir.se
GitHub.com/dnstapir
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Building a TAPIR Community

what yo

DNS TAPIR dnstapirse Linkedln @dnstapir@mastodon.social d
Community chat f

https://www.dnstapir.se
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Be careful

what you ask for

Yo
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Questions?
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