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How digital policy sees tech

Chips, data centres, cloud
services, compute capacity, etc.

Infrastructure - owned assets

Data protection, platform rules,
cybersecurity frameworks, etc.

Regulation - legal obligations

Institutions - formal authority
Agencies, funding programmes,
procurement bodies, etc.
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Vendor
Contract
Update cycle
Accountability path

What policymakers understand
(contract model)

Change happens by agreement

What open protocols actually
are (coordination model)

Community
Proposals
Adoption through use
Informal influence

Change happens by
coordination

Two models of change
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1.Interoperability becomes fragile
2.Exit options become costly
3.Change arrives as operational surprise

When digital policy ignores the
protocol layer

Policy creates dependency:

Standards references
Interoperability mandates
Funding and deployment choices

But does not model governance

Structural consequences:
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BwMessenger
+100,000 users

TI-Messenger
150,000 healthcare orgs

Critical public systems depend on open
protocols

TChap 
300,000+ daily users

Matrix Protocol
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Depending on protocols without
institutional capacity

Protocol layer:
decisions evolve continuously
upstream over a period of months

Institutional layer:
If not tracked properly, awareness
comes only at the incident time
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Europe’s opportunity to fix a structural
blind spot
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4 pillars for a robust Open-Source
Digital Ecosystem Strategy
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1.Require protocol governance assessment in public procurement

2.Recognise protocol stewardship as digital infrastructure & fund it accordingly

3.Build institutional capacity to track and plan for protocol evolution

4.Align procurement incentives with upstream contribution



Making protocol dependency visible &
sustainable
1.Require protocol governance assessment in public procurement

Identify protocol dependencies explicitly

Assess how changes and upgrades are decided

Treat protocol evolution as a procurement risk

2.Recognise protocol stewardship as digital infrastructure & fund it accordingly

Fund maintenance, coordination, and security work

Support specifications, not just implementations

Ensure continuity beyond project cycles
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Building capacity & aligning incentives

1.Build institutional capacity to track protocol evolution

Monitor governance processes and security advisories

Integrate upgrades into system lifecycle planning

Anticipate impact before incidents occur

2.Align procurement incentives with upstream contribution

Reward active participation in upstream governance

Value maintenance and security contributions
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What protocol communities can do

Where/how decisions happen
How proposals move
Safeguards against captures
Upgrade timelines 
Participation norms

Governance Documentation

Making governance visible & easy to understand ≠ inviting control.

Clear on-ramps

Info on open calls 
Public feedback channels
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Open protocols and digital
sovereignty reinforce each other

when governance is visible,
accounted for and understood.

Open protocols and digital
sovereignty reinforce each other

when governance is visible,
accounted for and understood.
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